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UﬂSlgﬂEﬂ int vili; J/ 201
int v13; // [rsp+Ch] [rbp-1Ch]

v3 = &unk_4007E1;
vd = @3
setbuf(stdout, OLL);
printf(“The flag is: ", @LL);
for ( 1 = 73LL; ; i = *(v3 - 1) )
{
v8 = @LL;
while ( 1)
{
vi3 = 0;
sub_400670(v4 + v8, &v13, v5, v6, v8, 1i);
ve = v10;
vB vie + 1;
vil = v9 ~ (v13 << v6);
if ( v8 == 8 )
break;
i = vil;

}
vd += 8;
if ( (v13 << v6) == vO )
break;
++v3;
_I0_putc(vll, stdout);
}
_I0_putc(1@, stdout);
return OLL;
}
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_ int64 v11; // r9
__int64 result; // rax
unsigned int v13; // esi
unsigned int v14; // edx

ve = a2;
if (a1)
{
if (a1l ==1)
{
result = sub_4ee670(0LL, a2, a3, a4, a5, a6);
}
else
{

v7 = sub_400670((a1 - 2), a2, a3, a4, a5, a6);
result = v7 + sub_400670((a1 - 1), a2, v8, v9, via, vil);

}
v13 ({result — ({(result >> 1) & @x55555555)) >> 2) & @x33333333;
v14 v13

+ ((result — ((result >> 1) & @x55555555)) & ©x33333333)
((vi3 + ((result = ((result >> 1) & Bx55555555)) & ©x33333333)) >> 4);
*y6 ~= ((BYTEL(v14) & @xF) + (v14 & OxF) + ((((v14 >> 8) & @XFOFOF) + (v14 & OxFOFOFOF)) >> 16)) & 1;
}
else
{
*32 ~= 1lu;
result = 1LL;
}

return result;
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from unicorn import *
from unicorn.x86_const import *
from pwn import*

def hook_code(mu, address, size, user_data):
if address == 0x400560:
c = mu.reg_read(UC_X86_REG_RDI)
print(chr(c))
mu.reg_write(UC_X86_REG_RIP, address+size)

if __name__ == '__main__"':
try:
mu = Uc(UC_ARCH_X86, UC_MODE_64)
ADDRESS = 0x400000
mmap_size=0x100000
mu.mem_map (ADDRESS, mmap_size)#code
mu.mem_map (0, mmap_size)#stack
mu.mem_write(ADDRESS, read("./fibonacci"))#read process_file
mu.reg_write(UC_X86_REG_RSP,mmap_size - 1)#set esp
mu. hook_add(UC_HOOK_CODE, hook_code)
mu.emu_start(0x00000000004004EQ, 0x0000000000400575)
except UcError as e:
print("UcError %s") %(e)
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from unicorn import *
from unicorn.x86_const import *

def hook_code(mu, address, size, user_data):
#print('>>> Tracing instruction at Ox%x, instruction size = Ox%x' %(address, size))
#print hex(UC_X86_REG_RIP)
if address in user_data:
#print(hex(UC_X86_REG_RIP))
mu.reg_write(UC_X86_REG_RIP, address+size)
elif address == 0x400560:
#print hex(address)
¢ = mu.reg_read(UC_X86_REG_RDI)
print(chr(c))
mu.reg_write(UC_X86_REG_RIP, address+size)

got_list=[0x00000000004004EF, Ox00000000004004F6, Ox0000000000400502, 0x000000000040054F ]
mu = Uc(UC_ARCH_X86, UC_MODE_64)
ADDRESS = 0x400000
mmap_size=0x100000
mu.mem_map (ADDRESS, mmap_size)#code
mu.mem_map (0, mmap_size)#stack
mu.mem_write(ADDRESS, open('./fibonacci','rb"').read())#read process_file
mu.reg_write(UC_X86_REG_RSP,mmap_size - 1)#set esp
mu. hook_add(UC_HOOK_CODE, hook_code,got_list)
mu.emu_start(0x00000000004004EQ, 0x0000000000400575)
except UcError as e:
print("UcError %s") %(e)
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from unicorn import *
from unicorn.x86_const import *

import struct

key list={}
stack=[]



def u32(data):
return struct.unpack("I", data)[e@]

def p32(num):
return struct.pack("I", num)

def hook_code(mu, address, size, user_data):
#print('>>> Tracing instruction at Ox%x, instruction size = Ox%x' %(address, size))
#print hex(UC_X86_REG_RIP)
if address in user_data:
#print(hex(UC_X86_REG_RIP))
mu.reg_write(UC_X86_REG_RIP, address+size)
elif address == 0x400560:
#print hex(address)
¢ = mu.reg_read(UC_X86_REG_RDI)
print(chr(c),end="")
mu.reg_write(UC_X86_REG_RIP, address+size)
elif address==0x400670: #in f got
arg_0 = mu.reg_read(UC_X86_REG_RDI)
esi_r = mu.reg_read(UC_X86_REG_RSI)
arg_1 = u32(mu.mem_read(esi_r,4))

if (arg_@,arg_1) in key list:
(ret_rax,ret_bool)=key list[(arg_©,arg 1)]
mu.reg_write(UC_X86_REG_RAX, ret_rax)
mu.mem_write(esi_r,p32(ret_bool))
mu.reg_write(UC_X86_REG_RIP,0x400582)
else:
stack.append((arg_0,arg_1,esi_r))

elif address in [0x00000000004006F1, 0x000000VRVV400709]: #in fun_end
ret_rax=mu.reg_read(UC_X86_REG_RAX)
(arg@, argl, r_rsi) = stack.pop()
ret_bool=u32(mu.mem_read(r_rsi,4))
key list[(argd,argl)]=(ret_rax,ret_bool)

if _name__ == '__main__':

try:
mu = Uc(UC_ARCH_X86, UC_MODE_64)
ADDRESS = 0x400000
mmap_size=0x100000
user_data=[0x00000000004004EF, Ox00000000004004F6, OXx0000000000400502, ©Xx000000000040054F ]
mu.mem_map (ADDRESS, mmap_size)#code
mu.mem_map(0,mmap_size)#stack
mu.mem_write(ADDRESS, open('./fibonacci', 'rb').read())#read process_file
mu.reg_write(UC_X86_REG_RSP,mmap_size - 1)#set esp
mu . hook_add(UC_HOOK_CODE, hook_code,user_data)
mu.emu_start(0x00000000004004E0, 0x0000000000400575)

except UcError as e:
print("UcError %s") %(e)

1E#figet flag! ! !
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from unicorn import *
from unicorn.arm_const import *
import struct

def u32(data):
return struct.unpack("I", data)[e@]

def p32(num):
return struct.pack("I", num)

d={}
stack=[]

def hook_code(mu, address, size, user_data):
#print('>>> Tracing instruction at Ox%x, instruction size = @x%x' %(address, size))
if address==user_data[@]: #in fun start
re_v=mu.reg_read(UC_ARM_REG_RO)
if re_v in d:
ret=d[re_v]
mu.reg_write(UC_ARM_REG_RO,ret)
mu.reg_write(UC_ARM_REG_PC,0x105BC)
else:
stack.append(re_v)
elif address==user_data[1l]:
#print(hex(address),stack)
ret=mu.reg_read(UC_ARM_REG_RO)
re_v=stack.pop()
d[re_v]=ret

if __name__ == '__main__":
base_addr=0x10000
size=0x100000



stack_addr=0x200000
mu=Uc (UC_ARCH_ARM, UC_MODE_LITTLE_ENDIAN)

mu.mem_map(base_addr, size)
mu.mem_map(stack_addr,size)

mu.mem_write(base_addr, open("./task4","rb").read())
mu.reg_write(UC_ARM_REG_SP,stack_addr + int(size/2))
list_s_e=[0x000104D0,0x00010580]

mu . hook_add(UC_HOOK_CODE, hook_code,list_s_e)
mu.emu_start(0x00010584, 0x000105A8)

ret=mu.reg_read(UC_ARM_REG_R1)
print("[*]get_number:",ret)
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# - LOAD (determinate what parts of the ELF file get mapped into memory)
load_segments = [x for x in elf.iter_segments() if x.header.p_type == 'PT_LOAD']

for segment in load_segments:
prot = UC_PROT_ALL
self.emu.memory.mem_map(load_base + segment.header.p_vaddr, segment.header.p_memsz, prot)
self.emu.memory.mem_write(load_base + segment.header.p_vaddr, segment.data())
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for _ in range(int(init_array_size / 4)):
# covert va to file offset
for seg in load_segments:
if seg.header.p_vaddr <= init_array_offset < seg.header.p_vaddr + seg.header.p_memsz:
init_array_foffset = init_array_offset - seg.header.p_vaddr + seg.header.p_offset
fstream.seek(init_array_foffset)
data = fstream.read(4)
fun_ptr = struct.unpack('I', data)[@]
if fun_ptr != 0:
# fun_ptr += load_base
init_array.append(fun_ptr + load_base)
print ("find init array for :%s %x" % (filename, fun_ptr))
else:
# search in reloc
for rel in rel_section.iter_relocations():
rel_info_type = rel['r_info_type']
rel_addr = rel['r_offset']
if rel_info_type == arm.R_ARM_ABS32 and rel_addr == init_array_offset:
sym = dynsym.get_symbol(rel['r_info_sym'])
sym_value = sym['st_value']
init_array.append(load_base + sym_value)
print ("find init array for :%s %x" % (filename, sym_value))
break
init_array_offset += 4
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32 ELF 3 symbol table entry € X0 F .

typedef struct {

E1f32_Word st_name;
E1f32_Addr st_value;
E1f32_Word st_size;

unsigned char  st_info;

unsigned char  st_other;

E1f32_Half st_shndx;
} E1f32_Sym;

Yst_shndxF B H{ENSHN_UNDEFHES, R\ ZFSAELRIEIEETE L, B—1MIFAMS, BELXHEBERE
. RTETEHCEMEBBERKFS L, SiZAH— /1 map, HnamefladdressBiit itk .
HeEo, HEEl, HERSFHMAS, Kbk EE MG IR EERFSmap.

# Resolve all symbols.
symbols_resolved = dict()

for section in elf.iter_sections():
if not isinstance(section, SymbolTableSection):
continue
itersymbols = section.iter_symbols()
next(itersymbols) # Skip first symbol which is always NULL.
for symbol in itersymbols:
symbol_address = self._elf_get symval(elf, load_base, symbol)
if symbol_address is not None:
symbols_resolved[symbol.name] = SymbolResolved(symbol_address, symbol)

def _elf _get_symval(self, elf, elf_base, symbol):
if symbol.name in self.symbol_hooks:
return self.symbol_hooks[symbol.name]

if symbol['st_shndx'] == 'SHN_UNDEF': # A E4FS
# External symbol, lookup value.
target = self._elf_ lookup_symbol(symbol.name)
if target is None:
# Extern symbol not found
if symbol['st_info']['bind'] == 'STB_WEAK':
# Weak symbol initialized as ©
return 0
else:
logger.error('=> Undefined external symbol: %s' % symbol.name)
return None
else:
return target
elif symbol['st shndx'] == "SHN_ABS':
# Absolute symbol.
return elf base + symbol['st_value']
else:
# Internally defined symbol.
return elf base + symbol['st_value']

HEM



# Relocate.
for section in elf.iter_sections():
if not isinstance(section, RelocationSection):
continue
#for relsection in elf.get_dynmic_rel():
for rel in section.iter_relocations():
sym = dynsym.get_symbol(rel['r_info_sym'])
sym_value = sym['st value']

rel_addr = load_base + rel['r_offset'] # Location where relocation should happen
rel_info_type = rel['r_info_type']

# Relocation table for ARM
if rel_info_type == arm.R_ARM_ABS32:
# Create the new value.
value = load_base + sym_value
# Write the new value
self.emu.mu.mem_write(rel_addr, value.to_bytes(4, byteorder='little'))

elif rel_info_type == arm.R_ARM_GLOB_DAT or \
rel_info_type == arm.R_ARM_JUMP_SLOT or \
rel_info_type == arm.R_AARCH64_GLOB_DAT or \
rel_info_type == arm.R_AARCH64_JUMP_SLOT:
# Resolve the symbol.
if sym.name in symbols_resolved:
value = symbols_resolved[sym.name].address

# Write the new value

self.emu.mu.mem_write(rel_addr, value.to_bytes(4, byteorder='little'))
elif rel_info_type == arm.R_ARM_RELATIVE or \

rel_info_type == arm.R_AARCH64_RELATIVE:

if sym_value ==

# Load address at which it was linked originally.

value_orig bytes = self.emu.mu.mem_read(rel_addr, 4)

value_orig = int.from_bytes(value_orig bytes, byteorder='little")

# Create the new value
value = load_base + value_orig

# Write the new value
self.emu.mu.mem_write(rel_addr, value.to bytes(4, byteorder='little'))
else:
raise NotImplementedError()
else:

logger.error("Unhandled relocation type %i." % rel_info_type)
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