there is nothing GHFEKCTFERE)

weixin 30258027 o F 2019-05-06 21:57:00 K47 o 627 ﬁ e
XERE: BHRLEHSHEE php

JRSCEERE:  hitps//www.cnblogs.com/cute-puli/p/10822410.html

WA

(1D ¥THIH, E~HK: there is nothing

http://192.16...81/Index.php ¥ = =+

€ @ 192.168.11.148:81/1ndex.php

INT v = @& SOLBASICS- UNION BASED- ERROR/DOUBL
@ load URL [ httpy//192.168.11.148:81/index.phpl
$ split URL

¢t}  Execute

] Postdata [ | Referrer 4™ OxHEX ™ 4

there is nothing

(2) MBERARR

Response

(e resors [ ex

HTTPH .1 200 OK
Date: Mon, 06 May 2019 09:44:41 GMT
Server: Apachef2 4.7 (Ubuntu)

4 22

Content-Type: texthitml
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(3) hint:ip,Large internal network
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@ Modify Headers - O *
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Stop Headers Options About Help

Select action Add Reset
Action Name Value Comment Edit
Modify client-ip 101211 [ ] Delete

Move to Top

Move to Bottom

Enable/Disable
Enable All

Disable All

® Enabled
@ Disabled
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http://192.16...1/mdnage.php ® = =+

€ (0 192.168.11.148:81/m4nage.php

INT v = @ SOLBASICS- UNION BASED- ERROR/DOUBLE
@ load URL [ http://192.168.11.148:81/ménage.php|

$ split URL

¢t}  Execute

] Postdata [ Referrer ™€ OxHEX ™ &

show me your key

(5 MEFKHIT ATES:
key is not right,md5(key)==="3a7525f5c934d05f8e381a9a8f40cc00",and the key is ichunqiu[a-z]{5}
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import hashlib

def md5(data):
m=hashlib.md5()
m.update(data.encode("utf8"))
a=m.hexdigest()

return a

a = 'ichunqiu’

b = '"abcdefghigklmnopqrstuvwxyz'
in b:

in b:

in b:
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in b:
for t in b:
if md5(a+g+w+e+r+t)=="'3a7525f5c934d05f8e381a9a8f40ccO0" :
print(g+w+e+r+t)
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http://192.16...1/m4nage.php > = =+

€ (0 192.168.11.148:81/m4nage.php =
INT ~ = @ 501 BASICS- UNION BASED- ERROR/DOUBLE QL
& Load URL [ http:y//192.168.11.148:81/m4nage.php

B split URL

b Execute

Postdata [ | Referrer 4% OxHEX @ %
Post data key=ichunqiusixo|-:|

the next step: NextStep.php

(7) Vi NextStep.php i



http://192.16.../NextStep.php ¥+

€ @ 192.168.11.148:81/NextStep.php v ¢ @ QEx e ¥ 4 .
INT v = & 50LBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- EMCRYPTION- OTHER- X%

& Load URL [ http://192.168.11.148:81/NextStep.php
% split URL

b Execute

[ Postdata [] Referrer 4 OxHEX ™ @& %URL 3 & BASL64 |-".-‘5¢.=.-TS-_‘f'.-'.f'.|_:.' to replace

Insert replacing strimy

source code is in the 64a62e4dbba30fd5.1xt. Can you guess the key the authcode(flag) is
a3dcwEBNI5dP51BaC33ulgO+C1iGrs5UhghjoN1E/PhruncxP76wlFdbFvel)xawaF)NFT+PX9nBIA/b+fFgfHWjRXnydvM

(8) BT RHEATHER

<?php
function authcode($string, $operation = 'DECODE', $key = '', $expiry = 0) {
$ckey length = 4;

$key = md5($key ? $key : UC_KEY);

$keya = md5(substr($key, 0, 16));

$keyb = md5(substr($key, 16, 16));

$keyc = $ckey length ? ($operation == 'DECODE' ? substr($string, @, $ckey length) :
substr(md5(microtime()), -$ckey length)) : '';

$cryptkey = $keya . md5($keya . $keyc);
$key length = strlen($cryptkey);

$string = $operation == 'DECODE' ? base64_decode(substr($string, $ckey length)) :
sprintf('%010d', $expiry ? $expiry + time() : @) . substr(md5($string . $keyb), @, 16) .
$string;

$string_length = strlen($string);
$result = '';
$box = range(@, 255);

$rndkey = array();

for ($i = 0; $1 <= 255; $i++) {

$rndkey[$i] = ord($cryptkey[$i % $key_length]);
}

for ($j = $1i = 0; $i < 256; $i++) {

$7 = ($7 + $box[$i] + $rndkey[$i]) % 256;
$tmp = $box[$i];

$box[$i] = $box[$]];

$box[$j] = $tmp;

}

for ($a = $j = $1i = 0; $i < $string length; $i++) {
$a = ($a + 1) % 256;

$5 = ($j + $box[$a]) % 256;

$tmp = $box[$al;

$box[$a] = $box[$3];

thAvlid41l — ¢d+mn-
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$result .= chr(ord($string[$i]) ~ ($box[($box[$a] + $box[$j]) % 256]));
}

if ($operation == 'DECODE') {
if ((substr($result, 0, 10) == || substr($result, @, 10) - time() > 0) &% substr($result, 10,
16) == substr(md5(substr($result, 26) . $keyb), 0, 16)) {

return substr($result, 26);
} else {

return 5

}
} else {
return $keyc . str_replace('=', '', base64_encode($result));

}

echo
authcode("d@4aR3j3IDNQMDy1F8SRI1gUzQRCIrPKGLMZINOUEgOk6bE1T+KOghD5h5pv73Vw2S4IKkplbg77iEnU0228LI9
nYwjou+0g", $operation = 'DECODE', $key = 'ichunqiusixok', $expiry = 0)

?>
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http://192.16..db6a30fd5.txt X | 4= -
€ (O 192.168.11.148:81/64a62e4db6a30fd5. bt CSe~r ¢ @ wa ¥ & @ 15 &~ & -9 @9 & N @
INT ~ = @ SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS+ LFI-
Load URL http://192.168.11.148:81/64a62=24db6a30fd5 txt
E’E’SI'URL ’ @ﬂ"@\!f@ L
Split

) Execute

[ Postdata [ Referrer 4 OxHEX 3» @ %URL 3» @ BASEc4 B Insert string to replace 7 Replace All B |

Insert replaci

function authcode ($strins, Soperation = 'DECODE’, S$key = ', Sexpiry = 0) {
Sckey_length = 4;

$key = md5($key ? S$key : UC_KEY):
Skeva = md5(substr(Skey, 0, 16));:
$keyb = md5{substr{($key, 16, 16)):
$keyc = $ckey_length ? (Soperation == 'DECODE’ ? substr($string, 0, Sckey_lenzth) : substr(md5(microtime()), —Sckey_lenzth)} : '’ ;

$cryptkey = $keya . md5(Skeya . Skeyc);
$key_length = strlen{§cryptkey);

$string = Soperation == 'DECODE’ ? basef4_decode{substr(§string, $ckey_length)) : sprintf( %010d’, Sexpiry ? S$expiry + time() : 0) . substr(md5($string .
Skeyb), 0, 16) . $string;
$string_length = strlen($string):

I

Sresult = ;
$box = range(0, 235):

$rndkey = array();

for ($i = 0; $i <= 255; $i++) {
Srndkey[$i] = ord(Scryptkey[$i % Skey_lenzth]);

for (85 = 81 =0; $i < 256; $i+=) {
$j = (8 + Sbox[8i] + Srndkey[§i]) % 256;
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