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status |= c_n_a device (DriverObject, &g tcpfltobj, &g tcpoldobj, L”\\Device\\Tcp”);

status |= c¢_n_a_device (DriverObject, &g udpfltobj, &g udpoldobj, L”\\Device\\Udp”):

status |= c_n_a device (DriverObject, &g ipfltobj, &g ipoldobj, L”\\Device\\RawIp”);
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RtlInitUnicodeString (&us_DevName, L”\\Device\\tdifw”);
Rt1InitUnicodeString (&us_DevName, L”\\Device\\tdifw nfo”) ;
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ToSkipCurrentIrpStackLocation (irp) ;

status = IoCallDriver (old devobj, irp);
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#define TDI_ASSOCIATE_ADDRESS (0x01)
#tdefine TDI DISASSOCIATE_ADDRESS (0x02)

#tdefine TDI_CONNECT (0x03)
#tdefine TDI_LISTEN (0x04)
#define TDI_ACCEPT (0x05)
#tdefine TDI_DISCONNECT (0x06)
#define TDI SEND (0x07)
#tdefine TDI_RECEIVE (0x08)
#define TDI SEND DATAGRAM (0x09)

#define TDI_RECEIVE_DATAGRAM (0x04)
#define TDI_SET EVENT_ HANDLER (0x0B)
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PVOID g tdi ioctls[] = {

NULL,

/*TDI_ASSOCIATE_ ADDRESS, */ tdi_associate_address,

/*TDI_DISASSOCIATE ADDRESS, %/ tdi_disassociate_address,

/*TDI_CONNECT, */ tdi_connect,

/*TDI_LISTEN, */ tdi_deny stub, // for now only deny stubs for security reasons
/*TDI_ACCEPT, */ tdi_deny_stub, // for now only deny stubs for security reasons
/*TDI_DISCONNECT, */ tdi_disconnect,

/*TDI_SEND, %/ tdi_send,

/*TDI_RECEIVE, */ tdi_receive,

/*TDI_SEND_DATAGRAM, */ tdi_send_datagram,

/*TDI_RECEIVE_DATAGRAM, */ tdi_receive_ datagram,

/*TDI_SET EVENT HANDLER, */ tdi_set_event_handler
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struct _completion {
PIO_COMPLETION_ROUTINE routine;
PVOID context;
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#tdefine TDI_EVENT CONNECT ((USHORT)0) // TDI_IND CONNECT event handler.
#define TDI_EVENT DISCONNECT ((USHORT) 1) // TDI_IND DISCONNECT event handler.
#define TDI EVENT ERROR ((USHORT)2) // TDI_IND ERROR event handler.
#define TDI_EVENT RECEIVE ((USHORT)3) // TDI_IND RECEIVE event handler.

#tdefine TDI_EVENT RECEIVE DATAGRAM ((USHORT)4) // TDI_IND_RECEIVE DATAGRAM event handler.

#tdefine TDI_EVENT RECEIVE EXPEDITED ((USHORT)5) // TDI_IND RECEIVE EXPEDITED event handler.

#define TDI_EVENT SEND POSSIBLE ((USHORT)6) // TDI_IND_SEND POSSIBLE event handler

#tdefine TDI_EVENT CHAINED RECEIVE  ((USHORT)7) // TDI_IND CHAINED RECEIVE event handler.

#tdefine TDI_EVENT CHAINED RECEIVE DATAGRAM ((USHORT)8) // TDI_IND_CHAINED RECEIVE_DATAGRAM event handler.
#tdefine TDI_EVENT CHAINED RECEIVE EXPEDITED ((USHORT)9) // TDI_IND CHAINED RECEIVE EXPEDITED event handler.
#define TDI EVENT ERROR EX ((USHORT) 10) // TDI_IND UNREACH ERROR event handler.
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PVOID tdi_event_handler[] = {

/*TDI_EVENT CONNECT, */ tdi_event_connect,

/*TDI_EVENT DISCONNECT, */ tdi_event_disconnect,

/*TDI_EVENT ERROR, */ NULL,

/*TDI_EVENT RECEIVE, */ tdi_event_receive,

/*TDI_EVENT RECEIVE_DATAGRAM, */ tdi_event _receive datagram,
/*TDI_EVENT RECEIVE_ EXPEDITED, */ tdi_event_receive,

/*TDI_EVENT SEND POSSIBLE, */ NULL,

/*TDI_EVENT CHAINED RECEIVE, %/ tdi_event_chained_receive,
/*TDI_EVENT CHAINED RECEIVE DATAGRAM, */ NULL,
/*TDI_EVENT CHAINED RECEIVE EXPEDITED, */ tdi_event_chained receive,
/*TDI_EVENT ERROR_EX, */ NULL
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* This is the string you add to your checkin description
* Driver Verifier: Enabled for t tdi fw
[tdi_fw] &g request _event: £87d6320

[tdi_fw] c_n_a device: \Device\Tcp fltdevobj: 0x814e8838
[tdi fw] c_n_a device: \Device\Udp fltdevobj: 0x814de648
[tdi_fw] c_n_a device: \Device\Rawlp fltdevobj: 0x814de3f8

[tdi_fw]

[tdi_fw] tdi_create: [addrobj] fltdevobj: 0x814de648; FileObj 0x814dee78

[tdi fw] tdi_dispatch_complete[ALLOW]fltdevobj: 0x814de648; FileObj 0x814dee78 : major 0x0, minor 0xO.
[tdi_fw] tdi_create addrobj complete:fltdevobj: 0x814de648; FileObj 0x814dee78

[tdi fw] tdi_query addr_ complete: address: 7f000001:1029, proto: 17

[tdi_fw] tdi_set_event_handler[(+)]: fltdevobj: 0x814de648; FileObj 0x814dee78; EventType: 4

[tdi fw] -tdi_set_event handler: old handler 0xf71818a0; old context 0x814f31d0

[tdi_fw] tdi_connect: (pid:1664/1664) FileObj 0x814dee78: 7f000001:1029 —> 7f000001:1029 (ipproto = 17)
[tdi_fw]

[tdi_fw] tdi_create: [addrobjl fltdevobj: 0x814de648; FileObj 0x815e09c0

[tdi fw] tdi_dispatch_complete[ALLOW]fltdevobj: 0x814de648; FileObj 0x815e09c0 : major 0x0, minor 0xO.
[tdi_fw] tdi_create_addrobj complete:fltdevobj: 0x814de648; FileObj 0x815e09c0

[tdi_fw] tdi_query addr complete: address: 0:59765, proto: 17

[tdi_fw] tdi_set_event_handler[(+)]: fltdevobj: 0x814de648; FileObj 0x815e09c0; EventType: 4

[tdi fw] -tdi_set_event handler: old handler 0xf71818a0; old context 0x814f1630

[tdi_fw] tdi_send datagram(pid:1664/1664): addrobj 0x815e09c0 (size: 31) 0:59765 —> 8080808:53

[tdi fw] tdi_event receive datagram(pid:1664) addrobj 0x815e09c0: 8080808:53 —> 0:59765

[tdi_fw]

[tdi fw] tdi_create: [addrobj] fltdevobj: 0x814e8838; FileObj 0x814eb038

[tdi fw] tdi_dispatch_complete[ALLOW]fltdevobj: 0x814e8838; FileObj 0x814eb038 : major 0x0, minor 0xO.
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tdi_create addrobj complete:fltdevobj: 0x814e8838; FileObj 0x814eb038
tdi_query_addr_complete: address: 0:1030, proto: 6

tdi_set_event handler[(+)]: fltdevobj: 0x814e8838; FileObj 0x814eb038; EventType: 1
—tdi_set_event_handler: old handler 0xf7182961; old context 0x814dec88
tdi_set_event handler[(+)]: fltdevobj: 0x814e8838; FileObj 0x814eb038; EventType: 3
—tdi_set_event_handler: old handler 0xf7183el6; old context 0x814dec88
tdi_set_event handler[(+)]: fltdevobj: 0x814e8838; FileObj 0x814eb038; EventType: 5
—tdi_set_event_handler: old handler 0xf718faba; old context 0x814dec88
tdi_set_event handler[(+)]: fltdevobj: 0x814e8838; FileObj 0x814eb038; EventType: 7
—tdi_set_event_handler: old handler 0xf7182ef9; old context 0x814dec88

tdi_create: [connobj] fltdevobj: 0x814e8838; connobj 0x814ebcd8; conn ctx 0x815774c0
tdi_associate address: fltdevobj: 0x814e8838; connobj 0x814ebcd8 ——> addrobj = 0x814eb038
tdi_connect: (pid:1664/1664) FileObj 0x814ebcd8: 0:1030 —> dcb56f94:80 (ipproto = 6)
tdi_dispatch_complete[ALLOW]fltdevobj: 0x814e8838; FileObj 0x814ebcd8 : major Oxf, minor 0x3
tdi_send: FileObj: 0x814dee78; SendLength: 1; SendFlags: 0x0

tdi_connect complete: connobj 0x814ebcd8

set_tcp_conn_localaddr: got CONNECT LOCAL £02000a:1030

tdi_event_receive datagram(pid:1664) addrobj 0x814dee78: 7f000001:1029 —> 7£000001:1029
tdi_send: FileObj: 0x814ebcd8; SendLength: 253; SendFlags: 0x0

tdi_send: FileObj: 0x814dee78; SendLength: 1; SendFlags: 0x0

tdi_event_chained receive: connobj 0x0; 312; flags: 0xe20; status 0x103

tdi_event_chained receive: connobj 0x0; 1420; flags: 0xa20; status 0x103

tdi_event_chained receive: connobj 0x0; 20; flags: 0xe20; status 0x103

tdi_event_chained receive: connobj 0x0; 190; flags: 0xe20; status 0x103

tdi_event_receive datagram(pid:1664) addrobj 0x814dee78: 7£000001:1029 —> 7£000001:1029
tdi_disconnect: connobj 0x814ebcd8 (flags: 0x2)

tdi_disassociate _address: connobj 0x814ebcd8

memtrack: Total memory leakage: 0 bytes (0 blocks)
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