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REERELNXE, BATIIE., MBI, AT TIRN—E—50...... BXTAZHE, HIEREIFEA.

Ba, BARRIZEHE? IAENS—MATEE. ... FIREDRA. ... —IRABHOBRDEIRRER, FEXIMRTEE
AR, th—EEMRRATHE: tANERFIRBSENF, MAERSEZIL.

XREA—TABNEE, DARPHNRE.

fRRFF T X TR

http://175.178.148.197:5000/

...... P EEMERFINSRIET SEER, #EX I WEES, ES5EEZHR?

12 webill, flaghT-Star{=F{FE}PINFFH

RRER

LpiEESAEER0/5%

17300000000

SREXRIERS

e O ERE N RE () agEs Que O rne B w7 TmSHE [ HackBar

[l Q © | FA HIML CSS JS XHR Fk [Efg Kk
52 Xt RigE ESid &8 RN I JHEk Cookie &R MR FER  HRIRER
4 175.178.148.197... smscode?mobile=17300000000 p__login__index~... json 559 F5

JSON

data: "Code Sent"
» debug: [ "17300000000", "ZEENHY" ]

status: true
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Request

B » =

Pretty Raw Hex

1 POST /api/like HTTP/1.1

2 Host: 175.178.148.197:5000

3 User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10.15;
rv:99.0) Gecko/20100101 Firefox/99.0

4 Accept: application/json, text/plain, *x/x

5 Accept-Language:

zh-CN, zh;q=0.8,zh-TW; g=0.7, zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Content-Type: application/json

Content-Length: 17

Origin: http://175.178.148.197:5000

Connection: close

Referer: http://175.178.148.197:5000/

Cookie: session=

eyJjb2R1Ijp7IiBiljoiTnpRNUL16WTQifSwibGOnaW4iOnRydWUsImlvYmlsZ

SIGIjE3MzIyMjMxMzIzIn@.Y193mA. bcxaBNjgVgSUQLrATPt-eKTM_kg

NRFE®Wwoww-No

S~ w

{
"id":"1"orl=1
}

Pretty Raw Hex

o= =
B » =

Response
Render

HTTP/1.1 200 0K

Server: gunicorn/19.10.0

Date: Wed, 20 Apr 2022 05:25:22 GMT

Connection: close

Content-Type: application/json; charset=utf-8
Content-Length: 61

Access—Control-Allow-0rigin: http://127.0.0.1:5000
Access—Control-Allow-Headers: *
Access—Control-Allow-Methods: http://127.0.0.1:5000

LoOoNOU A WN

10 Access—Control-Allow-Credentials: true
11 Vary: Cookie

13 {

"ERROR":"Expecting , delimiter: line 1 column 1@ (char 9)"
}

CSDN @EE{FH;
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22 https://j7ur8.github.io/WebBook/VUL/%E6%8A%A5%E 9%94 % 99X XE .html

https://stackoverflow.com > questions » Ixml-e... v EHFHR

Ixml.etree: Start tag expected, '<' not found, line 1, column 1

202253817H - 1 MNolE

You are using Ixml.etree.fromstring , but giving it a file path as the argument. This means it's
trying to interpret "C:\Users.. \|n944 xml" as the XML data _..

XMLSyntaxError: Start tag expected, '<' not found, line 1 ...
XMLSyntaxError Start tag expected, '<' not found - Stack ...
Ixml_etree XMLSyntaxError: Start tag expected, '<' not found ...
Python XMLSyntaxError: Start tag expected, '<' not found, line ...

stackoverflow.comisARBIETEERGEE
2 20/04/22 i/mhFizkma,

Content-Type: application/xml;charset=UTF-8

http://175.178.148.197:5000/#/login

202053H25H
2015108118
2017E187H
20207H208
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ENTITY aaa
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import cv2

img=cv2.imread(

def on_EVENT_LBUTTONDOWN(event, x, y, flags, param):
if event cv2.EVENT_LBUTTONDOWN :
Xy (X, y)
print(x,y)
cv2.circle(img, (x, y), 2, (@, @, 255))
cv2.putText(img, xy, (X, y), cv2.FONT_HERSHEY_PLAIN,1.0, (©,0,255))
cv2.imshow( , img)

cv2.namedWindow(
cv2.setMouseCallback( , on_EVENT_LBUTTONDOWN)
while(1):

cv2.imshow( , img)

key = cv2.waitKey(5) OxFF
if key ( ):
break
cv2.destroyAllWindows ()
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AES-256

5A60E4625BFEC399ED364994C56348F9C9FE24130D7E43AEQ74578BD6232A6E1693D976E2089BA1B4FACE6C968F76BFFD8A613715897
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10000
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4 client bkts. 101 server pkts. 3 turns.
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[ ON ] Wireshark - Follow TCP Stream (tcp.stream eq 3) - pkt

0012host:transport—-anyOKAY0006shell: 0KAYshell@hammerhead:/ $ cd /data/local/tmp/backupcd /data/local/tmp/
backup

shell@hammerhead: /data/local/tmp/backup $ 1lss

pass
shell@hammerhead: /data/local/tmp/backup $ ccaatt ppaa
shell@hammerhead: /data/local/tmp/backup $ cat pass ~ Liiiiiesssasaasassassasasaaas

yun202203
shell@h rhead: /data/local/tmp/backup $ eexxiitt

Packet 246. 22 client pkts, 23 server pkts, 39 turns. Click to select.

Entire conversation (405 bytes) Show dataas ASCII Stream 3 =

Finc

Help Filter Out This Stream Print Save as... Back Close
- CSON @FE(FE

X BA —AN 8 mac R 4 5 BRI SCAF T R R, R D T — AN R4 B Sk BB L

fRE4E G 1R 2] T —Mlag.Zip I §3 30
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g
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ZIP

private_key.pem REERAl key.en

XA — AN SR AL, A AL S AT B AT

from M2Crypto import RSA,BIO

private_key str ( 5 ).read();
private_key RSA.load_key_ string(private_key_str);
with ( ,r) as f:
data f.read()
de_data private_key.private_decrypt(data,RSA.pkcsl padding);

BNE
openssl rsautl -decrypt -in key.en -inkey private_key.pem -out flag.de

BB 5 T R4 B, R i flag. it — & 01

1111111010010101010110111111110000010100011000111101000001101110100110100101000010111011011101010000110001000101,
1101101110101101001001011010111011000001001001110110010100000111111110101010101010101111111000000000011110010000
0000000011001101000011010101001101111000111011010110101100001111000011010010111001001011111100010000110100001101
0000100000100100101101001011010010101111010011110100111101001110000011110100101101001011010010001110011101101111

0110011100000010010101010011000110010010010011101111111111110111011010010101110011011101110010011101110000011111
0001100100001010011011001111101101010011111001000110010001111001100110000000000100101010110101011100111111101011
0001101000101001010000011100111110010001000100101110101010011111111110111101011101000000010000000000111010111011
110001010110111001110100000101110011101101110011101111111

EM EBERT B FETRERR-GED0MIRREABRR ANAMR—T


http://flag.de/

29

pic Image.new MAX, MAX

0, MAX
0, MAX
i

pic.putpixel([x,y 0, 0, 0

pic.putpixel([x,y 255,255, 255

® 0 ® [{]v tmp8zrd3ijk.PNG @O Q @

COPNNa =5

i 518 21/033yia8rqea1921ca61/systemlockdown

PN bapk B A ANip, X5 H A AR T 8 A

TETRZERIR—A 3 HI SR — M readme, B 325 AiE R — MR R G457 D, T 2R EBHED.
T HE K FEE R R IE SR IR T4 T URRS, BT DL E R T B R I LR I — S R T R R R
BT —BNEE WA TXNEE, RRARMALST FELIMA R ERSE =M ERHTT,
checker1->passed && (checker1->checksum1 == checker1->checksum2) && checker1->checksum3 > 0)

55l & passed 2 & ~0,checksum /& 754 F checksum2,checker1 2 % A Fchecksum3.




HSL R T POl B, B RESRER T BR R A — 87 R 10FE# T, B8 8 H Ut 7 26 %1 (B 5Lk el
BT 7L T AT AT AL AR ER BB R.

EZ RN % RS-t R — i B %P T 44k B HE fkey_data,fikey datas i Eui R R &4 7 B BT UL, 2455 — BE il %
700110101, 7£ 783 % J5 passed = 1/ checksum = 01 / checksum2 = 01 / checksum3 = 001, 7] PAi# & iR %14

struct {
char password[6];
char key_data;

} management {90 };

2K EAWiIndows 10, x86R4E.... 2 —&F T, REIIER T IIERKZEN, WERR, THAMERACLES, MEREHERWTEER

(E, MABFELREES, B8R WEED ARG, =RTKH T I2R%, RIS TBEINE.
E—o—idE, PRERKR T, TELMMAED, B84,

PS: MSVC 2015LAJEHIkRAYwiE, Debug, AFRAEMEA, W& LIREERI MR AU (Binary 5 FHIFERIA—B, MARNEZRELT S5EIEL
ZBinaryFH A .
flag: HIRRINABINL23450] LRSI T2E, NFERAZZERE: md5(12345)

#tinclude

struct door_key {

unsigned char passed : 1;
unsigned char checksuml
unsigned char checksum2
unsigned char checksum3

}s

#define SYSTEM_SHUTDOWN 1

void check(char* password, door_key* d) {
if (SYSTEM_SHUTDOWN) {

return;

}

if (memcmp(password,
passed 1;
checksuml 88;
checksum2 88;
checksum3 88;

void call the police() {
abort();

}

int main()

{
door_key* checkerl 9;

struct {

char password[6];
char key_data;

} management {0 };




char ch 0;
char last_ch Q;

int i 0;

if (SYSTEM_SHUTDOWN) {
std: :cout
std: :cout

std: :endl;

std: :endl;
i 6; i++) {
std::cin.get();

if (ch

break;

if (!isdigit(ch) ch
call the police();

if (ch last_ch ch last_ch)
call the police();

last_ch ch;
management.password[i] ch;

Jis

checkerl (door_key *)&(management.key data);

check(management.password, checkerl);

if ((checkeril->passed (checkerl->checksuml checkerl
std: :cout

bj

else

call _the_police();

Flag: md5(5555555) = 992e63080ee1e47b99f42b8d64ede953

FE

checksum2)

3

checkerl

std

checksum3

8)) {
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B, —TAERE.

BR, TERXBREREEXE, FEENUEHCEMEEA—ERTT.
R, —RRAEAR TR E LIRS
BABAERERT —HFN? HER, RO—HE—hMEANTRZH?
RETNEERINE, WFBETRRE.

REE T F.

RERRBTAERID?
http://175.178.148.197/b378603d0266d73e743c8d05f5bc3ebe. zip

R BEBEHBSESREE, sMTHEEREERR, ERIRERNTXTAS

CSDN @RE{FH

—#MERRAS AT A A HE R ERAT

B HiEstringsthREE R B
HHRE—ANHhE, FETR— NN E46 8

RER MR X B OHTBE I LE T, BU%504B0304 ) AT



Edit As: Hex Run Script Run Template: ZIP.bt D

0000h: 50 4B 03 04 14 00 00 00 08 00 Cé6 AD 96 53 EB 91 PK.vuerunno E--Sé&"\

0010h: 9E 0 8 A7 01 00 96 83 03 00 12 00 22 00 D3 CO z..8..-f....".0A

0020h: B2 BENCF FB CA C5 B5 C4 B5 E7 B2 A8 2E 6D 70 33 2 ItEApApc?” .mp3

0030h: 75 7@ 1E 00 01 68 5A 5A 77 E6 BO B8 E4 B8 8D E6 up...hZZwae° i, .2

0040h: B6 8§ E9 80 9D E7 9A 84 E7 94 B5 E6 B3 A2 2E 6D q"é€.c¢3,¢”pae3¢.m
3

0050h: 70 EC FD 65 5C 1D 7B 1B A6 89 D6 S5A B8 BB 4B p3ive\.{.|%0%Z »K
0060h: FO0 EO C1 83 05 16 1A DC 5D 82 05 77 B7 10 16 EE dahf...U0], . .w-..1
0070h: EE EE EE EE 6E 41 43 FO 40 42 82 5B 80 10 2C 24 111inACA3@B, [€.,$
0080h: CO 3A 21 FB 9D EE 9E 99 77 CF 99 F3 9E B3 FB 74 A:'Q.1zmwI™oz3(t
0090h: F7 E4 E2 03 7C 09 D4 F5 AB D4 BF EE 7A AA D6 5D  =+&a.|.06«0:1z20]
00AOh: BO 9F 2A C3 CO FF 11 59 07 OB C7 SF DF BO 00 00 °Y*AAy.Y..C B°..
00BOh: b5E 11 80 OB 4A 05 CO 08 C8 68 18 58 B8 04 44 A4 ~.€.J.A.Eh.X, .D=
00COh: E4 8F A8 E9 1E 33 B1 BO 73 F2 FO F2 0B 89 40 C4 4.7é.31°5080.%QA
00DOh: A5 64 E4 14 95 D5 34 B4 F5 0C 5F 98 BC B4 B4 B6 ¥da. 0475, "% q
00EOh: 75 70 76 F5 FO F2 F5 83 06 85 84 45 C6 C4 27 26 upvdd05f...,EEA" &
00FOh: A7 65 66 E7 15 14 97 56 54 D7 D6 37 B5 76 74 F6 Sefc..—VTx07pvtd
0100h: F4 OF 8D 8C 4D 4C BF 9D 5B 58 7E FF E1 D3 E6 D6 &..EML; . [X~y40x0
0110h: EE Cl1 97 93 AF E7 57 DF 7F DE FD FA 7B 02 0A 62 iA—“"¢WR.Pya{..b
0120h: 8A 52 DC EC 9C 1C 1C A0 92 87 CD 60 B7 06 00 7C SRUice.. "1 -..|

NnN1INHK - NO 1™ NO BEA 1/~ NN 2N N ™D 11 22 A1 DE N7 o D ~m T W . eSO @E{FE

W E 286, 8 8] — BB AL L Bl Audacity R IR &
1R BB ) SRS,

Y AR

M‘KHL‘LHL‘ LJ ‘i‘ ’i/’ ﬂ% $a s -«%2 e:egﬁ;r‘mm.zu 1a 12 5 o
U ‘

E; ﬂﬁ 54 48 42 36 B0 24 -8 -2 6 0

S o GXOE N R e
Core Audio & \!, MacBook Pro Z 52X, 1 (8FEE) REIEE o) MacBook Pro#%/5 g%
i? 18.0 19.0 20.0 21.0 220 23.0 24.0 25.0 26.0 27.0 28.0 29.0 30.0 31.0

x | AR w KA HR R

SH, 44100 Hz
3241 ¥

ol =]

TE RHE (Hz) DAGE) EXERTER
7 @ T . 00K 00 % 08 -
44100 ) 00K 00% 08.483#~ 00K 004 08.483 #
EELE. CSDN @EffF#
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fif 3 ARG
19910386797
R % R 45815 2lflag
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3 Wana DecryptOr 2.0
Qoops, your files have been encrypted!

Inot so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

| But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
| Also, if you don't pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn’t pay in 6 months.

Payment will be raised on HOW Do I Pay?

1/4/1970 00:00:00 Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
| Please check the current price of Bitcoin and buy some bitcoins. For more information,
Time Left  click <How to buy bitcoins>.
| And send the correct amount to the address specified in this window.
Aﬂer your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am
| GMT from Monday to Friday.
|Once the payment is checked, you can start decrypting your files immediately.
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https://blog.yoshino-s.online/2022/04/23/tstar-wp/
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