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from flag import flag

assert flag.startswith("flag{")
assert flag.endswith("}")
assert len(flag)==25

def 1lfsr(R,mask):
output = (R << 1) & Oxffffff
i=(R&mask)&oxffffff
lastbit=0
while il!=@:
lastbit~=(i&1)
i=i>>1
output”~=lastbit
return (output,lastbit)

R=int(flag[5:-1],2)
mask = 0b1010011000100011100

f=open("key","ab")
for i in range(12):
tmp=0
for j in range(8):
(R,out)=1fsr(R,mask)
tmp=(tmp << 1)”out
f.write(chr(tmp))
f.close()
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File Edit Shell Debug Options Window Help

Python 2.7.14 (v2.7.14:84471935ed, Sep 16 2017, 20:19:30) [MSC v, 1500 32 bit (In _I
tel)] on win32

Type “copyright”, “credits” or "license()” for more information.

»»» strl = “0101010101"

»>> str2 = "123456709"7

>0 t int (strl, 2)
341
P> pr int (str2, 2)

Traceback (most recent call last):

File “<pyshell#3>", line 1, in <module>
print int (str2, 2)
ValueError: invalid literal for int() with base 2: ~123456789°
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mask = 0bl1010011000100011100

f=open("key","ab")
for i in range(12):
tmp=0
for j in range(8):
(R,out)=1fsr(R,mask)
tmp=(tmp << 1)”out
f.write(chr(tmp))
f.close()
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def 1fsr(R,mask):
output = (R << 1) &oxffffff
i=(R&mask)&Oxffffff
lastbit=0
while i!=0:
lastbit~=(i&1)
i=i>>1
output”r=lastbit
return (output,lastbit)

key=[85,56,247,66,193,13,178,199,237,224,36,58]

mask=0b1010011000100011100

for k in range(2**19):
R=k;
a='"
judge=1
for i in range(12):
tmp = ©
for j in range(8):

(k, out) = 1lfsr(k, mask)

tmp = (tmp << 1) ~ out
if(key[i]!=tmp):
judge=0
break
if(judge==1):

print 'flag{'+bin(R)[2:]+"}"

break
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from flag import flag

assert flag.startswith("flag{")
assert flag.endswith("}")
assert len(flag)==27

def 1lfsr(R,mask):
output = (R << 1) & Oxffffff
i=(R&mask)&Oxffffff
lastbit=0
while i!=0:
lastbit~=(i&1)
i=i>>1
output”r=lastbit
return (output,lastbit)

R=int(flag[5:-1],2)
mask=0x100002

f=open("key","ab")
for i in range(12):
tmp=0
for j in range(8):
(R,out)=1fsr(R,mask)
tmp=(tmp << 1)”out
f.write(chr(tmp))
f.close()
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from flag import flag

assert flag.startswith("flag{")
assert flag.endswith("}")
assert len(flag)==27

def nlfsr(R,mask):
output = (R << 1) & Oxffffff
i=(R&mask)&Oxffffff
lastbit=0
changesign=True
while i!=0:
if changesign:
lastbit &= (i & 1)
changesign=False
else:
lastbit~=(i&1)
i=i>>1
output”~=lastbit
return (output,lastbit)

R=int(flag[5:-1],2)
mask=0b110110011011001101110

f=open("key","ab")
for i in range(1024*1024):
tmp=0
for j in range(8):
(R,out)=nlfsr(R,mask)
tmp=(tmp << 1)”out
f.write(chr(tmp))
f.close()
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key=[209,217,64,67,147]
def nlfsr(R,mask):
output = (R << 1) &Oxffffff
i=(R&mask)&oxffffff
lastbit=0
changesign=True
while i!=0:
if changesign:
lastbit &= (i & 1)
changesign=False
else:
lastbit~=(i&1)
i=i>>1
output”r=lastbit
return (output,lastbit)

mask=0b110110011011001101110

for k in range(2**21):
R=k;
a='"
judge=1
for i in range(5):
tmp=0
for j in range(8):
(k,out)=nlfsr(k,mask)
tmp=(tmp << 1)”out
if (key[i] !'= tmp):
judge = @
break
if(judge==1):
print 'flag{'+bin(R)[2:]+'}"
break
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from flag import flag

assert flag.startswith("flag{")
assert flag.endswith("}")
assert len(flag)==47

def 1lfsr(R,mask):
output = (R << 1) & Oxffffff
i=(R&mask)&Oxffffff
lastbit=0
while i!=0:
lastbit~=(i&1)
i=i>>1
output”~=lastbit
return (output,lastbit)

R=int(flag[5:-1],2)
mask = 0b10110110110011010111001101011010101011011

f=open("key","ab")
for i in range(64):
tmp=0
for j in range(8):
(R,out)=1fsr(R,mask)
tmp=(tmp << 1)”out
f.write(chr(tmp))

f.close()
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def 1fsr(R,mask):
output = (R << 1) & Oxffffff
i=(R&mask)&oxffffff
lastbit=0
while i!=0:
lastbit~=(i&1)
i=i>>1
output”~=lastbit
return (output,lastbit)
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flag = "flag{XXXXXXXXXXXXXXXX}"
assert flag.startswith("flag{")
assert flag.endswith("}")
assert len(flag)==14

def 1fsr(R,mask):
output = (R << 1) & OxfFffffff
i=(R&mask)&Oxffffffff
lastbit=0
while i!=0:
lastbit~=(i&1)
i=i>>1
output~=lastbit
return (output,lastbit)

R=int(flag[5:-1],16)
mask = 0b10100100000010000000100010010100

f=open("key","w")
for i in range(100):
tmp=0
for j in range(8):
(R,out)=1fsr(R,mask)
tmp=(tmp << 1)”out
f.write(chr(tmp))
f.close()
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key = "00100000111111011110111011111000" ##keyH [IAI32bit
fkey=key
i=1
tmp = ""
while True:
res = int(fkey[i])*int(fkey[i+3])*int(fkey[i+10])~int(fkey[i+18])"int(fkey[i+22]) int(fkey[i+25]) int(F
i-=1
tmp = str(res) + tmp
fkey = key + tmp
#print fkey

if len(fkey) == 64:

break

fkey = fkey[32:]
print "flag{" + hex(int(fkey,2))[2:-1] + "}"
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from flag import flag

assert flag.startswith("flag{")
assert flag.endswith("}")
assert len(flag)==24

def 1lfsr(R,mask):
output = (R << 1) & Oxffffff
i=(R&mask)&oOxffffff
lastbit=0
while il!=@:
lastbit~=(i&1)
i=i>>1
output”~=lastbit
return (output,lastbit)
def single_round(R1,R1_mask,R2,R2_mask,R3,R3_mask):
(R1_NEW,x1)=1fsr(R1,R1_mask)
(R2_NEW,x2)=1fsr(R2,R2_mask)
(R3_NEW,x3)=1fsr(R3,R3_mask)
return (R1_NEW,R2_NEW,R3_NEW, (x1*x2)~((x241)*x3))

R1=int(flag[5:11],16)
R2=int(flag[11:17],16)
R3=int(flag[17:23],16)
assert len(bin(R1)[2:])==17
assert len(bin(R2)[2:])==19
assert len(bin(R3)[2:])==21
R1_mask=0x10020
R2_mask=0x4100c
R3_mask=0x100002

for fi in range(1024):
print fi
tmplmb=""
for i in range(1024):
tmplkb=""
for j in range(1024):
tmp=0
for k in range(8):
(R1,R2,R3,0ut)=single_round(R1,R1_mask,R2,R2_mask,R3,R3_mask)
tmp = (tmp << 1) ~ out
tmplkb+=chr(tmp)
tmplmb+=tmplkb
f = open("./output/" + str(fi), "ab")
f.write(tmplmb)
f.close()
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