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public function orderBy($order)

{

if{$this->inCondition and !$this->conditionIsTrue) return $this;
$order = str replace(array('|', '*', '_"), ' ', Sorder):

/* Bdd """ in order string. */

/* When order has limit string. */

Spos = stripos(Sorder, 'limit');

Sorders = $pos ? substr(Sorder, 0, $pos) : Sorder;

$limit = $pos ? substr($order, $pos) : '';

Sorders = trim($orders);

if{empty(Sorders)) return $this;

if(!lpreg mateh{'/"(\wi\.)2( " \wt” |\wt)( +(desc|asec)})?( *(, *(\w\ )2 VWt |\wt)( +

(desc|asc))?)?)*$/i', Sorders)) die("Order is bad request, The order is Sorders"):

Sorders = explode(',', Sorders);
foreach(Sorders as $i => Sorder)
{
SorderParse = explode(' ', trim(Sorder)});
foreach(SorderParse as S$key => Svalue)
{
Svalue = trim(S$value);
if (empty($value) or strtolower($value) == 'desc' or strtolower(S$value) ==
'asc') continue:

Sfield = Svalue;

/* such as tl.id field. */

!== false) list(Stable, $field) = explode('.', Sfield);
=== false) $field = ""$field ";

if(strpos(Svalue,
if(strpos($field, "'

SorderParse[Skey] = isset(Stable) ? $table . '.' . Sfield : Sfield;
unset($table);

}

Sorders[$1] = join(' ', SorderParse);

if (empty(Sorders[$i])) unset(Sorders[$i]);

}
Sorder = join{',', Sorders) . ' ' . S$limit:
$this-»>sql .= ' ' . DAO::0RDERBY . " Sorder";

return 5Sthis;
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Sorder = join(',', $orders) . "' . $limit;
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/* Add "°" in order string. */

/* When order has limit string. */

Spos = stripos($order, 'limit'):;

Sorders = $pos ? substr($order, 0, Spos) : Sorder;

$limit = $pos ? substr(Sorder, Spos) : '"';

if($limit and !preg match('/"[0-9]+ *(, *[0-9]+)25/', $limit)) $limit = '';
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\zentao\module\common\model.php

public function isOpenMethod($module, $method)

{
if($module == 'user' and strpos('legin|logout|deny|reset', $method) !== false) return

true;
if($module == 'api' and S$method == 'getsessionid') return true;
if($module == 'misc' and S$method == 'ping') return true;
if($module == 'misc' and S$method == 'checktable') return true;
if($module == 'misc’' and S$method == 'grcode') return true;
if({$module == 'misc’' and S$method == 'about') return true;
if($module == 'misc’' and Smethod == 'checkupdate') return true;
if($module == 'misc' and S$method == 'changelog') return true;
if($module == 'sso' and Smethod == 'login') return true;
if($module == 'sso' and Smethod == 'logout') return true;
if($module == 'sso' and S$method == 'bind') return true;
if(Smodule == 'sso’' and Smethod == 'gettodolist') return true;
if ($module == 'block’ and $method == 'main') return true;

if({Sthis->lcadModel( 'user')->isLogon() or ($this->app->company->guest and $this->app-

>user->account == 'guest'))
{
if(stripos($method, 'ajax') !== false) return true;
if(stripos($method, 'downnotify') !== false) return true;
if(Smodule == 'tutorial') return true;
if(Smodule == 'block') return true;
if(Smodule == 'product' and Smethod == 'showerrornone') return true;
}
return false;
}
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\zentao\module\block\control.php



class block extends control

{
public function _ construct{$moduleName = '', $methodName = '')
{
parent:: construct($moduleName, $methodName);
$this->selfCall = strpos($this->server->http referer, common::getSysURL()) === 0
|| $this->session->blockModule;
if($this->methodName != 'admin' and $this->methodName != 'dashboard' and !$this-
>selfCall and !$this->loadModel('sso')->checkEey()) die('");
b
public function main($module = "', $id = 0)
{

Smode = strtolower($this->get->mode);
if(Smode == 'getblocklist')
{

}
elseif(Smode == 'getblockform')

{

}
elseif(Smode == 'getblockdata')

{
Scode = strtolower($this->get->blockid);

Sparams = Sthis->get->param;

$params = json_decode(basebd decode($params));

$this->viewType = (isset(Sparams->viewType) and Sparams->viewType == 'Json')

? 'jJson’' : 'html';

Sthis->params = Sparams;
S$this->get->blockid;
Sthis->get->blockTitle;

Sthis->view->code
Sthis->view->title

S$func = 'print' . ucfirst(Scede) . 'Block’;
if (method exists('block', Sfunc))

{
Sthis->$func(Smodule);
}
else
{
Sthis->view->data = $this->block->$func($module, $params);
}
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oMo oo Womsaacs | [EVERSION & S contoloe |
E"'—.‘ . 468 public function printCaseBlock()
E-[ 2 zentao 469 {
%‘ | bin 470 $this->session->sec('ca ¢ §this->server->http referer);
-1 config 71 Sthis->app->loadlang('t
B db 472 £this->app->loadlang('testtask');
- doc 473
-1 framework 474 Scases = array():
w5 lib 75 if ($this->params->type = 'assigntome')
@-2) module 476 H {
& . tmp T Scases = §this->dac->select('ti.assignedlo AS assignedTo, t2.*')->from(TABLE_TESTRUN)->alias('ti‘)
,_;- S www —>leftJoin (TABLE CASE)->alias('c2') J-cm( tl.ca t2.id")
ok.bdt —->leftdoin (TABLE TESTTASK)->alias('t3') :-nn: tl.task = £3.1id')
i VERSION ->Where('tl.ass To')=->eq($this->app->user->account)
48 —>andWhere ('t1 3")—>ne('dane")
45 ->andWhere('t a")=->ne('done')
483 ->andWhere('t d! ) =>eg (D)
484 —>andWhere('t ed')->eq(d)
485 ~>orderBy ($chis->params->orderBy)
436 ~>beginIF ($this->viewIype !'= 'J=zon’')->limit((int)Sthis->params->num)->£i()
487 -»fetchAll():
488 }
489 elseif ($this->params->type == 'opensdbyme")
490 ©H {
481 $cases = Sthis->dao->findByCpenedBy($this->app->user->account)->from(TABLE CASE)
452 —)andﬁhexel delsted’ ) Rq[ }
494 ->beq1nIF[S=h15->vieu‘rype !m "Ymon')->limit((int)Sthis->params->num)->£i()
485 —>fetchAll();
496 = }
<l - i
Find result - 85 hits
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-lapp\zentac\lib\base\dao\dao.class.php (1 hit)
3% public function orderBy (Sorder)
lwpp\zentac\module\action\model.php (3 hits)
5 =»orderBy (SorderBy) ->page (Spager)->fetchAll () ;
->orderBy (forderBy)->page ($pager)->fetchiAll () ;
-»orderBy (SorderBy)
upp\:entao\module\block\control php (2 hits)
=>orderBy (Schis->params->orderBy)
->orderBy ($this->params->orderBy)
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sql = 'select 12345 from zt_user'

HEABGEREN WK S ERRIE R, SR IEA R

ERAEE B, BNAEH RN T RIS, FreiEE@Eidinformation_schema®ifj — F &4, HERIIE
P, WABLERE? BEBPM T ? ERREREME— TR,

EREEEM T —AN835] 5, B Ereferer, F— T4

FIPDOHIX %R, SQLHHIRA

nzu\o

R%sBERH, FrUCRBEBREIES.

A IR X BRI L ATSQIE A B &M AR A, HanFl A polygonki#.

BEEN AT DL A ImItE RVEA R, BRI 28R 1016, Res

Ao

FEAMBR, EZImitAEANFImysqllii AR —Lx R, BRI _Efpayload{ FR TR A 7 T Hik 453

g, BAEEMEZ, B EKRAmysql.
IERSR AT LLZEA), FEAREAinformation_schemaffiE W T, o LUEE T EIEERIITEHIE:

show table status where name = "xxx' and sleep(2)
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