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ELFiXEF, FMAkalikEZT—T:

:~/ F#i# ./easyGo

:ﬁ"
Please input you flag like flag{123} to judge:

flag{113}
Try again! Come on!

L2 R R —AN ] B HI T 2
FHgdbEERRARMRANEL, gdbziiRAEMAY, XBERRBEEST:

-q easyGo
Reading symbols from easyGo...(no debugging symbols found)...done.
gdb) b start
o symbol table is ded. Use the "file" command.
e breakpoint pending on future shared library load? (y or [n]) y

point 1 (start) pending.
file
cutable file now.

symbol file now.
(gdb) r
Starting program:

ecified.

se the ' or c-file" command.

gdb) file e
Reading symbols from easyGo...(no debugging symbols
(gdb) q hit

B AR KIIAIRTS (debug symbols ) , FTPAIERESER T -
FHIdatTHFREBEWRRR—KRERHFF S, NFHEEOWESAIMEMELE, RIEEN A AR ROMMIECRE, REXE-HRP
fRVERLZIER B, FHOD? 1715 ? ik,

ZHBRITT, FXEHRKZ B E R !
T2 4K writeup :



GoiEFim, EXHTHS, FHIRLREEAREIRM MK, SR/56H M LKA R LA H#AT kb
, “https://raw.githubusercontent.com/strazzere/golang_loader_assist/master/golang_loader_assist.py’, X B H#
fE ida H File->Scritpt File(Alt + F7) MNEZBIA SO AT LLR S T

‘; DA - EACTFEE B \EZEctf\reverse\easyGo.i6d (easyGo)

File Edit Jump Search View Debugger Options Windows Help
Mew instance Ei' 's-;* =
# open. -
Load file 3 .
nctlon
Produce file »
Fzeud
% Script file.. Alt+F7 L=
= . d — sululalalsty
3 Script command... Shift+F2 PPPPRRE
H save Ctrl+W BB0B0E
Save as.. ' lgBeeeet
7% Take database snapshot.. Ctri+Shift+wW Ld—jdgf_‘rErBE
AT

RIEE BIKS R

A .text:00000000004952AA

Function name mov rdx, [rsp+18h]

F] fmt_ss_hexSiring .text:B00BEEBOBO4952AF lea rbx, [rsp+58h]

(7| fmt ss scanOne .text:00000000004952B4 mov [rsp], rbx

7] fmt_errorHandler .text:0000000000495288 mov [rsp+8], rdx

z fmt_ss_advance .text:BOOBEOEBBO4952BD mowv [rsp+18h], rax

|f| fmt_ss_doScanf .text:00002000084952C2 mov [rsp+18h], rcx

£ fmt glob_func1 .text:00000000004952C7 call  runtime_slicebytetostring
%:;:-Q:%lue:fum .text : 9OPAARLARAI52CC mov rax, cs:quord 572800

Z] fmt init ializere .text:B00BE0B0004952D3 mow rcx, [rsp+28h]

7] fmit init .text:00000000004952D8 mov rdx, [rsp+28h]

7] sub_494DB0 .text :000000000049520D mov [rsp], rax

7] sub_494E30 .text:00080080004952E1 mow [rsp+8], rcx

z sub 494EE0 .text:B00BEOBOBB4952E6 mowv [rsp+18h], rdx

|f] sub_494F90 .text:00000000004952EB call encoding_base6d Encoding_DecodeString
£ ] sub 495040 - .text:BB0EOOERROA952FO mov rax, [rsp+38h]

S sub A9S000 .text:0000OBOEORL952F5 nov rcx, [rsp+38h]

= e .text:00000000004952FA mov rdx, [rsp+18h]

7] main_init 3 .text:00000006004952FF mov rbx, [rsp+28h]

< ] > .text:0000000000495304 test rcx, rcx

Line 1892 of 1894 000952C2 00000000004952C2: main main+172 (Synchronized with Hex View-1)

=] Dutout window

Go 18 & EFr i E R R main_main IERFBILHERFER/EEN, co EFHNSHULEMREIREN, M—BKI6467EFET
FHEJESRA—HE,

RIERINTIXHE.:

.text:00000000004952(2 mov [Psp+18h], rex
.text:0000RRRRRRASS2CT call runtime slicebytetostring
.text:B000RRRRRRASS52CC mov rax, cs:qword 5728080
.text:0000000000495203 mov rcx, [rsp+28h]
.text:00000000004952D8 mov rdx, [rsp+28h]
.text:000000000049520D mov [rsp], rax
.text:00000000004952E1 mov [Psp+8], rex
.text:00000B00B04952E6 mov [rsp+18h], rdx
.text:0000000000A952EB call encoding basefd Encoding DecodeString
.text:00000000004952F0 mov rax, [rsp+lon]
.text:00000000004952F5 mov rcx, [rsp+36h]
.text:000000000084952FA mov rdx, [rsp+18h]
.text:00000000004952FF mov rbx, [rsp+28h]
.text:0000080000495304 test rcx, rox

XEREEmainK Y, BEBEEARXANREREEFHRORENagFRFE, BEEMAE T lag. BrilEAHgdbifiR7EX BT =
ALY, AEREFSEMARPHALE, FMRUTRES—EEEEZRETT L. THRFHKHKLRE:

root@kali:~/3X1%4# gdb easyGo
GNU gdb (Debian 8.1-4) 8.1

Copyright (C) 2018 Free Software Foundation, Inc.




1censes/gpl.

This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law. Type "show copying"
and "show warranty" for details.
This GDB was configured as "x86_64-linux-gnu".
Type "show configuration" for configuration details.
For bug reporting instructions, please see:
<http://www.gnu.org/software/gdb/bugs/>.
Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/>.
For help, type "help".
Type "apropos word" to search for commands related to "word"...
Reading symbols from easyGo...(no debugging symbols found)...done.
(gdb) b *@x4952eb / /¥ E WM
Breakpoint 1 at ©x4952eb
(gdb) r //3&4T

program: /root/3#%/easyGo

51769]

51770]
[New LWP 51771]
[New LWP 51772]
Please input you flag like flag{123} to judge:
flag{ / /X BBEERN

Thread 1 "easyGo" hit Breakpoint 1, ©x00000000004952eb in ?? ()
(gdb) info reg [/ BETHFHRER
rax OxCc00008a580 824634287488

0x38 56

0XxCc0009co40 824634359872

0x38 56

0XxCc0009CcoRO 824634359808

0Xxc00009co40 824634359872

0xCc000086188 0OxCcPPRR86T88

0XxCc000O86e90 OxCPVVB86e90

ox1 1

0x0 o

0xCc00009co40 824634359872

0x0 o

Oxfffffffffffffff -1

ox2 2

ox1 1

0x80 128

0x4952eb ©x4952eb

0x206 [ PF IF ]

0x33 51

ox2b 43

ox0 o

0x0 o

ox0 o
---Type <return> to continue, or g <return> to quit---
gs ox0 o
(gdb) ni /18
0x00000000004952f0 in ?? ()
(gdb) x/1s $rsi [/ BERERHRENLNEIEflag, x/1s Rp Bz IANF/FE (string)
OxCc00008co60: "flag{92094daf-33c9-431e-a85a-8bfbd5df98ad}"
(gdb)




RHEMAE flag T, FEHNEFEZERLKXMagMiRBAKIflaghs b, RSN 1R congratulation. .. :

.text:0000000000495318 cmp [rax+8], rbx
.text:0BE00ABEEAA9531C iz short loc_ 495393 ; HIETAEIN, BE®|Congratulation
.text:000000000049531E

.text:0000000000495393 loc_495393: ; CODE XREF: main_main+1CCT]
.text:PBEAPAEEABA95393 mow [rsp], rdx
.text:PBEAPAEBABA95397 mow [rsp+8], rcx
.text:PB0ARAEBABA9539C mow [rsp+18h], rbx
.text:0000080B004953A1 call runtime_memequal
.text:PBEAPAEBABA953A6 cmp byte ptr [rsp+18h], 8
.text:00000E0E0BA953A8B jz loc_49531E
.text:@0000BBE004953B1 I xorps  xmmB, xmm@
.text:PBB0BAGAEB4953B4 movups [rsp+1@88h+var_48], xmm@
.text:00000808004953BC lea rax, byte 4A&DBG
.text:PBEAPAEBABA953C3 mow quord ptr [rsp+188h+var 48], rax
.text:0000000BBBA953CB lea Pax,|CongPatulation
.text:B0000BE0004953D2 mowv [rsp+BCBR], rax
.text:0000EBEBER4953DA nop

.text:B000BBBBBBA953DB mowv rax, cs:quword 572B18
.text:00000BB0E0B4953E2 lea rcx, off _4E284A8
.text:00000BEBBB4953E9 mowv [rsp], rcx
.text:BE00EEEBEB4953ED mowv [rsp+8], rax
.text:00000BEBBB4953F2 lea rax, [rsp+8B8h]
.text:0E00EEOBEB4953FA mowv [rsp+18h], rax
.text:B0000BEBBB4953FF mowv quord ptr [rsp+l18h], 1
.text:0000000000495408 mowv guord ptr [rsp+28h], 1
.text:000000BBBB495411 call fmt_Fprintln
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