re:>1%42 (94) FIE2021EANE 2L ER PR E -

Random

Forgo7ten F 2021-12-12 00:00:00 & A5 2381 e

FRE: cti/hERKIng # reverse X EFFSE: web@4 Z4 [ER %4 WiH CTE

FRALE B ASCRE ERAQISCE, #IE_CC 4.0 BY-SA WA, B85 _EFE T s AE i,
ACEERE: https://blog.csdn.net/Palmer9/article/details/121873238

FERAL

L -

112 WE 6 15
W £

reverse
113 M E 6 TR
b &4
AR EHREE, BRUIORHE

FEmaini BOX B F3hfliE T —MER

.text:e@CA1130 ; 17: vd = rand();

.text:@0CAl1130

.text:00CA1130 loc CA1130: ; CODE XREF: _main+3ATj
.text:eecA1l130 mov [ebp+ms_exc.registration.Trylevel], @
.text:@0CA1137 call ds:rand

.text:0@CA113D ; 18: srand(v4);

.text:eeCA113D push eax 5 Seed

.text:00CA113E call ds:srand

text:00CA1144 xor eax, eax

.text:00CA1146 div eax

.text:00CA1148 mov [ebp+ms_exc.registration.Trylevel], OFFFFFFFEh
.text:0OCA114F mov edi, ds:rand

.text:@OCA1155 Jmp short loc_CA1179

Lteat T BBCALST  —- - o - oo oo CSEM @FargoTten

HE AR KA SEHEM K &8 £
|| Address Ordinal Name Library
FZ] 00CA2000 GetSystemTimeAsFileTime KERNEL32
k8 00CA2004 SetUnhandledExceptionFilter KERNEL32
=| 00CA2008 GetCurrentProcess KERNEL32
£| 00CA200C TerminateProcess KERNEL32
E 00CAZ2010 IsProcessorFeaturePresent KERNEL32
@ 00CA2014 GetModuleHandleW KERNEL32
z| 00CA2018 IsDebuggerPresent KERNEL32
| 00CA201C InitializeSListHead KERNEL32
=] 00CA2020 UnhandledExceptionFilter KERNEL32
z| 00CA2024 GetCurrentThreadld KERNEL32
E 00CAZ2028 GetCurrentProcessld KERNEL32
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HE 00CA202C

HEXBEZ T8

QueryPerformanceCounter

% [

; 16: sub_CA18BO(v3, "%s", (char)user_input);

push 2Bh ; "+"

push offset user_input ; Arglist

push offset as
call sub_CA10BO

; oo

KERNEL32 CSDN @Forgo(ier

add esp, @Ch
¢4
I I
; 17: vd = rand(};
loc_CA115D:

loc_CAl1130: mowv esp, [ebp+ms_exc.old_esp]

mov [ebp+ms_exc.registration.TrylLevel], @ mowv edi, ds:rand

call ds:rand call edi ; rand

; 18: srand(v4); push eax 5 Seed

push eax ; Seed call ds:srand

call ds:srand add esp, 4

xor eax, eax mov [ebp+ms_exc.registration.Trylevel], @FFFFFFFEh

div eax

mov [ebp+ms_exc.registration.Trylevel], @FFFFFFFEh

mov edi, ds:rand

jmp short loc_CA1179

|
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il el 55
5 191 v5 = dword_CA336C; CSDN @ForgoTien
HRHE R X 5] R B sehiE it i) 7 %

.rdata:08CA2518 stru_CA2518 dd @OFFFFFFFEh ; GSCookieDffset |
.rdata:08CA2518 ; DATA XREF: main+5To
.rdata:08CA2518 dd 8 ; GSCookieXOROffset
.rdata:@aCA2518 dd @FFFFFFD8h ; EHCookieOffset
.rdata:08CA2518 dd @ ; EHCookieXOROffset
.rdata:08CA2518 dd @FFFFFFFEh ; ScopeRecord.Enclosinglevel
.rdata:@8CA2518 dd offset loc_CA1157 ; ScopeRecord.FilterFunc
.rdata:08CA2518 dd offset loc_CA115D ; ScopeRecord.HandlerFunc
.rdata:08CA2534 align 8
_rdata:e@eCcA2538 stru_CA2538 dd @FFFFFFFEh ; GSCookieOffset
.rdata:08CA2538 ; DATA XREF: _ scrt_common_main_seh(void)+2To
.rdata:08CA2538 dd @ ; GSCookieXOROffset
.rdata:08CA2538 dd OFFFFFFCCh ; EHCookieOffset
.rdata:08CA2538 dd 8 ; EHCookieXOROffset
.rdata:@8CA2538 dd @FFFFFFFEh ; ScopeRecord.Enclosinglevel
.rdata:08CA2538 dd offset loc_CA1445 ; ScopeRecord.FilterFunc
.rdata:00CA2538 dd offset loc_CA1459 ; ScopeRecord.HandlerFunc
.rdata:@0CA2554 align 8
_rdata:@BCA2558 stru_CA2558 dd OFFFFFFFER ; GSCookieOffset
.rdata:@8CA2558 ; DATA XREF: _ scrt_is nonwritable in_current_image+2to
.rdata:@8CA2558 dd 8 ; GSCookieXOROffset
.rdata:08CA2558 dd @OFFFFFFD8h ; EHCookieOffset
.rdata:@8CA2558 dd @ ; EHCookieXOROffset
.rdata:@8CA2558 dd OFFFFFFFEh ; ScopeRecord.Enclosinglevel
.rdata:08CA2558 dd offset loc_CA1767 ; ScopeRecord.FilterFunc
.rdata:@8CA2558 dd offset loc CA177A ; ScopeRecord.HandlerFunc
_rdata:@eCcA2574 _ IMPORT_DESCRIPTOR_VCRUNTIME14® dd rva off CA265C ; Import Name Table
.rdata:08CA2578 dd @ ; Time stamp
.rdata:08CA257C dd @ ; Forwarder Chain
.rdata:08CA2580 dd rva aVcruntimel40D1l ; DLL Name CSDN @ForgoTter
00001918 00CR2518: .rdata:stru CA2518 (Svnchronized with Hex View-1)
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const char **v13; // [esp+0h] [ebp-28h]
const char **v14; // [esp+dh] [ebp-24h]

if ( !dword CA336C )

sub_CA18BO(v3, "%s", (char)user_input);

vd = rand();
srand(v4);
v5 = dword_CA336C;

user_input[v5s] “= rand();
if ( dword CA336C == 43 )

{

h

dword_CA336C = 0;
vb =
v/ =
v8 =
v9 =
do
{

if ( user_input[v9] != data[vE]

break;

vB = ++vb;

v/ = vb;

dword CA336C = vi;

v9 = vb;
¥
while ( v6 < 42 );
v1l® = "fake input..\n";
if ((v7 == 42)

v1l® = "congratulation!\n";
sub_CA1@58(v7, via, v12);
result = 8;

b

b

b

s Y |

E

else

{

h

++dword CA336C;
main({vlz, v13, vid);
result = @;

return result;

CSDN @ForgoTten



FETHREB AR A K AR BENL BT R B, E SR R srand I AL

e it i Ppe— —

— — — — — _ — — v
i S x| »fu] w3 24 ] o 1le|mt|wlh|c|P|k[b]x]..[s] EE?] €
a8cA1137|( . FF15 CC28BCANQ C

66CA113D| . 58 eax [seed = 39A1 (14753.)
BBCAT13E| . FF15 C828CAN0

00CA1144| . 33C8

00CA1146| . F7F9 £a

B0CA1148) . C745 FC FEFF dword ptr ss:[ebp-8x44],

80CA114F| . 8B3D CC2BCANQ edi, ucrtbase.rand
a8cA1155| .. EB 22 j short Random.B8BCA1179

86CA1157( . B8 01000000 |mov eax,

88CcA115C| . €3

88CA115D| . 8B6S mov esp,dword ptr ss:[ebp-8x18]

aeca116@8| . 8B3D : mov edi, ucrtbase .rand
8BCA1166( . FFD7 call edi C

88CA1168| . 580 eax [seed = 39A1 (14753.)
BOCAT169| . FF15 call

B06CA116F| . 83ChH add esp,

BBCA1172| . C745 mov dword ptr ss:[ebp-8x4],

808CA1179( > 8B35S mov esi,

B8CA117F| . FFD? call edi ucrtbase .rand
8BCA1181 3086 xor

88CA1187| . A1 6C33CABD |mov eax,

88cA118C| . 83IF8 2B cmp eax,

al=A1
ds:[80CA3371]=32 ("2")

=X TR, R BimainiR £ AR B R AT P ksrand(rand ())&, B Mlrand ()47 7 5L

expH



ttinclude <stdio.h>

#tinclude "mycrypto.h
#tinclude <ctype.h>

int main() {
char data[44] {
Ox3E, OxCD, OxAA, Ox8E, 0x96, Ox1F, 0x89, OxCD, OxDB, OxFl, ©x70, OxF2, OxA9, ©x9C, OxC2, 0x8B,
OxF2, OxFE, OxAD, 0x8B, 0x58, Ox7C, Ox2F, ox03, Ox4A, Ox65, Ox31, Ox89, Ox76, Ox57, Ox88, OXDF,
OxB8, OxE9, 0x0l1l, OxE9, OxDE, OXE5, Ox86, 0Ox68, Ox8F, 0x24, OxD3, Ox5A
¥
int nxor Q;
int s1 Q;
int s2 Q;

for (int i 0; i < 44; i) {
sl rand();
printf("srand-1 =%02x\n", sl1);
srand(sl);

s2 rand();
printf("srand-2 =%02x\n",i,s2);
srand(s2);

nxor rand();
printf("xor =%02x\n", nxor);

data[i] nxor;

)i
printf("\n\n");

puts(data);

xor
srand-1 =53bd
srand-2 =01
xor =39al
srand-1 =22e6
srand-2 =02
xor =74cb
srand-1 =4613
srand-2 =03
xor =49e9
srand-1 =6145
srand-2 =04
xor =49ed
srand-1 =641b
srand-2 =05
Xor =682c
srand-1 =40d3
06




xor =1116
srand-1 =12a8
srand-2 =0b
xor =4797
60ad

b12

3db4

2781

2507

3516

24al

6dc6

xor
srand-1 =435f

62fb

1605

6737

2c53

VEVA!




3bbe

5883

30e0

560b

2dd9

3b92

3a88

S5eb7

3cla

6e91

8d5

2a
xor =5ed3
srand-1 =617

2b

flag{3e625fe@-fb18-4f87-93c1-1ec217f86796}
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