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mainig £
strtok2 F - BEFF R 2 747 8, MRIE+5 +9244, Fn_E+93RF AWORD, 52|8AFRR4+2=61
flagh R ACTF {XXXXXX_XXXXXX_XXXXXX }

18
19| sub 971@20("%s\n", (char)alWelcomeToActfS):

20| sub 971850("%s", (char)strl);

21| if ( &Stri[strlen(Strl) + 1] - &Stri[1] == 26 && !strncmp(Strl, "ACTF{", 5u) && Stri[25] == 1}' )
20 {

23 Stri[25] = @;

24 v3 = strtok(Strl, " ");

25 v15 = *(_DWORD *)(v3 + 5);
26 v16 = *(_WORD *)(v3 + 9);
27 w17 = *(_DWORD *)(v3 + 5);
28 V18 = *(_WORD *)(v3 + 9);

29 vl = strtok(®, "_");

30 vl = *(_DWORD *)vd;

31 v12 = *({_WORD *)vd + 2);

32 v8 = strtok(®, "_");

33 *( DWORD *)v13 = *(_DWORD *)v8;

34 v14 = *((_WORD *)v8 + 2);

35 dword_973354 = (int)sub_9751D8;

36 if ( ((int (__cdecl *)}(int *))sub_9751D8) (&v15) )

37 {

38 vO = BYTE2(v17) ~ HIBYTE(v18) ~ v17 ~ HIBYTE(v17) ~ BYTEL(v17) ~ vi18;
39 for (1 = 256; 1 < 496; ++1 )

40 byte_975018[1i] "= v9;

11 __asm { jmp eax }

42 }

430 3}

44| sub_971820("Wrong\n", v6);
45] return @;

3647 Bk B Kk B
e R X BUE Bt AT 5 BUOXT 2hg 5


https://blog.csdn.net/Palmer9
https://blog.csdn.net/palmer9/category_9460385.html
https://blog.csdn.net/palmer9/category_9607326.html
https://so.csdn.net/so/search/s.do?q=python&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=smc&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=Reverse&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=CTF&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/Palmer9/article/details/117622987
https://blog.csdn.net/palmer9/category_9460385.html
https://blog.csdn.net/palmer9/category_9607326.html
https://buuoj.cn/challenges#%255BACTF%25E6%2596%25B0%25E7%2594%259F%25E8%25B5%259B2020%255DSplendid_MineCraft

.data:009751D8 call 45

SUdLdIYvgy /O1uDs SUD_2/52105 proc ngdr 3 UATA ARCrI _mdln+12A10

.data:009751DD pop esi
.data:@89751DE push edi
.data:009751DF xor edi, edi
.data:089751E1
.data:009751E1 loc_9751FE1: ; CODE XREF: sub 9751D8+1D4j
r .data:009751E1 cmp edi, 337
.data:0@9751E7 jg short loc_9751FB
.data:089751E9 mov bl, [esi+edi+1Fh]
deta 00975170 mov  [eniredivirh), [[e5redisIFh]-[sub 9751FC]
:g:::;gggggii; ;e; _____ ;;; ____________ ; Attributes: bp-based frame
Fm-=- :g:::;ggg;giig ?:s iagrt near ptr s BOOL __cdec] EESESSSSER(char *al)
! _data-@09751FB sub_9751FC proc far
| .data:@09751FB loc_9751FB: dea
: .data:089751FB pop =R SiEs
) data-BAQ7S1ER cuh Q751NR endn sahf
fR% 5, F5133
Debug View B 5t
IDA4 View-EIF [ Pseudocode—C ) Pseudocode-B [ [
1wvoid _ cdecl sub_9751FC{char *al)
2i{
3| char vi[20]; // [esp+Bh] [ebp-2Ch] BYREF
Al char v2[8]; // [esp+l14h] [ebp-18h] BYREF
5 int v3; // [esp+28h] [ebp-Ch]
6| int v4; // [esp+24h] [ebp-8h]
7| int i; /f [esp+28h] [ebp-4h]
3
9 w4 = @;
10| qgmemcpy{v2, "3@1b;b", 6);
11| strcpy(vl, "Welcome ");
12| w3 = 8;
13| for ( 1 =0@; 1 < 6; ++1 )
14| {
15 vi[i + 12] = (vi[i + 1] ~ v2[i]) + 35;
16 if ( vi[i + 12] == al[i] )
17 ++vd ;
18] 3
19}
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.data:@0975158 loc_975158: ; CODE XREF: .data:0@97519617
.data:@0975158 cmp edi, 6

.data:@897515B jge short near ptr unk_975198
.data:@897515D xor eCcx, ecx

.data:@097515F mov cl, [esi+edi]
.data:@8975162 and cl, @FFh

.data:@8975165 sub eax, 180h

.data:@@97516A xor ebx, ebx

.data:@097516C mov bl, cl

.data:@097516E mov ecx, edi

.data:@8975170 add ecx, 83h

.data:@8975176 xor ebx, ecx

.data:@0975178 mov bl, [eax+ebx]
.data:@897517B jmp short loc_ 975185

Latai@B975 T - -
.data:@097517D db (5

.data:@097517E db 36h, 4, 4, 3, 30h, 43h

.data:00975184 db 98h

Ldatai@l975 8D - -
.data:@0975185

.data:@0975185 loc 975185: ; CODE XREF: .data:@@97517B1j
.data:@0975185 mov cl, [eax+edi+166h]

.data:@e97518C cmp bl, cl

.data:@@97518E jnz short loc 9751A4

.data:@0975190 inc edi

.data:@8975191 add eax, 108h

.data:@e975196 jmp short loc 975158

Latai@B975106 ; - -
.data:@0975198 unk 975198 db 5Bh ; [ ; CODE XREF: .data:@@97515B1j
.data:@e975199 pop ecx

ebxJyFH PN 5 (0x83+i) 7 545 2 T Ax
Rifeaxit TR ER. [EIHIbISH = BHACET HLE

SLEXLIYg9 s 10

.text:909712C9 loc 9712(9: ; CODE XREF: main+2381j
.text:@09712C9 push 5] ; MaxCount
.text:@09712CB push offset aSmcsm 5 "SmcsM<”
.text:00971200 lea ecx, [ebp+var 1C]

.text:@09712D3 push ecx ; Strl

.text:@09712D4 call ds:strncmp

.text:@09712DA add esp, @Ch

.text:0097120D test eax, eax

.text:@09712DF jz short loc 9712F8
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"3@1b;b"
"elcome

for i in range(6):
flagl+=chr((ord(s1[i])”ord(s2[1i]))+35)
print(flagl)
table [6xF6, OxA3, Ox5B, Ox9D, OxEQ, Ox95, Ox98, Ox68, Ox8C, Ox65, OxBB, Ox76, Ox89, OxD4, 0x09, OxFD, OxF3, 9
X5C, Ox3C, ox4C, Ox36, Ox8E, 0x4D, oOxC4, ox80, 0x44, oxD6, OxA9, Ox01l, Ox32, Ox77, Ox29, Ox90, OxBC, OxCO, OXA8,
O0xD8, OxF9, OxEl, ox1D, OxE4, Ox67, Ox7D, Ox2A, 0x2C, Ox59, Ox9E, ©x3D, Ox7A, 0x34, 0x1ll, 0x43, 0x74, oxDl, 0Ox6
2, Ox60, 0x02, 0x4B, OxAE, 0x99, 0x57, OxC6, Ox73, OxBo, Ox33, 0x18, Ox2B, OxFE, OxB9, 0x85, OxB6, 0xD9, OxDE, 9
X7B, OXCF, Ox4F, OxB3, OxD5, 0x08, 0x7C, Ox0A, 0x71l, 0x12, 0x06, Ox37, OXFF, Ox7F, OxB7, 0x46, ©x42, Ox25, OxC9,
oxDo, 0x50, 0x52, OxCE, oxBD, Ox6C, OXE5, Ox6F, OxA5, Ox15, OxED, Ox64, OxFO, 0x23, Ox35, OxE7, 0x0C, 0x61l, OXA
4, oxD7, Ox51, Ox75, Ox9A, OxF2, Ox1E, OxEB, ©x58, OxFl, ©x94, OxC3, Ox2F, Ox56, OxF7, OxE6, Ox86, 0Ox47, OXFB, 0
x83, OX5E, OxCC, Ox21, Ox4A, 0x24, 0x07, 0x1C, Ox8A, Ox5A, 0x17, Ox1B, OxDA, OXEC, ©x38, OxOE, Ox7E, OxB4, 0x48,
0x88, OxF4, OxB8, 0x27, 0x91, 0x00, 0x13, 0x97, OxBE, ©x53, OxC2, OxE8, OxEA, Ox1A, OxE9, 0x2D, 0x14, 0x0B, 0OxB
F, OxB5, 0x40, 0x79, oxD2, Ox3E, 0x19, oOx5D, OxF8, ©x69, 0x39, Ox5F, OxDB, OxFA, 0xB2, 0x8B, Ox6E, OxA2, OxDF, 0
X16, OXE2, Ox63, OxBl, 0x20, OxCB, OxBA, OXEE, Ox8D, OxAA, OxC8, OxC7, OxC5, Ox05, Ox66, ©x6D, OXx3A, 0x45, 0OX72,
o0x0D, OxCA, 0x84, Ox4E, OxF5, ox31, Ox6B, 0x92, OxDC, oOxDD, ©Ox9C, Ox3F, Ox55, Ox96, OxAl, Ox9F, OxCD, Ox9B, OXE
3, OxAQ, OxA7, OxFC, OxCl, 0x78, 0x10, Ox2E, 0x82, Ox8F, 0x30, 0x54, 0x04, OxAC, 0x41l, 0x93, 0xD3, 0x3B, OxEF, 9
X03, Ox81, Ox70, OxA6, Ox1F, Ox22, Ox26, Ox28, Ox6A, OxAB, Ox87, OxAD, 0x49, OxOF, OXAF]
data=[0x30, Ox04, Ox04, Ox03, Ox30, Ox63]
flag2 n

for i in range(6):
flag2+=chr(table.index(data[i])”(0x83+1i))

print(flag2)

flag3="5mcsM<"

print ("ACTF{%s_%s_%s}"%(flagl,flag2,flag3))

8 3flag’y ACTF{yOu@y* knowo3_5mcsM<}
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