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Steganography is the practice of concealing a file, message, image, or video within another file, message,
image, or video. It has existed for a long time, and nowadays, digital steganography is used to hide data inside
images. We can hide all kinds of data by using different digital steganographic methods.
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In this article, we are going to use a method known as Least Significant Bit (LSB) transformation to hide a text
inside a video.
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HaRBRIEERN? (What Is the Least Significant Bit?)
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Wikipedia. & 55 .

Above is a representation of the digit 149 as an 8-bit binary digit, with its rightmost bit highlighted. If we change
it to 0, we will get 10010100 (decimal equivalent of 148). If we change any other bit in the binary number
above, the change would be much greater. So in this example, the rightmost bit is the least significant —
changing it results in the least change to the original number.
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AT ] 455 F LSB#: ¥ R k2 ek B8+ K ##E 2 (How Can We Use LSB
Transformation to Hide Data Inside an Image?)

A digital image is a representation of pixel values, and every pixel value will have numbers containing
information regarding the pixel. A digital color image will have red, green, and blue channels and eight bits to
represent each channel, so every channel can take a value from 0-255, and this value represents the intensity
of the pixel. (R, G, B)=(0,0,0) is the representation of the color black and (255, 255, 255) represents
the color white.
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Take an array of pixels as an example and suppose we want to hide the character A in it. Let's see how it's
done:

A= MERBE NG, BRBRMNBEERLPRBTA. LRINEEFER OB

(R, G, B)= (11101010 11101001 11001010), (10111001,11001011,11101000), (11001001 00100100 11101001)

This is a pixel array, and we want to hide A in it. The ASCII value of A is 65. If we convert it to binary, we get
01000001. So if we use LSB transformation, we can change the LSB of all the numbers in our array and get:

RR—AMERRES], BRINBEAEHPREA. AKASCIMEN65. R BBy —Hh], N¥452/01000001.
bk, W RAEAILSBE#, AT UASE S R TR BT ILSBIF S E:

(R,G, B)= (11101010 11101001 11001010),(10111000,11001010,11101000), (11001000 00100101 11101001)

Now that we have hidden A in the pixel array, let's use Python to hide a text inside an image.
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Python+ ) B4 k2 5 R (Image Steganography in Python)

Sourceforge. Sourceforge

This is the image that we are going to use. First, we will install the dependencies and then look at the code
step by step.

RRBATKEFHOEE. &L, RIBZEEKBR, REZEPEENE.
1. 224K (1. Install the dependencies)
We are going to use stegano library in Python. We can install it by running:
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$pip install stegano

Now we need to import the library and the 1sb class fromiit:

PERNTENFT RAEMLsbE:

from stegano import 1lsb

Now that we have imported the 1sb class, let’'s use its hide () method to hide our text inside the image:

BAEBRNMNELFANT 15, EBRANMERAERnide () HEREBERATH SCARRRERAE BG F:

secret=1sb.hide('./lenna.png', 'hello world")

This will transform the LSB of our image and hide our message in it. Now we have to save the image:

R BEBRANEBEHLSE, HAEHPRBENNEL. WAEBRINBIAREER:

secret.save('./encoded_image.png')

That’s it. With just three lines of code, we have hidden the message.
Mme. MH=ATRE, RATEE T ZHE 8.
E & 8 (Image comparison)

Encoded image (left) vs. original image (right)
L ER (L) S R EER(R)
As you can see, there is no visible difference between these two images.
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To reveal the secret message, simply use the 1sb. reveal () method with the image as the argument and
the message will be printed:

BEEAMEHEE, ATHEMHLsb. reveal () HIE(LEBREANSH), BETHEE:

1sb.reveal('./encoded_image.png')Output:- hello world

We have used LSB transformation to hide data inside an image, but how can we use this to hide data
inside a video?
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P KB SR (Steganography in Video)

Avideo is a collection of frames, and each frame is an image. So if we pull out all the frames from a video, we
can use this method to store our data using LSB steganography and stitch those frames back into a video with
the secret message.
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Video by Roman Koval on Pexels.
%2 -BHIR ( Roman Koval)7E Pexels I #$HIALI

The original source video is quite long, so | have just used an eight-second portion of it.
JFIRIEAMAURE, R AT )\ B8 E .
1. H0 H 3R BUE (1. Extracting frames from a video)

To extract frames from a video, we can use the most popular computer vision library, OpenCuv.
BN SREUWT,  FRATTRT DA A B 0l i T AR 5 BE OpenCy o

First, install OpenCv and import it:

B, &#HOpenCvitHFA:

import cv2
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We have to read the video. Go through the video frame by frame and save all the images into a new directory.
BAVLAFEMS . BWX G, RIERTA BB REEIH BT
To load the video, we run:

B, BATEAT:

vidcap = cv2.VideoCapture("video.mp4")

This loads the video into vidcap. Now we can use the read method to read the frames from “video.mp4:"

XA nE Elvidcap, BAE, BATATLAMERA read kM video.mpd” Hr {2 B :

success, image = vidcap.read()

We can define a loop to go through all the frames and save it with a unique filename that we can easily sort:
BATATCLRE C—AMEIE A HESE, FF4 HARTE AT CURAL HEFP 0 M — S0 44 -
Once this is done, we are left with all the frames from the video.
SERULERIEIE, AT R EH B TRl

But a video is not just a collection of images. There is audio as well. To extract that audio, we will use
FFmpeq.

B, WHNMUXREGNES. WEEM. ZERBUZEM, BAVKEFEHFFMpeg .
2. )\ b R B 30 (2. Extracting audio from a video)

FFmpeg is a free and open-source command-line tool for transcoding multimedia files. It contains a set of
shared audio and video libraries such as libavcodec, libavformat, and libavutil. With FFmpeg, you can
extract audio files from a video, convert your PNG image files into video, and much more.

FFmpeg — Mtk TR G217 TR, FFX 2 EHEESCH#TREBHES. Baa—HILEME RN
P, flinlibavcodec, libavformatflibavutil. 18 FFFmpeg, #7] LAMNALSR IR B S0, BPNGER#
RO, %%,

To install FFmpeg in Ubuntu, first update the package list:
EfEUbuntud %25 FFmpeg, BH LEH M EFIR:

$sudo apt update

Then run the command below to install FFmpeg:

RGBT LA T a4 Pl FFmpeg:

To validate that FFmpeg is installed properly, run:


https://ffmpeg.org/
https://ffmpeg.org/

EINIFFFmpegR A CLIEM %L, EB1T:

ffmpeg -version

If you get something like the message below, everything is OK:

MREWERULLTHERER, W—PIER:

ffmpeg version n4.1.4 Copyright (c) 2000-2019 the FFmpeg developers

To use FFmpeg in Python, we have to import call and STDOUT from the subprocess library:

E1EPython £ FHFFmpeg, FAT% AN T 52 FEH & A callfiISTDOUT :

from subprocess import call,STDOUT

And then we can run the code below in Python:

WG, AR LUEPythondiz 47 A AR

call(["ffmpeg", "-i","video.mp4" , "-q:a", "@", "-map", "a", "tmp/audio.mp3", "-y"],stdout=open(os.de

This code will extract the audio from the given video file and save it as “audio.mp3” in the tmp folder.
After we encode the frames with our text, we can then use this audio file to give our encoded video file
the proper audio.

BEAED R NS5 R AL R 3R BCE A, JR 3 53 A7 tmp S R B audio.mp3” . FH SCAS Y Wit AT S
B, BRATAT AR A e B AR G 0 B AR ST A 4R P 24 1) B A

3EMHEZE A 455 XA (3. Encoding the text inside frames)

Now that we have all the frames, we can divide the strings into small chunks and hide each chunk of the
message inside a frame using the 1sb.hide () method:

BUERNTE TSR, AT CR 7R 8 0 B/NR, R 1sb. hide () FiERH B BB RERAERE
R

split string is a helper function to split strings into small portions. As we do not need to hide
all the text in the first frame itself, we divide the frames and hide it in many frames. The full code
can be found on GitHub.

split_stringR—MHBIERE, ATHFRFEIBRDIED. BHTRIATEES WAL PR
FRFTH A, B L BATRE X Eeti ) 70 A % R LR SE B AR AT AE GitHub B 4821 .

We have loaded a video, pulled it to as many frames as possible, and encoded it. Now we have to
put together the frames together into a video.

BAICEINE T, K AL BRITRE L KW BEAT T mS. BUAE, BATLIUKIX LemigE]—
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4. )\ il 4E PR (4. Making video from frames)
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We can use FFmpeg to stitch together all our frames with a hidden message to form a video and
then lay out the audio:

BATHT LU F FFmpeght BT A i 5 — 2% BB B PHEE —iE, DB, R)E0EEM:

call(["ffmpeg", "-i", "tmp/frame%d.png" , "-vcodec", "png", "video.mov", "-y"],stdout=open(os.d

Running the code above creates the video with our secret message hidden in it.
1247 AR S AR R EATR A EE R .
We can run the code below if we want sounds in our video:

IRBAVEEAENPF KB FEE, BATAT BT B TAH:

call(["ffmpeg", "-i", "temp/video.mov", "-i", "temp/audio.mp3", "-codec", "copy","data/enc-" +

And we have done it. The output video is almost 900 MB. | have uploaded a small portion of the
video to show that video quality is not affected by this method.

BMNELMET . WHOASRKIE00 MB. B EM& THBI—/NE2, LARBAMIREANZ T
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Now that we have done the hard part of encoding, let’s look at how a person can decode our
video and read the message.

BARBANTC LM T SR MR 2, A LEATE — DN R AT I 2 132
B

fRE S K7 B (Decrypting the message from the video)

We have to do the same steps as with encryption, but in the opposite order. So we extract all
the frames from the video and extract the information from the LSB:

BATBFHAT EMEMFER LR, EIRFHAR. Bk, ROIARSHRBFAE D, HMLSB
FRREE B :

48 (Conclusion)

As you can see, with modern libraries and languages like Python, it is really simple to do steganography and
cryptography.

wmiEpT I, ERIAREMPythonZ KHES, #HATERS RAINE EH & 5.

The only problem with this method is that the new video is huge in size when compared to the original video. If
we could reduce the size, it would be a good addition to this project.

XA TTERIME— R, S5FREIAELL, BB R R K. i RBATAT PAB/NRE, AR R 0 B 30—
MREFEIFPTE -

The full code for this project can be found on GitHub.

20 B [ 58 BARRS AT BA7E GitHub B3R 2] .
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¥ 5 : https://medium.com/better-programming/a-guide-to-video-steganography-using-python-4f010b32a5b7
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