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1. Clone %3 H

git clone http s://github. com/AeonLucid/AndroidNativeEmu.git

2. IR/ EN SRR

pip install-r requirements.txt
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75 FEkeystone £ git clone https://github.com/keystone-engine/keystone.git

T Fkeystonebindings (& %2 %%: python setup.py install

TES R G MR AI(E AR WIn), T35 http://www.keystone-engine.org/download/
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pythonexample. py
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importlogging

importsys

fromunicorn importUC_HOOK CODE
fromunicorn.arm_const import*
fromandroidemu.emulator importEmulator
#MEHEHRKE

logging.basicConfig(

stream=sys.stdout, #bx % H
level=logging.DEBUG, # H & 4%

format= "%(asctime)s %(levelname)7s %(name)34s | %(message)s"#i H #% X
)

logger = logging.getLogger(__name__ ) #B4L%} 5



# LA B AL

emulator = Emulator

#im#LibcEE

emulator.load_library( "example_binaries/libc.so", do_init= False)

N E RIS K R

lib_module = emulator.load_library( "example_binaries/libnative-lib.so")
HTEN T2 BB

logger.info( "Loaded modules:")

formodule inemulator.modules:

logger.info( "[0x%X] %s"% (module.base, module.filename))

#trace |ZHPATHIFE S, T EIR B, H LT DU

defhook_code(mu, address, size, user_data):

instruction = mu.mem_read(address, size)

instruction_str = ".join( '{:02x} ".format(x) forx ininstruction)

print( '# Tracing instruction at 0x%yX, instruction size = 0x%JX, instruction = %s'% (address, size, instruction_str))
emulator.mu.hook_add(UC_HOOK_CODE, hook_code)

HiE 3 AT 5 R R

emulator.call_symbol(lib_module, ' Z4testv')

#iE 1 RO IR B FH 4514

print( "String length is: %i"% emulator.mu.reg_read(UC_ARM_REG_RO0))
H &5 4~/Demoill i
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FE—Nni T2, demofI IR fa &, Bl — A inik.

JNIEXPORT intnativeAdd(inta, intb)

{

returna + b;

}

extern"C"JNIEXPORT jint JNICALL
Java_com_mario_testunicorn_MainActivity myAdd(
JNIEnv* env,

jobject /*this*/,



inta,

intb){

returnnativeAdd(a,b);

}
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ERERIREH, BAEREE.

importlogging

importposixpath

importsys

fromunicorn importUcError, UC_HOOK CODE, UC_HOOK_ MEM_UNMAPPED
fromunicorn.arm_const import*

fromandroidemu.emulator importEmulator

importdebug_ utils

#EEHE

logging.basicConfig(

stream=sys.stdout,

level=logging.DEBUG,

format= "%(asctime)s %(levelname)7s %(name)34s | %(message)s"
)

logger = logging.getLogger(_ _name_ )

# VIR 25

emulator = Emulator(

vfp_inst_set= True,
vfs_root=posixpath.join(posixpath.dirmame(__file_ ), "vfs")

)

# INFAK A B &

emulator.load_library( "example_binaries/libdl.so")
emulator.load_library( "example_binaries/libc.so", do_init= False)
emulator.load_library( "example_binaries/libstdc++.s0")
emulator.load_library( "example_binaries/libm.so")

lib_module = emulator.load_library( "example_binaries/libmytest.so")



# 4 2 &loadffso

logger.info( "Loaded modules:")

formodule inemulator.modules:

logger.info( "=> 0x%08x - %s"% (module.base, module.filename))

try:

# BTN RERA, EAREEHAT

emulator.call_symbol(lib_module, 'JNI_', emulator.java_vm.address_ptr, 0x00)
H#EEFERAMFS1, 1HE1+2

emulator.call_symbol(lib_module, ' Z9nativeAddii', 1, 2)

print( "_Z9nativeAddii result call: %i"% emulator.mu.reg_read(UC_ARM_REG_RO0))
#EBRHARS2, 1151000 + 1000

emulator.call_symbol(lib_module, 'Java_com_mario_testunicorn_MainActivity_myAdd', 0, 0, 1000, 1000)
print( "myAdd result call: %i"% emulator.mu.reg_read(UC_ARM_REG_RO0))

#HPAT 7B, 1B B

logger.info( "Exited EMU.")

logger.info( "Native methods registered to MainActivity:")

exceptUcError ase:

print( "Exit at %x"% emulator.mu.reg_read(UC_ARM_REG_PC))

raise

RuntimeError: Unhandled syscall x (x) at f##

AR A N BH LI N syscall R B, A AR #, BB — ARG E—T, R 4 ith FZKERL AT LA
T, thingetpid, A4 B 5 8K HBE TR Bl — M REFRHATLLT

fEsyscall_hooks.py XX 8, AT LLE BEH C L LI K R EL .
self._syscall_handler.set_handler( Ox4E, "gettimeofday", 2, self._handle_gettimeofday)
self._syscall_handler.set_handler( OXAC, "prctl", 5, self._handle_prctl)
self._syscall_handler.set_handler( OxFO0, "futex", 6, self._handle_futex)
self._syscall_handler.set_handler( 0x107, "clock_gettime", 2, self._handle_clock gettime)
self._syscall_handler.set_handler( 0x119, "socket", 3, self._socket)
self._syscall_handler.set_handler( 0x11b, "connect", 3, self._connect)
self._syscall_handler.set_handler( 0x159, "getcpu", 3, self._getcpu)

self._syscall_handler.set_handler( 0x14e, "faccessat", 4, self._faccessat)



self._syscall_handler.set_handler( 0x14, "getpid", 0, self._getpid)
self._syscall_handler.set_handler( 0xe0, "gettid", 0, self._gettid)
self._syscall_handler.set_handler( 0x180, "null1", 0, self._null)
set_handler& ¥z

arg1: H 5 (intno), 5 7T LAZE ndkH ) unistd.hH 3R 2

arg2: M4

arg3: S E

argd: 48 i H & LR

PATEE R

T —FKRXIESO

ek H AR

DTG BB e, BESITEBEARALEL, XEAKR.
H A5 3C 1% libtest.so

H AR % a( char* buf, intbuf_len)

IR [EE: return_value > 0, R/ MK 553 H S EDUSH B S A MR RE S,
return_value == 0, ¥R IEE

EMUAH

HIEEERE, SRR EHN.

importlogging

importposixpath

importsys

fromunicorn importUcError, UC_HOOK_CODE, UC_HOOK_MEM_UNMAPPED
fromunicorn.arm_const import*

fromandroidemu.emulator importEmulator
fromandroidemu.java.java_class_def importJavaClassDef
fromandroidemu.java.java_method_def importjava_method_def

# Create java class.

importdebug_ utils

#MEHZE

logging.basicConfig(



stream=sys.stdout,
level=logging.DEBUG,

format= "%(asctime)s %(levelname)7s %(name)34s | %(message)s
)

logger = logging.getLogger(__name_ )

# VIR AL 25

emulator = Emulator(

vfp_inst_set= True,
vfs_root=posixpath.join(posixpath.dirname(__file__), "vfs")

)

# INFAKA 375

emulator.load_library( "example_binaries/libdl.so")
emulator.load_library( "example_binaries/libc.so", do_init= False)
emulator.load_library( "example_binaries/libstdc++.s0")
emulator.load_library( "example_binaries/liblog.so")
emulator.load_library( "example_binaries/libm.so")

#H #rso

lib_module = emulator.load_library( "example_binaries/libtest.so0")
# 451 2 &loadffIso

logger.info( "Loaded modules:")

formodule inemulator.modules:

logger.info( "=> 0x%08x - %s"% (module.base, module.filename))
try:

#iz4Tjni XEEA, BAREEHAT
emulator.call_symbol(lib_module, 'JNI_', emulator.java_vm.address_ptr, 0x00)
# 3 inproperties, 1%soBif it FREL— Eproperties K A Wi #h 5%

emulator.system_properties[ 'ro.build.fingerprint’] = 'google/passion/passion:2.3.3/GRI40/102588:user/release-
keys'

emulator.system_properties[ 'ro.product.cpu.abi'] = 'arm’
emulator.system_properties[ 'microvirt.vbox_dpi] ="

#1115 —Hbuff, AESH



emulator.call_symbol(lib_module, 'malloc', 0x1000)

address = emulator.mu.reg_read(UC_ARM_REG_RO0)

HTE Z B 5 BIbuffisL XN 77

detect_str = memory_helpers.read_utf8(emulator.mu, address)
print( "detect_str: "+ detect_str)

#PAT 72 L, 1B R

logger.info( "Exited EMU.")

logger.info( "Native methods registered to MainActivity:")
exceptUcError ase:

print( "Exit at %x"% emulator.mu.reg_read(UC_ARM_REG_PC))
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2019- 09- 2116: 08: 27, 677INFO androidemu.vfs.file_system | Reading 1024bytes from /proc/cpuinfo’

2019- 09- 2116: 08: 27, 680DEBUG androidemu.cpu.syscall_handlers | Executing syscall read( 00000005,
02089000, 00000400) at Oxcbc1ba7c

2019- 09- 2116: 08: 27, 783INFO androidemu.vfs.file_system | Reading 1024bytes from ‘/proc/self/maps'

2019- 09- 2116: 08: 27, 784DEBUG androidemu.cpu.syscall_handlers | Executing syscall close( 00000008) at
Oxcbc1a854

2019- 09- 2116: 08: 27, 886INFO androidemu.vfs.file_system | File opened '/proc/self/status’

2019- 09- 2116: 08: 27, 887DEBUG androidemu.cpu.syscall_handlers | Executing syscall fstat64( 0000000a,
000ff3e8) at Oxcbc1b314
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