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from N1ES 1mport NIES

import basebfd

key = “wxyl191iss00000000000cute”

nles = NI1ES (key)

flag = "NI1CTF §: 1

cipher = nles.encrypt{flagd
print basefd. bbdencode(cipher) # HRlgC2REHw1fWRk2D1kaB01d11K2BJIRR9QECHNOJNHmktBJSXCIrHﬁlaﬂFgﬁ et

challenge.py


https://blog.csdn.net/weixin_39956558
https://so.csdn.net/so/search/s.do?q=python+%25E5%25BC%2580%25E5%258F%2591%25E6%259D%25BF%25E5%258A%25A0%25E5%25AF%2586&t=blog&o=vip&s=&l=&f=&viparticle=

class NIES:
def _init  (self, key):
if (len(kev) != 24 or isinstancelkey, bytes) == False ):
raise Exception(“key muist be 24 bytes long”)
self.key = key
zel f. gen_subkey()

def zen_ subkev(self):

0 = string to_bits(self. key)

k=[]

for 1 in range(2):

o= generate(o)

. extend(o)
= gtring_to _bits{[chr(c) for c in o[0:24]])
self.En = []
for 1 in range(32):

self.En. append(map (chr, k[1 * B: 1 *+ 8 + 8]))
return

o =

def encryptlself, plaintext):
if (len(plaintext) % 16 '= 0 or isinstance(plaintext, bytes) == False):
raise Exception("plaintext must be a multiple of 16 in lensth™)
res =
for 1 in range(len(plaintext) / 16);:
block = plaintext[i * 16:(1 + 1) * 18]
L = block[:8]
R = block[3:]
for round_cnt in range(32):
L, B =R, (round add(l, self.En[round_cnt]))
L, R=E L
res += L + R
return res

N1ES.py
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Kn=[[~', ‘W, 'Y", k', 'k', "x02', "x0%', "\xO5,['w', 'd", '}, "x14",'?", \x13', "x04', 'W,['', '6', "x08', "x04', "\x13', '3', "x19,
x101,['\x08', 'P', '2', "\x02', /', 'W', /', "W',['\x08', \x14", 7', ‘@', 'W', "M, "', 'K',['\x1b', '6', ", '(", 'M', 'Y", \x19', "x021,
3,7, 'w,'(, x13, '}, 'x08', 'ul,[=", "', 13", 'M', 2, '=",'@', "x04',['Z, ' ', '~', "x08', 'L", 'f, "«x19', 'Z],['l', 'Y, "xO1",
MY, L oW1, 05 'Y 'O, 2, w L I, B Y '3 '@, 6, '@, 05',[\x08, 'd', '\x13', 'L, ", 7,
L', ul,['x08', '{, ‘M, P, M, ', 2, 'PLTK S~ K T ! U, A9, 04 ['e!, K (L WA 3 T Y =T [, \xO4,
x08', ¥, "\x02', \n', '6', '3,[/", "X05', ‘W', "2, ' ", 'd', \x13', '6"1,[' ", '/, '}, 7', 04", '}, 'Z, "x19',['\x05', \n', \n', 'I', "\x02',
T, 1K '3 Y, W9 L M B, W02 Y, K W08, '\x02', L[\, '\OS!, A A TP Y T (], ['\08, W
'u', o, ', 2, d 'WO4 [, W W, '\X08 'Z, 19, '@, 11, [\x14', P el et LG, T, WO, 08 'dY, '\x08!,
w, [, W, '@’ 13, Y, = e, 'o', [ ‘B 'Y, 'O, "W, 2 ', '6',['Y, '08', '6', \x19', &', "\x04', 'K', 'u'],
['\x13','2', 2", '(", 19, '{(, 7', 'wW],['\x02', 'Y", ' ', 'W', "'x08", 'u’, "x01", 'I]

import base64
s=base64.b64decode('HRIgC2ReHW1/WRk2DikfNBo1dI1XZBJrRRIgECMNOjNHDktBJSxcl1hZIz07YjVX)
flag=[]

for i in range(3):

flag.append(s[i*16:(i+1)*16])



from z3 import *

def fun(a,b):

x=[BitVec('x%d'%i,32) for i in range(8)]
solver=Solver()

res="

for i in range(len(a)):
exec("solver.add(X[i]-2*(x[i]&ord(b[i]))==ord(al[i])-ord(bli]))")
solver.check()

try:
exec("res+=chr(solver.model()[x[i]].as_long())")
except:

print solver

return res

res="

for i in flag:

L=i[:8]

R=i[8:]

L,R=R,L

for k in range(32):

L,R=R,fun(L,Kn[k])

res+=L+R

print res
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