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1 #include <stdio.h>

2 #include <string.h>
3 #include <stdlib.h>
4 void func(int key){

5 char overflowme[32];

6 printf("overflow me : ");

7 gets(overflowme); // smash me!
8 if(key == @xcafebabe){

9 system("/bin/sh");
10 }
11 else{
12 printf("Nah..\n");
13 }
14 }
15 int main(int argc, char* argv[]){
16 func(oxdeadbeef);
17 return 0;
18 }
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H & H 427~ Nana told me that buffer overflow is one of the most common software vulnerability. Is that
true ?n] A R IR g2 i X Vi 2 AT CARES

o ELfACboffEZIIDA, I A4k 55 7 A7 A Bk 215G B B8 Frfunc:
o XifralGsEH MMM, W =& kit 4H % +0x00000008 - (-0x0000002C) = 0x34 = 52

o [KI’NOXCAFEBABE (&/IDA11/19-889275714) Yy /hiif7f, I a] LIrEget(&s)ab v #4i& i\
'0"*52+0xBEOXBAOXFEOXCA 7ELinux £ %, wfLA#3%Iflag’y: daddy, I just pwned a buFFer :)
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