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Daddy told me about cool MD5 hash collision today.
I wanna do something like that too!

ssh col@pwnable.kr -p2222 (pw:guest)
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=*» ~ ssh col@pwnable.kr -p 2222
col@pwnable.kr's password:
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- Site admin : daehee87.kr@gmail.com

- IRC : irc.netgarage.org:6667 / #pwnable.kr

- Simply type "irssi" command to join IRC now

- files under /tmp can be erased anytime. make your directory under /tmp
- to use peda, issue "source /usr/share/peda/peda.py” in gdb terminal
Last login: Wed Jul 24 01:06:46 2019 from 116.233.190.55

col@prowl:~$ 1s

col col.c flag

col@prowl:~$ cat col.c
#include <stdio.h>
#include <string.h>

unsigned long hashcode = ©x21DDO9EC;

unsigned long check_password(const char* p){

int* ip = (int*)p;

int i;

int res=0;

for(i=0; i<5; i++){

res += ip[i];

¥
return res;
¥
int main(int argc, char* argv[]){
if(argc<2){
printf("usage : %s [passcode]\n", argv[0]);
return 0;
¥

if(strlen(argv[1l]) != 20){
printf("passcode length should be 20 bytes\n");
return 0;

}

if(hashcode == check_password( argv[1] )){
system("/bin/cat flag");

return 0;

}

else

printf("wrong passcode.\n");

return 0;

}
col@prowl:~$
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unsigned long check_password(const char* p){
int* ip = (int*)p;
int i;
int res=0;
for(i=0; i<5; i++){
res += ip[i];
¥

return res;
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#!/usr/bin/python
from pwn import *

# strl = '\x00\x00\x00\x00'+'\x00\x00\x00\x00'+'\x00\x00\x00\x00 '+'\x00\x00\x00\x00 "'+ ' \XEC\x09\xDD\x21"'
str2 = '\x01\x01\x01\x01"'+"'\x01\x01\x01\x01"'+"'\x01\x01\x01\x01"'+"'\x01\x01\x01\x01"+"'\xE8\x05\xD9\x1D"
str3 = p32(0x01010101)*4 + p32(Ox1DD9OSE8) #str2f7) —FhL ik, (it %

s = ssh(host="pwnable.kr', port=2222, user='col', password='guest')
s.connected()

cn = s.process(argv=['col', str2], executable='./col")

print cn.recv()
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[ERROR] Inappropriate nulls in argv[1]: '\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\xec\t\
xdd!"'
Traceback (most recent call last):
File "/Users/youssef/Desktop/pwn/collision.py"”, line 9, in <module>
cn = s.process(argv=['col', strl], executable='./col")
File "/usr/local/Cellar/pwntools/3.12.2/1libexec/1lib/python2.7/site-packages/pwnlib/tubes/ssh.py", line 818, in
process
self.error('Inappropriate nulls in argv[%i]: %r' % (i, arg))
File "/usr/local/Cellar/pwntools/3.12.2/1libexec/1lib/python2.7/site-packages/pwnlib/log.py", line 417, in error
raise PwnlibException(message % args)
pwnlib.exception.PwnlibException: Inappropriate nulls in argv[1]: '\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\
X00\x00\x00\x00\x00\xec\t\xdd!"'

IR, \XOOX BT Z&nullif)Zwtd, TREtaTm+4s, JaH-4s. Tr2mit Rk T str2.
2 T J5TH ) XE8\X05\xD9\X1D H: 522 0x1DDO0SE 81 /)N it 5 1%

—ROIXFATT BELR IR K, BT LA ELEE B, AHIZAR T . ARIRARIS SN B0, pwntools HLTHT 7 T /) i e 46
e, AT LUK B AR NI ) AR . AR SU3I S, FHp32k . [FIFER), A p16, pbAXFEMIREL, p32 Hf4bit. p64
A p16 1 73 7445 8 bit A1 2 bit #5



K AN ORI AT AE i1, bt — A IEER, —DREFR. 10SKE/Nii.
i Es R

=*» pwn /usr/local/bin/python /Users/youssef/Desktop/pwn/collision.py
[+] Connecting to pwnable.kr on port 2222: Done
[*] fd@pwnable.kr:

Distro Ubuntu 16.04

0S: linux
Arch: amd64
Version: 4.4.179
ASLR: Enabled

[+] Starting remote process './col' on pwnable.kr: pid 59553
daddy! I just managed to create a hash collision :)
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