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mistake@pwnable:~$ 1s -1
total 24

mistake_pwn root 51 Jul 2014 flag

-r-sr-x--- 1 mistake_pwn mistake 8934 Aug 2014 mistake
-rw-r--r-- 1 root root 792 Aug 2014 mistake.c
mistake_pwn root 10 Jul 2014 password

i file BHEHAE R

= pwnable file mistake

mistake: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), dynamically linked, interpreter /1ib64/1d-linux-x86-64.s0.2, for
GNU/Linux 2.6.24, BuildID[shal]=ef56e67046843c3d794fda2e5842140e937dd7c6, not stripped

A INE R, &I CanaryFINXJE H

checksec mistake

Arch: amd64-64-1ittle
RELRO: Partial RELRO
Stack: Canary found

NX: NX enabled

PIE: No PIE (©x400000)
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mistake@pwnable:~$ ./mistake
do not bruteforce...
123

input password : 123

mistake.c



#include <stdio.h>
#include <fcntl.h>

#define PW_LEN 10
#define XORKEY 1

void xor(char* s, int len){
int i;
for(i=0; i<len; i++){
s[i] "~= XORKEY;

int main(int argc, char* argv[]){

int fd;
if(fd=open("/home/mistake/password"”,0_RDONLY,0400) < 0){
printf(“"can't open password %d\n", fd);
return 0;

printf("do not bruteforce...\n");
sleep(time(0)%20);

char pw_buf[PW_LEN+1];
int len;
if(!(len=read(fd,pw_buf,PW_LEN) > 0)){
printf("read error\n");
close(fd);
return 0;

char pw_buf2[PW_LEN+1];
printf("input password : ");
scanf("%10s", pw_buf2);

// xor your input
xor(pw_buf2, 10);

if(!strncmp(pw_buf, pw_buf2, PW_LEN)){
printf("Password OK\n");
system("/bin/cat flag\n");

}

else{
printf("Wrong Password\n");

close(fd);
return 0;
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pw_bufflipw_buf2 K14 810, F2FF A & 2 i BUAHE (K password SCH R A7 7248 Epw_buf, i A\ [ 25 iR EEpw_buf2, it
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if(fd=open("/home/mistake/password”,0 RDONLY,0400) < 0)



BT AR g @, 2 JeAT open( " /home/mistake/password”,0_RDONLY,0400) < 0, X5 FIKT4%
= fd . open() EEGREIEE R ATO, HIL Fd K{ENO, BT fd=0 JhriEdiA .

R, SRR e, I bR s AN i pw_buf, ¥ N\ eeeeeeeeee , AN LU I B IEH 4 A K pw_buf2, 1
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mistake@pwnable:~$ ./mistake
do not bruteforce...
0000000000

input password : 1111111111
Password OK
Momm the operator priority always confuses
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